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Scenario: Telemedicine 
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? 

Privacy promise: 
All personal data will be handled according to legislation and agreed privacy policy 
between users and services. 
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Privacy and Business Processes  

Problem: No control for disclosure of personal data 
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Privacy legislation: 
„Privacy is the claim of individuals, groups and institutions to determine for themselves, when, 
how and to what extent information about them is communicated to others.“ 
(Westin 1967, EU/Germany, Japan, HIPAA) 

Pretschner, A., Hilty, M., and Basin, D. 2006. 

DP = Data provider 
DC = Data consumer 
d,d’ = Personal data Disclosure of personal data 
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Privacy-Enhancing Technologies: State of the Art 

•  Anonymity (Anonymizer, Mix network) 

•  Identity Management  
(Liberty Alliance, Shibboleth, iManager,  
IBM idemix) 

•  Policy language for provisions 
(P3P) 

•  Digital Rights Management  
(Digital Privacy Management) 

•  Policy languages for obligations 
(IBM EPAL, NAPS) 

•  Sticky policies 
(HP Adaptive Privacy Management 
System) 

DC / DP 

DC / DP DP 

d 

Patient 

d, d’ d, d’ 

Services 

•      Delegation of rights (DREISAM) 
      + Audit trail by digital watermarking   
         (DETECTIVE) 

Collection Disclosure to 3rd Parties 
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DETECTIVE: Disclosure with Control 

Controllable Disclosure: Authorization + enforcement by the user 

(a) Authorization: Non-linkable delegation of rights (DREISAM) 

(b) Enforcement: Audit trail by digital watermarking (DETECTIVE) 

DC 

DC DC / DP 
(TTP) 

Patient Services 

Rights 1 
Rights 2 
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DETECTIVE: Proof-of-Concept Implementation 

Dr. Sven Wohlgemuth 

Basic modules Use of existing modules Realizing DETECTIVE protocols 
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