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Privacy and Protection of Personal Data in the EU,

Transfers of Personal Data to third Countries

Hana Pechackova BmzEs%






Hana Pechac¢kova

Hana Pechackovd is a desk officer (Legal Affairs and Policy) at the European Commission,

Directorate-General Justice, Freedom and Security, in the Data Protection Unit.

She deals extensively with the processing of personal data, especially in the field of electronic
communications, focusing on privacy and data protection related issues on the internet and in

new technologies such as e.g. RFID and Internet of Things.

Ms. Pechackova is also responsible for regional data protection issues and is a member of the
OECD - Working Party on Information Security and Privacy. Ms. Pechac¢kova deals with

protection of personal data and privacy related issues, among other 3" countries, in Japan.

Within the scope of tasks entrusted to her Unit in the role of the Secretariat of the Article 29
Data Protection Working Party, Ms. Pechackova is responsible for chairing the Technology
Subgroup that deals with data protection and technology challenges. Ms. Pechackova has
been actively involved in preparing Commission's Communication on Promoting protection

of personal data by privacy enhancing technologies, and monitors its proper follow-up.

Ms. Pechackova works with other Commission services on data protection related issues such
as with Directorates—General for Consumer Affairs and Information Society and Media.

She is a frequent speaker at various conferences, workshops and round-table meetings related

to privacy, protection of personal data and new technologies.

Before joining the European Commission in 2005, Ms. Pechackova worked as a legal

practitioner, as an Associate in an international law firm.
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BARBARA RHODE

holds a Ph. D. in Political Sciences (Kath. University Nijmegen/ NL) and a
University degree in Social Science (Hamburg University/DE).

From mid/end September 2009 Barbara will be heading the Section of
Science and Technology at the EU Delegation in Tokyo/Japan.

At the EU headquarters in Brussels/Belgium, she was the Adviser for
International Relations to the FP7's "People" Programme (Marie Curie
Grants) and the 'Small and Medium Sized Enterprise' (SME) Actions in the
Directorate General for Research (DG RTD) of the European Commission.

As Head of Unit for: “Multilateral Co-operation Activities” in DG RTD she
guided the EU policies on Ex-Soviet Union scientists of weapons of mass
destruction (WMD) and their redirection to civilian tasks, in collaboration
with the US (State Department), Japan (MoFA), Republic of Korea, Russia
(RosAtom) and the countries of Eastern Europe and Central Asia.

As Head of Unit on “Ethics in Science” she negotiated rules to cope with
ethical issues, i.e. human embryonic stem cells, clinical trials, animals,
data protection etc. when collaborating in international research networks.
Barbara represented the EC in UN and Council of Europe (CoE) bodies.

Between 1995 and 2000 she was responsible for the EU Accession
negotiations for RTD with Hungary, with the Czech Republic and with
Slovakia, for relations with Switzerland, with the countries of the Caucasus.

As National Expert she initiated the Social Science Programme for DG RTD.

Still in Cold War she was sent by the German Federal Ministry for Science
and Technology as the West German representative to the ISSC - UNESCO
'Vienna Centre', an East-West Research Institute located in Vienna/Austria.
She coordinated multi-national research projects regarding environmental
policies and initiated the CoE 'Convention on Environmental Penal Law'.

Barbara started her career at the Max-Planck-Institute for International and
Comparative Private Law in Hamburg/ Germany.

Lecturer at various Universities, author, co-author and editor of a number
of books, many articles, co-author of a documentary film for cinema, short-
version for TV, contributions to broadcast emissions and print media.
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Privacy and Protection of Personal Data in the EU
Transfers of Personal Data to third Countries

European Gommission
Directorate-Genoral Justice, Fraedom and Security,
Unit D5 - Data protection

International Workshop on Information Systems for Social Innovation 2009
Tokyo, Japan
30 September 2009

TR LY T VI O A A 0 N AT ALV T T T T IO

European Commission DG Justice, Freedom and Security

Goal of the presentation

* Explain work of the European Commission in the field of data
protection and privacy

e Qutline current data protection and privacy legislation in the EEA
including basic data protection principles

* Explain what is necessary for transferring data to third countries:
example EU — Japan, adequacy procedure

* Next steps /solutions

International Workshop on Information Systems 23
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EC legal framework

* Article 8 of the Charter of Fundamental Rights of the European
Union establishes the right to the protection of personal data as a
fundamental right;

» Directive 95/46/EC of 24th October 1995 concerning the protection
of natural persons in respect of the processing of personal data and
the free movement of such data (Data Protection Directive);
currently, online public consultation on the future of privacy & data
protection has been opened

(
)

» Directive 2002/58/EC of 12 July 2002 concerning the processing of
personal data and the protection of privacy in the electronic
communications sector (Directive on privacy and electronic
communications); currently undergoing a review

EC legal framework

« Data Protection Directive transposed into 27 MS
national laws.

» Directive based on one of the principles of a
functional internal market - i.e. free movement
of goods, persons, services and capital.

» Based on this principle MS shall ensure that,
among other things, also personal data should
be able to flow freely from one MS to another.

24 International Workshop on Information Systems
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Scope of Directive 95/46/EC

* Applies to natural persons, whatever their
nationality or place of residence

» Applies to private and public sectors

» Applies to processing of personal data whatever
the technology used (technology neutral
approach)

Principles

* Proportionality, purpose limitation

» Personal data must be collected for a specified, explicit and
legitimate purpose

» Not further processed in a way incompatible with those
purposes

* “Rule of privacy by design”
« Data minimisation
» Accurate and kept up to date

» Data should be kept in a form which permits
identification for no longer than necessary

International Workshop on Information Systems 25
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Data processing must be legitimate

* Consent (freely given specific and informed
indication) — very challenging in new
technologies and online services

* Necessary for performance of a contract

* Necessary for compliance with a legal
obligation of the controller

« Legitimate interests of the controller (balance of
interest)

* Necessary in order to protect the vital interest of
the data subject

Data Protection Authorities

* Fully independent supervisory bodies
* Responsible for enforcing national legislation

 Powers of investigation, intervention and to
engage in legal proceedings or to bring
violations to the attention of the judicial
authorities

2% International Workshop on Information Systems
for Social Innovation 2009



Article 29 Working Party
What is it?
*Independent advisory body composed of representatives of all EU

DPAs
( )

*Secretariat ensured by the European Commission (DG JLS)
What are its competences?
eIt has an advisory role regarding data protection issues

eIssues opinions or recommendations on data protection which are
soft law instruments (recent Opinions on search engines, online
social networking, etc.)

eevaluates the level of adequate protection in 3rd countries

Transfers of Data — general issues

Article 25 of the Data Protection Directive

Data form EEA to third countries can be transferred only if the third
country in question ensures an adequate level of protection.

The adequacy level is assessed in the light of all the
circumstances surrounding a data transfer operation, in
particular, purpose of the operation, country of origin and of final
destination, the rule of law, security measures, etc...

If a third country does not afford an adequate level of protection, MS
shall take the necessary steps to prevent any transfers

The Commission may find that a third country ensures an adequate
level of protection by reason of its domestic laws or international
commitments — “adequacy procedure”

International Workshop on Information Systems 27
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Adequacy — general issues

* Protection of personal data is a fundamental right in the EU

» Existence of appropriate data protection rules and administrative capacity in the third
countries is of horizontal importance and a condition for success in a number of policy
areas

e inview of considerable benefits it would bring, namely:

- easier flow of personal data between the parties, thus better business and administrative
cooperation;

- economy of trust: development of e-commerce, since individuals will be more ready to buy on
the internet marketplace if their data are protected and will not be abused;

- good governance: respect for fundamental rights in the respective countries from undue private
and public interferences

* The level of protection has to be assessed in the light of all the circumstances surrounding a
data transfer (nature of data, duration, country of origin, country of final destination, rule of law,
security measures)

Adequacy - legal steps

. The Commission has been granted the power to determine, whether a third
country ensures an adequate level of protection by reason of its
domestic law or of the international commitments it has entered into
(Article 25 (6) of Directive 95/46/EC.

. In order to initiate an adequacy finding procedure, an official request made by
the representatives of the trird country country shall be lodged to the European
Commission.

. The adoption of a (comitology) Commission decision based on Article 25 (6) of

the Data Protection Directive involves:

» aproposal from the Commission
» an opinion of the Article 29 Working Party
« an opinion of the Article 31 Committee delivered by a qualified majority of MS

+ athirty-day right of scrutiny for the EPét.o check if the Commission has used its
executing powers correctly). EP may, if it considers it appropriate, issue a
recommendation.

» the adoption of the decision by the College of Commissioners.

28 International Workshop on Information Systems
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Adequacy

The Commission may find that a third country ensures an adequate level of
protection.

The effect of such a decision is that personal data can flow from the 27 EU
MS and three EEA member countries (Norway, Liechtenstein and Iceland)
to that third country without any further safeguard being necessary.

Japan has not yet been considered by the EU as a country providing an
adequate level of protection with respect to the protection of personal data
and fundamental rights of the persons relating to their private life.

Therefore a transfer of data to this country from an EU country has to be
carried out in pursuant to Article 26 of Directive 95/46/EC which implies a
prior information/authorization by the national data protection authority.

In order to show that the transfer provides appropriate guarantees to ensure
the protection of the data subjects, this can be particularly be made by
specific contractual arrangements, for instance by using the one of the
standard contractual clauses models approved by the Commission.

“Adequate” 3" countries

The Commission's decision determining
adequate protection increases legal certainty
for companies in the EU and makes the export
of personal data to the country concerned easier.

Examples: Switzerland, Argentina, Isle of Man,
the Bailiwick of Guernsey, the Safe Harbour,
Canada, the Bailiwick of Jersey
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Adequacy — conclusions

«  The Commission launched a preliminary step to begin assessing the state of play in Japan
¢ Analysis has been prepared covering data protection and privacy legislation in Japan

« EU - Japan Business Dialogue Roundtable discussed personal “data protection regime”, Tokyo,
3-4 July 2008

+ BDRT recommended that two authorities should work together to ensure an international equal,
transparent and secure data protection regime between EU and Japan

¢« Commission is preparing a Progress report for the BDRT

¢« Commission intends to improve the co-operation in the field of the protection of personal data and
data transfers and to work towards the free movement of personal data between the EU and
Japan according to the highest international standards.

e« The Commission is considering carrying out an in-depth analysis in order to have a complete
picture of Japanese data protection laws and possibly launch an adequacy finding procedure.

¢ Nevertheless, this initiative should be supported by the Japanese counterpart.

« Inorder to initiate an adequacy finding procedure, an official request made by the representatives
of Japanese shall be lodged to the European Commission.

Thank you very much for your
attention!

Questions?

Web site:

or

hana.pechackova@ec.europa.eu
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Security for Society

— Is any Technological Possibility a Desirable Solution for Democracy?

Gerhard Schneider (754 TV KE8IE F— 74> T4 4A—S3>4 7 4 H—)
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Prof. Dr. Gerhard Schneider

CIO of the University of Freiburg
Director of the Computing Center
of the University of Freiburg, Germany

From 2003 to 2008, Prof. Dr. Gerhard Schneider was vice rector for knowledge
transfer and communication technologies of the University of Freiburg, Germany.
He is now serving as CIO. At the same time Professor Dr. Schneider is the director

of the computing center of the University of Freiburg, Germany.

Before his current duties the University of Géttingen, Germany has appointed him
in 1999 to a C-4 professorship for applied computer science. Since 1997, he was the
chief executive officer of the "Gesellschaft fur Wissenschaftliche
Datenverarbeitung" (Society for Scientific Data Processing) which is the corporate
computing center of the University of Gottingen and the "Max-Planck-Gesellschaft"
(Max-Planck Society). Before this duty, he held a C-3 professorship for
decentralized information systems as well as a vice-director position of the

computing center of the University of Karlsruhe, Germany.

After his PhD graduation, he received his postdoctoral lecture qualification in
mathematics at the University of Essen, Germany, in 1989. At the University of
Essen, he had been research assistant and assistant of the University for 12 years.
Since 1989 he was the spokesman for data processing at the new founded institute
of experimental mathematics In those times he has been a visiting researcher in
Sydney (1985-1986), Ziirich (1987 for 6 months), at Virginia Tech and at the IBM
T.J. Watson Research Laboratory.

His academic career has started in 1973 at the University of Erlangen, Germany
with his study of mathematics and physics. In 1978 he successfully graduated with
the diploma and state examination. In addition, he received a Master of Science
(M.SC.) of the University of Oxford, UK,, in 1979.
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Use technology to control everybody’s life
- CCTV, bank data (SWIFT), long term storage of
telephone & internet connection data,...

Legally enforce the generation of more data
Enable state agencies to correlate data

Latest example:
- 10 US$ entrance fee to the USA
- Payable with your credit card

now they know where you are
- in the country, in the world ©
- Note: they process your credit card data (world wide)
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Politicians use what is available even if they

promised otherwise

- example: German TollCollect originally only for
accounting — why not use it for prosecution?

Politicians openly question classical basics

in dubio pro reo:
should this really hold in the digital world?

is digital privacy really necessary?
- it hampers the control mania
- it does not please the music industry

Lawyers still believe that we can hide in the
enormous ,sea of data“
- latest purchase in Freiburg: 8CPUs/512GB, 40K€
- enough to hold 80 bytes for every human on earth
in main memory (fast access for indexing...)
German Parliament tries to block the WWW
to fight child pornography
- in reality an ineffective, if not useless scheme
- which does not even address the problem
Why ask specialists??
- It sets up an infrastucture which can be used for all
sorts of censorship (to support a crumbling old world)
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Nobody listens if technicians complain ®
- They should stay in their labs

Team up with other disciplines:

e.g. joint seminars

Law and Computer Science

Sociology and Microsystems Technology
IT and Philosophy

Provide them with up-to-date insight
- Scare them © and discuss new theories
- Think about how to advance in your own field

Three major fields of interest have
evolved:

« Thinking in security terms — basic
human behaviour and requirements

« New architectures for integrating
security demands into society

 Technology for security vs. changes to
society
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Governments want to harvest data in social
networks to identify terrorists
- And petty criminals (with a much higher success rate)
At the same time military warn their staff not
to use social networks as classified
information might leak out or may be
deduced
- The Israeli army was the first to warn in public
The wife of the new MI6 boss publishes
private information in facebook —
jeopardizing national security

There is no anonymity
- if you keep data
- and do cross-correlation

- 80% of US citizens can be identified via ZIPcode,
birthday and gender

Example: identify people via behavioural
patterns in video recordings
- already used in court!

Use face recognition to identify people in

pictures on flickr.com

- you may be on someone else’s snapshot, proving you
were in a certain location — and not where you claim to
have been
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In an emergency, will people behave the way
the legal system expects them to behave?
- Looting, lyching,...

Use computer simulation like computer games
to study human behaviour
- To get larger and more useful samples

TV series influencing public view of security?

- Cooperation of psychology, law, economy, humanities
and IT

If you understand human behaviour — what are
the right procedures / rules?

Traditionally law experts only check the side
effects of surveillance against individual
paragraphs of the constitution

- The addition of various effects is not studied
Is it clever to introduce a specific security

measure”?

- Or should priority be given to the study of side effects
and cumulative effects

What is the price/cost of not installing counter

measures to certain (criminal) offences?
- E.g. is it worth it to fight any copyright violation?
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How do counter measures stop the evolution of
society?
- breaking obsolete laws is part of progress
- e.g. shopping hours in Germany were once quite rigid

- scanning of books by Google may be illegal, but may be
good for public knowledge

Will surveillance also modify the target?

- If a computer is hacked by a government agency,will the
modified routines modify the evidence?

If the state grants anonymity in the classical
world, why not in the digital world?

- I may use a public payphone without any ID, but not a
mobile phone

A department store may want to operate
cameras to fight theft
- But why store the video for a long time?
- Or why allow security staff to monitor their girl
friends?
Can we merge these contradicting
requests?

- Why do we have to see the individual rather
than the anonymous human on video in order
to fight theft?
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Digital stealth mode

| carry a device (e.g. a mobile phone)

- When | enter a department store my device receives
information on the store’s policy w.r.t privacy

| may agree to a contract

- store security may monitor me if it does not process/store
identifiable information

- e.g. only a shadow of me will be produced by the security_
camera, so that my actions may still be seen, g
but not my face nor my clothes.

or | do not enter the store

How do we make sure that the camera will

always adhere to the rules?

- Use hardware specification & verification technology from
computer science

- So that my device can check whether it speaks to a
verified (and unmodifiable) camera

How do we introduce such verifications into

the legal process?
- e.g. have laws with attached hardware specifications

- Useful side effects: if politicians want new features, prior
to a firmware update a new legal process is required

- And my device will detect the change — | can then act
accordingly.
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Security concerns are usually solved nationally
- Through legislation and politics

- This is pointless if we have strict rules on pro-cessing
existing data — but the CIA has not

The Internet allows for international access to

all available data
- International legislation is quite difficult

- Unless the legal systems do not differ too much
(Japan/Germany??)

Rather than endangering its citizens should a
state invest more in protecting its citizens
against the curiosity of friendly states?

New threats call for new security measures

- Surveillance and storage of resulting data is seen as a
security measure.

The more data are accumulated the less
secure the individual is
- Society is formed by individuals!

What is the right balance?
- Introduce technical understanding in classical fields
Common issue for the Japanese and the

German society
- Freiburg is looking forward to cooperating with the NII
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Security and Privacy Issues in the Austrian

“Patient Record” Project ELGA
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Professor Dr. Thomas Mueck

Born in 1962 in Vienna, Austria, Thomas Mueck holds a doctorate in
business informatics from Vienna University. Until 2003 he has been
associate professor at Vienna University and was several years also head
of the computer science and business informatics department at Vienna
University. In this position, he has been involved in national and
international joint projects, both governmental and industry funded.

Currently he serves as COO (operations management and controlling) of
the Austrian Social Insurance for Business and continues his scientific
work as an adjunct professor at Vienna University of Technology.

His current research interests include IT strategy issues as well as all technical aspects of e-health
which also motivate his work on the Austrian electronic health record ELGA.

Education

1987 Doctoral graduation at the University of Vienna in Social Science and
Economics

1993 Venia docendi at the University of Vienna in Computer Science

Academic Career

1995 Professor at the University of Potsdam, Germany for "Applied Informatics"
Visiting professor at University of Linz

1997-2002 Professor at University of Vienna
2000-2002 Head of Department for Computer Science and Business Informatics
2003- Professor at the Vienna University of Technology

Business Career

1983- IT-Consultant and academic advisor
2002 Division manager IT of Austrian Federal Economic Chamber
2003- Deputy general director of Austrian Social Insurance for Business (SVA), board

member as division manager for operations management (controlling, internal
organization, human resources and ICT)

Activities and Memberships

Member of Austrian Computer Society
Member of German Computer Society (Gl e.V.)
Representing SVA in the following organisations
o OSSBIG (open source software for large enterprises)
o SBA (Secure Business Austria)
o SVD (back office spin-off of several Austrian social insurance organisations)
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Privacy Issues in the Austrian
EHR Project ,,ELGA*

Thomas Mueck
" "’ Vienna University of Technology

==

Outline

» eHealth study of the EU (Gartner)
o Privacy CcoNncerns (ec, Forrester)
 ELGA - Austrian eHealth Strategy (arce ELGA)

_ e+ Conclusion

.

g L1

: =1 ==

Outline
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Challenges

« Since the 1960s spending on healthcare has
grown faster than the GDP in most EU
member states.

« Spending rose from an average of 3.1% in
1960 to 8.8% in 2006.

» Forecasts indicate that spending on healthcare
as a percentage of GDP will rise to around
15% by 2020.

f B

Gartner, 2009

AN
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T E=——

eHealth study of the EU

Political goals in healthcare

Patient safety
Quality
Availability
Empowerment
Continuity of Care

g L1

=1 ==

eHealth study of the EU
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Technology adoption

HL
T
0%

B Femaining potantial
for contribition

E%,

— Gartner, 2009

eHealth study of the EU

Examples of quantified potentials

» Avoidance of 5 million yearly outpatient prescription
errors through the use of Electronic Transfer of
Prescriptions.

» Avoidance of 100,000 yearly inpatient adverse drug
events through Computerised Physician Order Entry
and Clinical Decision Support. In turn, free up 700,000
bed-days yearly and decreasing waiting times (value
of almost € 300 million)

~m °* Free up 9 million bed-days yearly through use of
wmem  Computer-Based Patient Records (value of nearly € 3,7
= . Dbillion) Gartner, 2009

i
ratalt @

PR

eHealth study of the EU
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Privacy Concerns

* Right of self-determination

 Identification and authentication of patients and health
care professionals

« Data security

» Authorization for accessing EHR in order to read and
write in EHR

» Use of EHR for other purposes
 International transfer of medical records
* Transparency

PR e Liability issues

Privacy Concerns

Privacy Concerns - Health Insurance
Portals

"My primary health plan fully protects the privacy
of my personal information.”

insured
C ial [0 Disagree
Insurance
E Agree
|
Sreurance. H
Insurance
—
i » N
Y 0%  20% 40% 60% 80% 100%
PEEEDR S Forrester, 2008
et N .

Privacy Concerns
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Privacy Concerns - Health Insurance
Portals

Percent who agree or agree completely that each
entity fully protects the privacy of their personal
information

Primary
banking 73 ‘
provider

Houshold
insurance 66 ‘
provider

Credlt_ card 64 ‘
provider

Inve_stment 56 ‘
firm

f B

0 20 40 60 80
Forrester, 2008

P gy 2
o

[ ny

% T e 8

Privacy Concerns

Austrian eHealth Strategy

 ELGA stands for “Elektronische
Gesundheitsakte” (electronic health record)
e Includes
= prescriptions
= referrals
» medication history
- o Decentralised electronic health record system
= Key to patient data will be the E-Card

- . (smartcard)

ELGA - Austrian eHealth Strategy
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Considerations

Already many stand-alone health care systems
are put into operation at various health service
providers

Specialisation in health care — many health
care service providers are consulted during one
treatment

Mobility of patients — new HSP needs
information about earlier treatments

Cross-functional consolidation of data to get
consistent view on patient's health data
nationwide

S5 === 8

ELG

i &

-

4

A - Austrian eHealth Strategy

Requirements

Decentral storage of data
Considering data protection

Patient's consent for processing his/her health
records

Only selected documents are available to HSPs
Cost-efficiency
Compliant to EU guidelines (Interoperability,...)

High-quality provisioning of health data by every
single HSP (7/24 h availability)

iy
PR Y T

ELGA - Austrian eHealth Strategy

International Work.

shop on Information Systems
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System Architecture

Protocol System

________________________________________________________

! Pat. Index Roles and
Authorization Dgcurinternt-
! Concept egistry
i | HsPsystem ||| Pl
i HSP System i - /
i 'y Repository g |Consumer | ISource |
i || Consumer | ‘Source | b |Consumer | |Source | b

ELGA - Austrian eHealth Strategy

IHE IT Infrastructure Profiles

All systems:
= ATNA Secure Node* using SSL/TLS

Patient Index:

= Patient Identifier Cross-Reference Manager” (P1X)
~Patient Demographic Query* (PDQ) and uses
LATNA Audit Trail Node*

HSP Index: ,ATNA Audit Trail Node*

Protocol System: ,ATNA Audit Trail Node*

g L1

———

ELGA - Austrian eHealth Strategy
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IHE IT Infrastructure Profiles Il

» Authorization System:
= PIX, PDQ and XDR as proxy
= uses the functions of Patient Index and Registry

» checks and filters incoming parameters and
outgoing results

 Document Registry:
= ,Cross Enterprise Document Sharing®

e Portal:
= uses ELGA-functions through proxy interfaces

S

P gy 2
o

e RN

T E=—— 5

ELGA - Austrian eHealth Strategy

ISMS-ELGA

o Security Concept

» Maintenance and improvement of security targets and
security guidelines

» Documentation of security requirements, that have to be
considered while implementing the system

= Ensure that

» data integrity
» data availability
= data security

of transferred/processed data comply with planned
standards

Ly 4

Ll e e v—
Sas ST e N

ELGA - Austrian eHealth Strategy
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Integration of ISMS-ELGA/
ISMS-HSP

: IT-System
- Patient Portal

o HSP-Index

TWVWI O WwW-—

TOI N 0nW-—

ia ISMS - ELGA

ELGA - Austrian eHealth Strategy

Layers of ISMS Concept

ELGA HSP
Layer 1
) Overall Overall Security Policy
Data protection Security Concept
Concept

o
%

é Computing Center

= Layer 2

e — , —

v Specific Site-specific
R Security Concept Security Concept

- Austrian eHealth Strategy

International Workshop on Information Systems 51
for Social Innovation 2009



Conclusion

Benefits from eHealth:

» Reduce medical errors and wastage of
resources

» Serves increased patient and clinician
demand

Privacy Concerns:
- = Take concerns serious

- » The problem is trust, not technology.
L, = Build trust in eHealth solutions

s
I NP

S5S S

Conclusion

Conclusion Il
ELGA System:

e Quality added value:
» Integrated supply of data
» Increased communication/cooperation of HSPs

= Tool for modernizing and optimizing processes of
Austrian health care system

- « Privacy concerns:
9 = |[SMS according to ISO/IEC 2700x
= |HE Integration Profiles

4

h DT Y T,

Conclusion
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Inventing the Future of Network
Society by Information Security

Tatsuaki Okamoto
(NTT)

Information Security
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The Role of Cryptography and
Information Security

ICT systems =-- Virtual World
(Every information is communicated and recorded by digital data)
Cryptography and @ﬁ Linkage

Information Security

Real World
(estate, property,
bank account
balance etc.

Cryptography and Information
Security

Protecting Systems

Protect systems and databases from hackers to
intrude and attack

Promoting Business over Networks
Payment via networks (correctness)
Signing and contracting via networks
Promoting Social Activities over Networks
Voting and auction via networks (privacy)
Promoting Entertainment over Networks
Coin flipping and lottery over networks (fairness)
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Cryptography: Key Technology in
Information Security

Basic primitives
Confidentiality (Encryption, Key distribution)
Authentication (Signatures)

Cryptographic Protocols
Privacy-enhanced basic-primitives
Electronic voting
Electronic payment/money
Electronic contracting
Electronic gaming

| Theoreticallvqeneralizb Multi-party protocols

Current Technology
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Symmetric and Public-key Encryption

Encryption—Key? ? Decryption—Key
4 L

Plaintext | =9» Ciphertext Plaintext
S 4
Symmetric Encryption—Key = Decryption—Ke
Encryption yp y yp y
Public—ke _ _
Encryptio: Encryption—Key # Decryption—Key

Principle of Public-key Encryption

.. PK (Public-Key)

Encryption _&
a

Plaintext M

hard .: Ciphertext C
L

Decryption *

SK (Secret-Key)
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Public-key Encryption

Public-Key: PK

I 1
| Public-Key | Secret-Key: SK
1 File :
Download | Publish
by <=~ - | PK fede--
Bob i c E
C=E(PK, M)- : > Alice
(Encryption) | ! M=D(SK, C)

Insecure channel  (Decryption)

Principle of Digital Signatures

PK (Public-Key)

Siganture S hard Message M

SK' (Secret-Key)
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Digital Signatures

Public-Key: PK
Public-Key Secret-Key: SK

File

Download

Publish

Bob
V(PK, M,S)=17 <«
(Verification) S=Sign(SK, M)
e (Signing)

Hard to forge

Public-Key Infrastructures (PKI)
Certification Authority (CA)

Organization to certify a public-key

Secret—-Key Public—Key
SK PK Certification

? ? Authority (CA)
W}
 QE] =

‘;%? ‘—l Certifying PK

with User A

User A

After confirming the
identity of User A,
issues the certification
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New Technology

(for New Network Services
like Cloud Computing)

Virtual Private Network Service

—7 % I\

=~

( A Server Providing a Network Service

< (Using Secret Know-How to Operate
1 -

[
D, =\, Network Service |
on Accounting )
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Virtual Private Network Service

A Server Providing a Network Service
(X: Secret Know-How to Operate)

x "\, by Multi-Party Protocols

@tatlon of t@

= User
Y: Private Data

Virtual Private Mail ..:\/\~

( A Server Providing Mail Service
WV: Keyword included in
| [ M M
S essage
Mail Delivery/Storage Servig
/.

E(M): Ciphertext of M
M: Message

User
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Centralized Access Control of
Database Services

Centralized Database
Access Control (DBMS)

Register

ch data M with
j\‘fgg«{g access control

information

Distributed Access Control with

Encryption for Database Services
T N\

Data
Distributed Access Control
- Decrypt
Register Retrieve
data M with
a data M S
eB _ access control i
XD informat
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Advanced Encryption

_ . Public-Key: PK
(Predicate Encryption) Secret-Key: SK
Public-Key (Master-SK)
t t
(system parameters) Sublish
PK | €-==mmmmmmmmmmemeee :
Authority
Secret-Key
Predicate fT 1 for 7
(SK5)
C=E(x, PK, M) > M=D(SK; C)
(Enc?ryptlon for | C (can be decrypted
attribute x and plaintext M) iff f(x)=1)

Distributed Access Control by
Advanced Encryption

Authority
)
— ‘ Predicate f
Register b T Secret-Key
C Data M-can be - X for 7
retrieved when
Bob % f(x)=1:
j@h}“ﬁ\ Distributed
Access Control
C=E(x, PK, = with Encrypfie M=D(SK, C)
(Engryptlon : : (can be decrypted
attribute x and plai iff f(x)=1)
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Advanced Encryption 1 Public-Key: PK

' - Secret-Key: SK
(Predicate Encryption) (Master-SK)
Public-Key
system parameters
(Y : ) Publish
PK €-——-mmm - .
Authority
Predicate f= Secret-Key
(X=Animation) A for f
(Y=Price Zone 2 V Z=Class 1) (SK;)
‘ Alice
C=E(x, PK M)
(Encryption for > M=D(SK; C)
attribute x = (X,Y,Z) = C (can be decrypted
(Animation, Price Zone 2, Class 2)) iff (x)=1)

Advanced Encryption 2 Public-Key: PK

Predicate Encryption Secret-Key: SK
( Public-Key ryption) (Master-5K)
t t
(system parameters) Bublish
PK €= .
Authority
Downloadi Attribute x = (X,Y,Z) = Secret-Key
i (NTT, Age:30, Female) I l for x
' (SK)
C=E(f, PK M)
(Encryption for > M=D(SK,, C)
predicate f = C (can be decrypted

X=NTT A (Y< 35 V Z=Male) ) iff f(x)=1)
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Summary

How to guarantee the security in new
network services like cloud computing is a
key issue in promoting the services.

New cryptographic (information security)
technology guarantees and promotes
secure networks services.

- Multiparty protocols
- Advanced encryption
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International Research Cooperation

— Chances and Challenges

Iris Wieczorek (K4 YHMZHaRmERmM {%X)
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Dr. Iris WIECZOREK, Director DFG Office Japan
Tokyo, September 30, 2009

DFG: Who we are and what we do

= The Central public funding organization for academic research in Germany
= Self-governing body of science and research in Germany

= Promoting academic excellence on a competitive basis

= Buttom-up approach

= (application-oriented) basic research

= Serving science and the arts in all fields

= Advisory activities in politics

= Special focus on supporting young researchers

= Promoting international research cooperation

= Fostering links between science and industry

Dr. Iris WIECZOREK, Director DFG Office Japan
Tokyo, September 30, 2009
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DFG Procedures and Programmes - Approvals 2007

Committees & Int t Scient. Contact
Commissions nternat. Scient. Contacts

€39m (Bilateral Collaboration)
' \ €23.6 m (2006)

Funding of Infrastructure
(Scientific Library
Services and
Information Systems,
Central Research
Facilities)

€157.0m

Individual Grants

/€635.4 m

Coordinated Programmes

(e.g. Collaborative Research L eibni .
A .g. Leibniz, rnicus, etc.
Centres, Excellence Initiative, (e.g. Leib Copernicus, etc.)

Research Training Groups) €25.2m
€1,182.7m Direct Funding for Young Researchers

€136.1m

Prizes

Dr. Iris WIECZOREK, Director DFG Office Japan

Tokyo, September 30, 2009
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DFG Structure and Decision making bodies

——— Election

—> Members l l l
——— Cooperation i
Executive Senate @ —> Joint
Committee Committee )
Executive /
. Board Senate and
Review Boafd Grants
) Committees
_Head Office- -
Researchers | General Assembly

f

DFG members

Dr. Iris WIECZOREK, Director DFG Office Japan

Tokyo, September 30, 2009 (all universities + many research institutes)

International Strategy of DFG

Supporting

» international cooperation and activities of single researchers or whole groups of
researchers

by
» opening all DFG programmes for international cooperation

» programmes with an international focus (International Research Training
Groups, etc.)

» agreements with partner organisations, specific thematic calls (to meet demand
of scientific community)

Dr. Iris WIECZOREK, Director DFG Office Japan
Tokyo, September 30, 2009
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The International DFG: Offices Abroad

] W |
Sino-German Centre US Liaison Offices Russian Indian
for Science Promotion ~ Washington DC, 2002 Liaison Office Liaison Office
Beijing, 2000 New York, 2007 Moskow, 2003 New Delhi, 2006

Japan
Liaison Office,
Tokyo, April 2009

Dr. Iris WIECZOREK, Director DFG Office Japan
Tokyo, September 30, 2009

What we do in Japan

. promoting scientific collaboration; initiation of collaborative projects

. building an extensive network of personal and professional links

. contact for scientists, scientific organizations and funding bodies in Japan
. development of a “win-win cooperation philosophy”

. organizing and conducting bilateral symposia

. visibility & information
(analysis of developments of the Japanese and German Innovation
System; serve as information centres)

Dr. Iris WIECZOREK, Director DFG Office Japan
Tokyo, September 30, 2009
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DFG”s Japanese Partners

Japan Society for the Promotion of Science (JSPS)

* Memorandum of Understanding on German-Japanese Graduate Externship —
International Research Training Groups (2005)

* JSPS liasion office in Bonn htip://www.jsps-bonn.de

Programme and Application Requirements
* Preparatory visits
« Joint research projects
» Joint seminars

Japan Science and Technology Agency (JST)

« Joint funding scheme for the research field of *Nanoelectronics,,

 Joint application, to be handed in both to DFG and JST in parallel

* Memorandum of Understanding on Joint Research Program (15th April 2009)

Dr. Iris WIECZOREK, Director DFG Office Japan
Tokyo, September 30, 2009

Funding Chain: Programmes for different career stages

qualifying as a qualifying as a establishing
studies doctorate postdoc research group professor yourself as a
leader professor
Emmy Noether_ Leadel‘, KFO/
programme FOR-professor
young investigator's| Heisenberg- Heisenberg-
group FOR/SFB fellowship professorship
fellowship in research research research
research . . .
. fellowship fellowship fellowship
training group
position in one's own one's own
research position position
training group | (Germany) (Germany)
researcher researcher researcher researcher
summer students . . . .
in DEG-projects employet_:i in employe(_j in employeq in employe(_j in
DFG-project DFG-project DFG-project DFG-project

Dr. Iris WIECZOREK, Director DFG Office Japan
Tokyo, September 30, 2009
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Thank you for your attention

for further information

»DFG: www.dfg.de, DFG Office Japan: www.dfg.de/japan, japan@dfg.de
»funded projects: www.dfg.de/gepris/

»Research institutions: www.dfg.de/research_explorer/

Dr. Iris WIECZOREK, Director DFG Office Japan
Tokyo, September 30, 2009
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a) Database Forensics
b) Pseudonymization of Health Data
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Research on Re-shooting Countermeasures
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Privacy in e-Health
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Participatory Science & Collaboration in the 3D Internet — Live!
by Helmut Prendinger

% vi
|

INTERNET

Let’s collaborate

3D Internet servers

Live
. & technologies
Collaboration =
My psicere
Environmental Study 2 Molecular Science
with emotion!

Platform for Participatory Science: not only experts, but
also general public can easily contribute to scientific
discovery and innovation (=democratization of e-Science)

R——

The 3D Internet (“Second Life”, OpenSim) is a shared 3D
online space, where users — as graphical “avatars” — can
meet, communicate, experiment, and collaborate naturally.

/’?%

. Bridges the gap between large-scale data and users.

. 3D Internet become “Thrust Area” at SC'09 (Portland, OR, USA) |

data sharing
>>

experience sharing
| B pee—— Astrophysics
S

Hello professor!
| am a student from
Bangladesh and want
to study with you!

I think it was a 4-
body interaction

= Globular star cluster

Or, two single stars
meeting a double-star
simultaneously

Agriculture

live image

Okay , | will decrease |

Looking at temperature
and humidity records, |
think you over-water the
plants

the water supply
NII Open House 2009
Interactive labeling of in Second Life
star by color 2 - X
- E 24/7 live experience of
research and discussion

humidity
e H

: wisdom sharing across ‘borders’ : -
(age, skill level, country) i T e E—
INTERNET } INTERNET
| S——— NIl website
« Poster, abstract

collaborative exploration,
discovery, and understanding ¥

e = ——
{!’ - Video NAREGI i NII Cray XTS ==
A : Temp Middleware Chiba
« Humidity
.co2 )
L tar cluster evoluti " i, Galaxy formation
Web data

Field server . 9 s
Sensor / video data 5 Simulation data
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www.securityresearch.at

www.securityresearch.at

[SECURE]

Business Austria

Sulence for hetter Security

Database Forensics

Edgar Weippl
eweippl@securityresearch.at

Presented by Johannes Heurix
jheurix@securityresearch.at

Secure Business Austria
ISS12009, NI

© 2004-2009 Secure Business Austria

Introduction [SECURE]

Business Austria

Gelpnze for hattar Grzurity

» Importance of database forensics

—Critical/sensitive information stored in databases, e.g. bank account data,
health data

—Loss caused by security incidents, corporate governance

« Aims of database forensics
—To find out what happened when
—To revert any unauthorized data manipulation operations

» Things to consider
—How to gain access to the system
—Live vs. dead system
—Integrity
—-Images
—Data encryption
-Goal

[2] © 2004-2009 Secure Business Austria
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Information Sources [SECURE]

Business Austria

Sclerce tor better Jezuriny.

e Files

—MAC - (last) Modified time, Access time, Change/Create time (file
attributes)

—Timeline analysis
* Internal structures

—SQL Server artifacts: data cache, plan cache, VLF, error logs, ....

—Forensic tools (e.g. Windows Forensic Toolchest), automated scripts

www.securityresearch.at

—=Volatility, file locks

 Logical structures (index)
—B-trees

—Different trees for different node entry sequences

[3] © 2004-2009 Secure Business Austria

System breach suspected. [S!ECU REJ
What now? Business Austria

Sclerce tor beteer Jezurity.

» Find out if system was actually breached

—Error logs — failed logins

www.securityresearch.at

—Plan cache — UNION, single quotes (*), double dashes (--)

» Find out which data records were retrieved
—Data cache — recently accessed data pages
—Plan cache — cached database statements
—Server state — most recently executed statement by session

Source: Kevvie Fowler — SQL Server Forensic Analysis, Addison-Wesley

[4] © 2004-2009 Secure Business Austria
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www.securityresearch.at

Ongoing Research

[SECURE]

Business Austria

Gclence tor better Jezurity.

(5] © 2004.2008 Secure Business Ausira
ISECURE]
Business Austria
Sulemce for better Sssurity,
Pseudonymization of
Health Data

Thomas Neubauer
tneubauer@securityresearch.at

Johannes Heurix
jheurix@securityresearch.at

Secure Business Austria
ISS12009, NIl

© 2004-2009 Secure Business Austria
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Motivation ISECURE]

Business Austria

Sclerce tor beteer Jezurity.

Privacy is one of the fundamental issues in health care today,
especially when digitizing medical data

—Electronic health records (EHR) improve communication between health
care providers

With interconnected systems comes highly sensitive and
personal information whose disclosure may cause serious
problems for the individual

www.securityresearch.at

—Insurance companies denying health coverage

—Employers denying employment

Laws for the protection of privacy
—Health Insurance Portability and Accountability Act (HIPAA)
—European Directive 95/46/EC

Secondary use of medical data in clinical studies

[7] © 2004-2009 Secure Business Austria
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PIPE - Pseudonymization of [SECU REI

Information for Privacy in e-Health Business Austria

Sclence tor betrer Jezuriny.

Identification Data

== e e,
.. | [ N
i& g.;;v ) i~ s = F— )
Patient = _ = = =
R — e = =2
= — — = Ad
S Pseudonyms ""%N/‘ F _
3 e B ?
[@ ke L N : Attacker
&= &V ¢ &
T‘::dH Ith \l/ Y X] XJ
rusted Heal . T T
Care Provider :5’:“_ - — -
Pscudomyms e e el N, P
_ I = = M € )
B - = —_— - m— f— - ! \
B - - - - E >

w -
A ‘/‘ ' Secondary User
e - (Research Institution)
Trusted Health T, — = =

Care Provider

Health Data

[9] © 2004-2009 Secure Business Austria

PIPE Benefits and Ongoing [SECURE]

Research Business Austria

» Hull-based security architecture
—Combination of symmetric and asymmetric cryptography

—Multiple roles supported

» Patient as data owner

—Grants data access authorizations to trusted relatives and health care
providers

» Secondary use supported

—Secondary users gain access to health data without the ability to
reconnect the pseudonymized data to the corresponding patients

» Ongoing research

—Extension with advanced privacy-preserving query and retrieval
techniques

—Development of configurable pseudonymization workflows for different
domains

—Service-based centralized design

[10] © 2004-2009 Secure Business Austria
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I National Institute of Informatics

Privacy in e-Health

Observing Disclosure of X-Ray Images to Third Parties by Using Digital
Watermarking

ISSI 2009
September 30", 2009

Dr. Sven Wohlgemuth
Prof. Dr. Noboru Sonehara
Prof. Dr. Isao Echizen
National Institute of Informatics, Japan

Prof. Dr. Gunter Miller
University of Freiburg, Germany

Scenario: Telemedicine

e National Institute of Informatics [ |

Privacy promise:

All personal data will be handled according to legislation and agreed privacy policy
between users and services.

>

=

R R

Dr. Sven Wohlgemuth Privacy in e-Health — Observing Disclosure of X-Ray Images to Third Parties by Using Digital Watermarking

International Workshop on Information Systems 1
for Social Innovation 2009

15



Privacy and Business Processes

I National Institute of Informatics [ |
Privacy legislation:

~Privacy is the claim of individuals, groups and institutions to determine for themselves, when,
how and to what extent information about them is communicated to others."
(Westin 1967, EU/Germany, Japan, HIPAA)

Patient Services

DP = Data provider

DC = Data consumer
Disclosure of personal data d,d’ = Personal data

Pretschner, A., Hilty, M., and Basin, D. 2006.

Problem: No control for disclosure of personal data

Dr. Sven Wohlgemuth Privacy in e-Health — Observing Disclosure of X-Ray Images to Third Parties by Using Digital Watermarking 3

Privacy-Enhancing Technologies: State of the Art

D N ational Institute of Informatics [ |

Patient Services

Collection Disclosure to 3 Parties

e Anonymity (Anonymizer, Mix network) » Policy languages for obligations

(IBM EPAL, NAPS)

* Identity Management
(Liberty Alliance, Shibboleth, iManager, | ¢ Sticky policies

IBM idemix) (HP Adaptive Privacy Management
System)
» Policy language for provisions . .
(P3P guag P * Delegation of rights (DREISAM)
+ Audit trail by digital watermarking
« Digital Rights Management (DETECTIVE)

(Digital Privacy Management)

Wohlgemuth, S., 2008

Dr. Sven Wohlgemuth Privacy in e-Health — Observing Disclosure of X-Ray Images to Third Parties by Using Digital Watermarking 4
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DETECTIVE: Disclosure with Control
I National Institute of Informatics |
Controllable Disclosure: Authorization + enforcement by the user
(a) Authorization: Non-linkable delegation of rights (DREISAM)
(b) Enforcement: Audit trail by digital watermarking (DETECTIVE)

Patient Services

Wohlgemuth, S., Sonehara, N., Echizen, I. and Mdller, G., 2009

Dr. Sven Wohlgemuth Privacy in e-Health — Observing Disclosure of X-Ray Images to Third Parties by Using Digital Watermarking 5

DETECTIVE: Proof-of-Concept Implementation

A N ational Institute of Informatics |

[ 1Basicmodules [ ] Useofexistingmodules [ ] Realizing DETECTIVE protocols

Dr. Sven Wohlgemuth Privacy in e-Health — Observing Disclosure of X-Ray Images to Third Parties by Using Digital Watermarking 6
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Dr. Sven Wohlgemuth

2009

2008

2000

2006/08
2006-08

2001-06

2003

Il National Institute of Informatics

Postdoc scholar at NIl funded by DAAD (German Academic Exchange Service)
Project: Enforcement of Privacy-Compliant Disclosure of Personal Data
Member of ISSI 2009 organizing committee

Doctoral graduation at University of Freiburg, Germany (Prof. Dr. Gunter Muller)
Thesis: Privacy with Delegation of Rights

Diploma graduation at University of Saarbriicken, Germany (Prof. Dr. Birgit Pfitzmann, Tom Beiler)
Thesis: Key Management — Object-Oriented Design and Implementation

Member of SICHERHEIT 2008 and ETRICS 2006 conferences’ organizing committee

Founding Coordinator of working group “Privacy in Business Processes” of European
Network of Excellence “Future of Identity in the Information Society (FIDIS)”

Coordinator of German research priority programme “Security in Information and
Communication Technology (SPP 1079)” funded by the German Research Foundation (DFG)

dolT Software-Award 2003 by German Federal State “Baden-Wirttemberg” for “Usability and
Security by Identity Management”

National Institute of Informatics +81 3 4212 2594
2-1-2 Hitotsubashi, Chiyoda-ku : +81 3 3556 1916

Tokyo 101-8430 wohlgemuth@nii.ac.jp
Japan © www.nii.ac.jp

Dr. Sven Wohlgemuth Privacy in e-Health — Observing Disclosure of X-Ray Images to Third Parties by Using Digital Watermarking
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*Harmonizing Technology with

Society”
From Real to Cyber World:
A Law and Economics Analysis

September 30, 2009
Presented to ISSI
Koichiro Hayashi, Ph.D., LL.D.

Institute of Information Security

Established 2004

First and only Graduate School
specializing in InfoSec.

Both Academic and Practical
Comprehensive Study of InfoSec.
80%+ Students from Business
WWW: http://www.iisec.ac.|p
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Personal Career

/[Business (33yrs.)] aty [Researcher (12yrs.)]\

[Non—TechnicaI

]Eﬂ:[Technical 9yrs.] [Economics 5yrs.]'5|]={ Law 7yrs. ]

17yrs.
':ll]:'[Management 7yrs.] Currently
Corporate Advisor 2 org.
Auditor 1
[ﬂ:)omestic 27yrs.]'=|'HOverseas 6yrs.]] NPO Director 3

(NASDAQ:NXTL) ]

[Nextel Communications 1yr}[ (Now Sprint-Nextel)

- /

3

Law In the Real World

e Tangible Goods: Excludable, Rivalry, Recoverable
« Alienable v. Inalienable

* Property, Contact and Liability Rules for Alienable
Goods

* Freedom of Speech, Self-Decision and Privacy for
Inalienable Objects

« Remedy and Sanction by Litigation, Injunction and
Prosecution effective

e One Right for One Thing

International Workshop on Information Systems
20
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Fluctuating Law in Cyberworld

Irreversible

Intangible Goods: Non-excludable, Non-rivalry,

Only two types of Information protected: Secret

Information (Sl1) and Intellectual Property (IP)

well-balanced

by Digital Technology

S| Protection neither comprehensive nor

IP Protection (especially Copyright) challenged

Personal Data as the third type?
Multiple Rights for One Object
CODE is Law? (Lessig [1999])

One Thing

Real v. Cyber
Real Cyber
Subject Natural Person, |+ Computer
(Actor) Legal Person
Object Tangible Goods |+ Intangibles
Action Own, Exploit + Attribute, Hold
and Transfer and License
Enforcement | Damages, + Injunction or
Prosecution etc. |Recovering Tech?
Alienability | One Right for Multiple Rights for

One Object

International Workshop on Information Systems
for Social Innovation 2009
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Questions

e Question-1:

What do you think is the most important factor, if you are

asked to develop or deploy a new information system for
social innovation?

- Legal System?
- Management?
- Moral?

- Technology?
- L7

 Question-2:

What kind of role do you expect on social scientist, when
you do above?

124 International Workshop on Information Systems
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Example: Data Protection Regulations in the World

http://www.privacyinternational.org

Social Innovation by cross-state Composition of
Services

Composition of Services (e.g. Web 2.0)

Challenge: Application of different regulations

International Workshop on Information Systems 125
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Dr. Peter Mertens

General Manager

Technology Department

Siemens K.K.

Japan

Education:
July 2, 1986

July 1, 1991

Diplom-Physiker (Master of Physics),
Friedrichs-Wilhelms Universitaet Bonn

Dr. rer. nat. (PhD) in Theoretical Physics,
Phillipps-Universitaet Marburg

Professional Experience:

1991 - 1993

1993 - 1995

1995 - 1999

2000 - 2001

2001 - 2005

Since 10/2005

03/2008 —
02/2009

Siemens ZFE (Corporate Research and Development), Engineering
and SW development methods

SW architecture concepts for automation system

Siemens KWU (Power Generation), Erlangen, Germany
Project Manager for “CAPTURE” (automatic requirements capture and
engineering support database SW for combined cycle power plants.)

Siemens TS (Transportation Systems, Railway), Erlangen, Germany

- Railway Engineering: Project Manager responsible for engineering
processes and engineering quality management, engineering, SW
and R&D planning methods in railway rolling stock engineering

- SW development: Project manager of SW Initiative of TS
(professional SW development program)

- Manufacturing: Project and Program Manager for productivity
optimization in all seven TS manufacturing plants (Benchmarking,
Toyota Production System, material supply organization,
improvement program, etc.)

STS (Siemens Transportation Systems), Sacramento, California (USA)

Project and Product Manager responsible for developing a new
generation light rail train for the American market (product
management, platform development, requirements, basic design, cost
reduction, supply chain, etc.)

Siemens CT (Corporate Technology), Muenchen, Germany
Strategic Planning, Senior Principal Consultant, responsible for
innovation capability analysis, internal planning methods, etc.

- Innovation Strategy
- Innovation Benchmarking
- Strategy for Internationalization of R&D

Siemens K. K., Tokyo, Japan:
General Manager, Head of Corporate Technology Department

Tokunin (specially assigned) Professor, SIMOT program, Tokyo
Institute of Technology
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Data security

- Internal Activities in Siemens
- Siemens Contribution
to an EU Project

Dr. Peter Mertens
Head of Corporate Technology
Siemens KK, Tokyo

Peter.mertens@siemens.com
Copyright © Siemens AG 2008. All rights reserved

Introduction of the Author

Copyright © Siemens AG 2007. All rights reserved.
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Siemens Sectors and Divisions

Industry Energy
Divisions Divisions
= Drive Technologies = Fossil Power Generation
= |ndustry Automation = Renewable Energy
» Building Technologies » Oil & Gas
= Mobility = Energy Service

Power Transmission
Power Distribution

Lighting (OSRAM)
Industry Solutions

Page 3 September 2009

Siemens Business Numbers:

Committed to profit and growth

Active in three Sectors
Cross-Sector

Healthcare - Asia, Australia
. Businesses . ’

€11.2 billion 1439, €6 billion Middle East

LV Industry
€38 billion
Energy Americas
€226 bllllon Location of customer
Revenue and employees Key figures

26%

Healthcare
Divisions
= Imaging & IT
= Workflow & Solutions
= Diagnostics

]
I

;\c~\,’,

Corporate Communications

Revenue by region

Germany

Europe, CIS,
Africa (excl.
Germany)

100,000 [Employees in thousands 500 Continuing operations
(in millions of euros) FY2008 FY2007
80,000 400
Revenue 77,327 72,448
60,000 300
New orders 93,495 83,916
40,000 200
Income 1,859 3,909
20,000 . s 100
Revenue in millions of euros Free cash flow 5,739 6,755
FY 1985 1990 1995 2000 2008 Employees 427,000 398,000
As of September 30, 2008
Page 4 September 2009 Corporate Communications
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Siemens' data security policies and measures

(examples)

= European law makes it mandatory to
implement data protection and
security in a company, for example in
order to protect personal data of the
employees.

= Additionally, especially innovation
driven companies handle large
amounts of confidential data that may
be targets for attacks by hackers with
all kinds of motives.

= Siemens has implemented a thorough
management and technical solution to
make data secure. This includes data
protection officers, firewalls and other
technical means, and also a
department that continually tests data
security, for example by staging
simulated attacks.

Page 5 September 2009

/ "M%
lication
urity
Data Center

Security
rnance b
ion, Policies,

Standards,
Controlling, Reporting

g
]
g

Portal & Intranet System &
Security Security

m'
Publ e S e

Corporate Communications

The necessity of data security in order to share

important health research data

= Sharing medical, especially clinical, data between institutions is sensitive because of the

personal data security issues.

So it is often difficult to share digital medical data between the general practitioner, the

insurance, specialists, and hospitals.

The introduction of a patient chip card for insurance reimbursement purposes in Germany
has improved the situation somewhat, but the exchange is still limited.

= So how to exchange clinical research data not only between different institutions,
but even between institutions in different countries in Europe and the US with very
different data protection and security laws and cultures ?

= |n the EU project "health-e-child", a
thorough data security and protection
policy and preparation have made it
possible to internationally cooperate on
a clinical database of serious but rare
pediatric cases.

Siemens is a major participant in this
project and has contributed
substantially to the data protection and
security issue.

Page 6 September 2009

Corporate Communications
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Research on Re-shooting Countermeasures

1 -2 Nurul Huda (B:zE8smEm SRmEs)
Extending Usability of Personal Health Records

BA K EmazER)
Medical data analysis infrastructure
- Attempt at the Kochi Medical School -

1-4 Sven Wohlgemuth (Eit#zmzm Mrs) :
Privacy in e-Health

1-5 Johannes Heurix (=X hU7 - t¥ 21 PEV 22 £> 4 —FRE) :
Pseudonymization of Health Data
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Statistical analysis in risk assessment of chemicals

Takayuki Fujii(*1), Masayuki Kageyama(*1), Masashi Gamou(*2), Koji Kanefuji(*1), and Hiroe Tsubaki(*1)

*1:The institute of statistical mathematics ~ *2:National Institute of Advanced Industrial Science and Technology

OUTLINE

Our aim is to construct a statistical model and the inference algorithm that provide a
theoretical proof for the risk assessment of chemicals. In this talk, we introduce a
graphical modeling that is suitable for the representation of the causal relations with
uncertainty. It becomes better combining existing statistical tools such as EM-
algorism, latent variables and so on. Our approach is challenging, but substantial

\ progress can be made. )
Risk Trade-off of Chemicals

The followings are some analytical Results for the chemical
toxicity effect of liver and Kidney by rat’s oral ingestion.

1.Scatter Plot

Once we find toxicity of the substance A, ....

Substance A Substance B

Cost -Benefit Alternate [ Cost -Benefit ~ Low

High

High Toxicity Low

Toxicity

Risk High Risk Low

Another risk may offset the reduction in the target risk

Risk Trade-Off

In order to promote appropriate assessment and management 2.Latent Model (AIC=58.453

of chemical risks, it is necessary to construct the evaluation Pass-Coofficient
system which makes it possible to quantify and compare the
risk of the substance and its alternative.

Statistical Tools

We use a graphical model to describe the relativity
among the markers.

Extensions

The error variance of the liver biochemistry is not significant.

EM algorithm is a technique for analysing the data
9 4 ysing Hence we propose the following model revision.

with missing value.

3.Revision of Model (AIC=56.523)

. Pass Coefficiont
EM Algorithm DT
- e e
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e
o
A wn o A u w0
07
A P A ® oo 0 .
A s A u won 1
A w B N oon 1
o)
A u <o [ A u soo00m T
e
. A oo TS . M oo 1 o
10
s
2 u oom 1 2 # wown 1 n
e

Parameter Estimation
MODEL ' Data Update Acknowledgment
(Association)

This work was supported by NEDO(The New Energy and

Industrial Technology Development Organization) of Japan.
» The optimal model is set for the incomplete problem.
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