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(1izL®ic

ARF 22 ME, BHIRMEED OpenLDAP 2.5 Ry 7 — V2B AT 30 DOFIEETT,

OpenLDAP2.5 %y =3 DA Y A =L DEIT, BFARNF 2 XY PONEZTRL T, EEZEML
TLEZN,

AERF Xy MCHETIRBAFTICONT, BEREND 225G, B R — P BN S TBMuEHbESL
72EW,

1.1 ST LEWH

111 Y7 bz 7EH

FowsFhnro 0S BENBETT,

* Red Hat Enterprise Linux 8 (x86-64)
— AlmaLinux 8 (x86-64)
— Rocky Linux 8 (x86-64)
— Oracle Linux 8 (x86-64)

* Red Hat Enterprise Linux 9 (x86-64)
— AlmaLinux 9 (x86-64)
— Rocky Linux 9 (x86-64)
— Oracle Linux 9 (x86-64)

¢ Amazon Linux 2023 (x86-64)

1.1.2 \—FOx7EH

Y7 bY = 7 EICEED OS BEET 2 U DO N— PV = 7ERENBET T,

CPU Intel % 721& AMD @ x86-64 H {2 CPU

XEY 4GB LU E (LDAP =¥ + U — B ITHRTF)

7 4 A% [opt/osstech 2GB B |
/var/opt/osstech 10GB Lk (#E%%)

1.2 Ny =R

WS % Linux FRY 7 b = 7R DS F =D K DR E R TVWE T,
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* OSSTech ¥ 7 b v = 7RI EA Ny Fr—2
— osstech-base
— osstech-support

* OSSTech OpenLDAP ¥y 7r—

— osstech-openldap

osstech-openldap-clients

osstech-openldap-servers

osstech-openldap2.5-libs

osstech-openldap-utils
e A ST aF Ny r—Y BEETIEA YA =L IHEEA)

osstech-openldap-tests

osstech-openldap-debuginfo

osstech-openldap-debugsource

osstech-openldap-servers-sql

osstech-openldap-servers-perl
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(2 OpenLDAP /3y =S D1 > Z b=l

RO —=I DA VAP =T7 v 77— M root DAIIZHAIZINTVWETDT, AXETHERRTZa~vY R
lZroot TEITTAZ L ZRHRE LE T,

F7-. B SR XI NIy & — P —FUX /srv/osstech/software/RPMS 2R L7-Z & ZHiHE L LT L
i j—o

2.1 BNy —S

OSSTech OpenL.DAP 13 RF2® OS By 7 — P2 fEH L £ 35

e libevent
e libtool-1tdl

WETZ Ry =Dl &2 OBRBICHKIE T 2720, ZOLAND Ay r =D BB T 2556 DD ET, [
AR = (BEZVET Y TITVL—=RIZO YT L—=FR)FTE3R0 5 —=IPRBEL T80 5 —=Jik, ZNo6DE
BRFEL TV Ry =Y TRL, A YA P =NEADy r—=IMl. SRy r =V RI PUN
DRy F—=IHER. ENO R T =TI D=V a v OFELZTET, FENCKET 2 v 75—, 774
NWRRMRIET 2% =D, N r =V T 28568 (- A%, APL#, API N— 3 U ¥) Ik
T2 r—IbHFEL. ZOHEDRITET,

22 12X +—=ILFIE

MEHARHE D OpenLDAP 8w 7 —2ld,  /opt/osstech 74 L2 b VIZHHHA Y A b =L XN E T,

/srv/osstech/software/RPMS/ IZ¥AHERED Ry =P —APNa b —XNTWB Z e 2R L T,

# cd /srv/osstech/software/RPMS

# tar xfz osstech-openldap-2.5.x-y.el9.tar.gz
# cd osstech-openldap-2.5.x-y.el9

# 1s

install.sh x86_64

install.sh A7 V) 7 MZT, MU0 F—I ZOMESRY T —IDBA4 YA M —LENFET KFESY 7 —
W@ Yum VAR P LSEELED),

R, 7y T F— PRROYF—N— yum 2 Y R TRy & — RN T ELRWEREDOLE. AN 0S X
T4 THETHKERRy T =B AF L, A VA P=LLTEBOTL I,
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[# ./install.sh

install.sh 3= > RZ2ZETT 2L, 4 YA P —NVUHEBRETE N, KEFERy 7 —, B X OpenLDAP < v
F—=IYDA4 YA =ADPTOINE T,

URoHABELRIUE, Sy T —Y DAL VA —NVIFETTT,

SSYLELKE! (BLLIE Complete!)

DL LT, OpenLDAP2.5 8y &7 —Y DA YA b —IUIFETTT,
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(3 OpenLDAP /Sy r =S 7 v 77—+

7 v 75— hFJEIZ OpenLDAP DH — N—HERMB S ¥ Z N AR =PIV F T AR = & D FIENERZD
E3OT, HlZE MR 2w,

Y AF TR XK OB A, OpenlDAP O A ¥ 2 F— AL EHH—~—iZ2EAHD. ZhZh, Idapl .
ldap2 ¥ L3,

31 SYUNIEEET v 77— MFIE

3.1.1 H—EXDEL

UTFDa<wy FTH—EREEIELET,

# systemctl stop osstech-slapd

312 N\ywo7v7

UTFDa<wy RTHREI 7 ANVEARAF— T 74V EBa—L T Ay I 7y T LET,

[# cp -r /opt/osstech/etc/openldap /srv/openldap-conf ]

F—XZLDIF2 LTAY 27y FLET,

[# /opt/osstech/sbin/slapcat -1 /srv/ldap-backup.ldif ]

313 Py 77— FFIE

RO —IDA VA= BITBBLIEEIN, A VA= 7y FF—bDavxy FIZRE—T,

32 RIWFRRA—T v 77— hrFIE

3.2.1 Idap1 H—E ZXDfELE

UFRDa~<y RT ldapl O —bR&2EELE T,

[1dap1]# systemctl stop osstech-slapd
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322 Nyo7vr

HIfiD Ny 77 v 7 BERLTL W,

323 7y7TF—F

BIfiD 7 v 77— b BEML TL XV,

3.2.4 LDAP 7— % [EJHARESR

Al (dapl) @7 v 75— b DSET ., Wi /5 DY — "—T contextCSN 23[F UEICR > TV B HEHERL £ 3,

\

y

[1dap1]# /opt/osstech/bin/ldapsearch -x -D <EIEZ& DN> -W \
-b <JL— kYT 4w RX> -s base contextCSN
contextCSN: 20210925023414.1294327#000000#001#000000

[1dap2]# /opt/osstech/bin/ldapsearch -x -D <EIEZ& DN> -W \
-b <JL— kYT 1w X> -s base contextCSN
contextCSN: 20210925023414.1294327#000000#001#000000

contextCSN 23— L TOWAUIFEIADZE T L TVWEIT DT, ROFIEIEAE T,

3.2.5 Idap2 O —E XDfFLE

MToa<y FT ldap2 DY —E R 2ELELET,

[1dap2]# systemctl stop osstech-slapd

3.26 7y7TF—F

BIfiD 7w 77— b BEML TL XV,
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(4 OpenLDAP /Sy r —SO&BIATY K

* LDAP #——
— /opt/osstech/sbin/slapd
*LDAP 7547 ba—74 VU7 4
— /opt/osstech/bin/ldapadd
— /opt/osstech/bin/ldapcompare
— /opt/osstech/bin/ldapdelete
— /opt/osstech/bin/ldapexop
— /opt/osstech/bin/ldapmodify
— /opt/osstech/bin/ldapmodrdn
— /opt/osstech/bin/ldappasswd
— /opt/osstech/bin/ldapsearch
— /opt/osstech/bin/ldapurl
— /opt/osstech/bin/ldapwhoami
— /opt/osstech/bin/ldapvi
o BEFHMHLDAP 2—7 4 U7 4
— /opt/osstech/sbin/slapacl
— /opt/osstech/sbin/slapadd
— /opt/osstech/sbin/slapauth
— /opt/osstech/sbin/slapcat
— /opt/osstech/sbin/slapdn
— /opt/osstech/sbin/slapindex
— /opt/osstech/sbin/slapmodify
— /opt/osstech/sbin/slappasswd
— /opt/osstech/sbin/slapschema
— /opt/osstech/sbin/slaptest
* OpenLDAP &X&E 7 7 A )L
— /opt/osstech/etc/openldap/slapd.conf
— /opt/osstech/etc/openldap/ldap.conf
— /opt/osstech/etc/openldap/slapdbbackup.conf
c AF—<T7 74
— /opt/osstech/etc/openldap/schema/*.schema
* LDAP 7 —X#&fH7 4 L2 bV
— /opt/osstech/var/lib/Idap
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(5 LDAP # — N— RO S5l

5.1 LDAP H—/\—i&p%

OpenLDAP Z A L 7z LDAP %L F < A X — B 281 L X 3O T, EMICE L BB ZERLTLE
ISR

AL —E 2 LTOMMDGE, TIREEZZEREL T, 2680V F v RAX—BREH#EL 7,

5.1.1 X2 K70V

OpenLDAP 75 | B2 OEAMK TS, 1 A TTF—ROEH - BREETRIFL LT, IIEELDHD XA
DT, BERRPI AT LDT v 75— FEREIZ LDAP — b X2 E LT 3RNHPE T F5,

OpenLDAP

Y AY—
H—/\—

B SR

K1 LDAP#—n~— XX 2 F7o Ui

5.1.2 QILFIRX2—18RK

LDAP # —N— DO TEWZ[[ F X8 270, #3kD LDAP #— N—% H& LT, LDAP ¥ — & % W5 A2
B(LFYr—>ay) T2ERTT, 2 B0 OpenlLDAP #— N—2Zh2h~ AKX —H—~— & L CHHE
£,

HEEROERETEOHI DD, O— FAF Y e HAEDETHBE T A TEWIEE 2B T
£,

EE: LDAP I3 2 EHHIZ. YBE0h—FHDTRA X —HF—N—ZW L TOATIRRE T2 2 & 2l
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LEd, A—ZY VI LU THRFCERBED Y —N—ICEHBTHONE ., WINLrOEFNENRET S
AREMEDI D D £5,

OpenLDAP OpenLDAP
T AY— YRy —
H—/\— H—/\—

2 LDAP ¥ —1— <)L F < 2 X —HER

51.3 YX%— « AL—T &R

— ZDEH - BIRHAIREL LDAP v X X —H —nN— . SBHRDADAJREL LDAP X L — 7 — N — % A

OB TR L ET, LDAP AL — 7H —N—3BMICEDLETEREZHLT Z 2 T, X7 22RO Rk
REDA FIZB2 D £5,

5

AN

=
e LDAP v 2 & —#—nN—Z, LDAP 0 nNf X —H—N—LMIN2ZZddHH £7T,
e LDAP AL — 7 —nN—lF, LDAP 2V a——H—N—YIHINBZZdDH D E7,

LDAP Y AR —H—N—% T FTAX—THER L. BDEIZJSELCTLDAP AL —7H —N—%BEMT2 ¥
T, BHRONENYE, SHEBRADZA 7 —1L 77 MIWHELE T,
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OpenLDAP OpenLDAP OpenLDAP
YA — T AY— AL—7
H—/\— H—/\— H—/\—

3 LDAP #—n— w2 X — + AL —THEK

5.2 MRIRK

ARF X2 FOMET S LDAP H— N — DOHEEBREIIRD@ED TT,

V7 bvxT
— OSSTech /it OpenLDAP 2.5

« KA M
— LDAP 1 5#%: Idapl.example.com
— LDAP 2 5##: 1dap2.example.com

28D LDAP #—N—Z X3V F v RAX—TERTHEL £7,

5.3 BEAXHKENFAX—4—

MR ZIT RN, UTDANTI X=X —2REL FT,

10
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5.3.1 LDAPDITH#271rv¥Y X

LDAPDIT D% 7 4 v 7 A (R—ADN) ZIREL FT, ZHNIEHREMERECHKETE TN, —INIEH
BDODNS FXA v&EDRL, Tde=) EH v~ I,) TRYI-=ARIEHEHLET,

fde) ¥ 1%, Domain Component] ZEKLTWVWET,
o i

— ##% > DNS F X 4 >4 example.com
— LDAPDIT %7 1 v 27 X: dc=example,dc=com

5.3.2 LDAP EEE/ERNIERANZT—F

OpenLDAP 4 —N— D& Z FEITT 5720D LDAP =Y b 2 ZD AV — RERELE T, KF¥a
AV FTE LUROART X =2 =% THEL T,

NI A=K — FE

LDAPDIT %7 4 v 2 A® DN dc=example,dc=com

LDAP EHEF > b1 D DN cn=admin,dc=example,dc=com
LDAP EHE LY MY DRRAY— R admin-pass * 1

LDAP HE AT + Y ® DN cn=replica,dc=example,dc=com

LDAP HHRHA LY YV D/SA7— K replica-pass ¥ 1

X 1EMS AT AT, TREERART - FEFRLTLIZS W

11
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(6 LDAP 4 — \—BHEDIBE

ARF2XY FTIE ROEMD LDAP H—N—Z R L £ 7,

e LDAP(389/TCP). 3 X TF LDAPS(636/TCP) iZ & 54—t Rt
e syncrepl 7UZ & % LDAP 7 — & OEH#

6.1 OS RIRDHE

% LDAP #—N—"—T, 50 OS BMEDHREZITHRVET,

6.1.1 BZIRHDERE

OpenLDAP O x> + U OBEIIIRLIZFIFI L E 3, LDAP #— N —DIZNCOWTIE NTP 12 & 3 Rl &bt
EEML TN,

Red Hat Enterprise Linux (3 & " H {2 OS) Tl&. chrony 3 L < &, ntpd 12 & 2 RZIFEEADRE L TL 2 X0,

6.1.2 77177+ —ILDKRE

AERD 5 LDAP r— N—ADWEZR AT 272D, LDAP HOR— FRERITRWVWET, Fatld. 4555
LDAP(389/TCP). 3 XX, LDAPS(636/TCP) N\D@(E % ZF A F 5 7= OIEUEM IR ET T,

# firewall-cmd --permanent --add-service=ldap
# firewall-cmd --permanent --add-service=ldaps
# firewall-cmd --reload

6.2 LDAP t—N\—z&%E

#FE X Jopt/osstech/etc/openldap/slapd.conf 7 7 £ MZITHWVE T
slapd.conf 7 7 £ /L& OpenLDAP @ LDAP ¥ — ¥ 2 242t 3 3 slapd 7 —E > DFHKET 7 A LT,

OpenLDAP D=L F < 2 X — R D 721T, BEVBEIZFEARNL T X — 2 —FZRDED T,

¢ database
* suffix

¢ rootdn

* access

* overlay syncprov, syncprov-checkpoint

12
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e serverld
* syncrepl

* multiprovider

OSSTech it OpenLDAP Tid., 7 ¥ 7L — b &7 %% ENEA % /opt/osstech/etc/openldap/slapd.conf 7 7 A /LT
BEFALIZOTVETDT, ERXTRX—X—2HRIIEDLETERELTIHMAHLIZZ W,

6.2.1 database /\5 X—4&—

slapd.conf 7 7 £ /L1, database /ST X —X Z 2121 DD LDAP VU — 2N T 272D DFREZITRVET,
HHIE, 18D LDAP % —N—12 1 DD LDAP v U — 28I L £ 3703, RO database i L THEED LDAP
P4 ]) “%%W‘]T“g ij_o

database /8T X — R =21k, T—ZXRN—ADEEHERIRD I RMEERIEETEET, (K<FHEINZ DD
PHRARELETD)

* mdb
- AR LDAP =¥ PV 2T 2 XEY vy 7HAD mdb Ny 7TV FZEKRLE T,
e wt
- FLH#Z LDAP = > b U ZH8#13 % 72 D WiredTiger N v 7 T R ZEK L %3, WiredTiger
T = RR=Z2 L MIN 2 BHHERELKIEZH LNy 72 FEFATE XS,
- ERIZBOTUTORIFEL D D 5,
* slapd EEIHIT slapcat 2~ > FTER LDAP 7 — X 2SR TE 2 H A,
# DN 2Z #3523~ > F (MODRDN) iZBWT, RO POV Y —F Ry M UDBE
255, DN Z2ZEETEE A,
* monitor
— LDAP QAR OMEHERZ & 28NS 272Dy 7 2> FORMZEKRL £,
* null

- T RN LR WRA R THH L £ 9,

BAEBI

[database mdb ]

%’)‘\‘771‘:/ FO))??X*—&“—KOL"CH\ ?&:\V;Rbij—o

6.2.2 suffix /NS AX—A—

LDAPY YV —D by 7REETAIZL— 74 v 7 ZAD DN ZIEELEF T,

13
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RAE B

[suffix "dc=example,dc=com"

CDOLDAP H—N—DHFBLY b VIE, TOY T4 v 7 AW NICEREINZ Ik T,

6.2.3 rootdn /XS X—4—

LDAP BEHUHEH Y YD DN 2 E L £, root T —H —»[E1% LDAP OIET 2 Z L BFFA] T 3 7=0,
MDD DN ZELTL XV, PR OBEH D DN 2EHEr LTIEET 358, sufix 89 X —&—I2
FEELEZY FUBELRD DN Z48E T2 0EN™H D £3,

AE B

rootdn "gidNumber=0+uidNumber=0,cn=peercred, cn=external,cn=auth"

rootdn 85 X — X —IZHE L2 —HF —13, LDAP #—N—DETOZY M) Z2EM - BT 3HEZ2HEL,
7R AFIRR T AT v ay VBN T AT r e 9,

6.2.4 rootpw /NTXA—R—
rootdn IZHE O DN Z16FE L 1-35412 LDAP BEHUMHIZ Y P YDA T — FE2IEETEE T,

AE B

rootpw root-pass

rootpw 287 X — X —Zi&, LDAP EHMHEHTY b Y DNRAY = REELART—F, L ENy ¥ afb
HHANAT— R THETEE T,

Lol HET 7 A NMELTEHEDORRY - FEFTEHRT 2 BEZ L WD, I + Y OB
. rootpw DFE AT — FOFREFHIFRT 2 Z e 2R L £ 3,

6.2.5 access /N\TX—HA —
LDAPDIT AD 7 7 & AWM HEL F5,
ARKRF 2 XY MTRERNR T 72 ZAMEOREE LT, UFOBEHEZH-TREELET,

 BHMET ATV ME. £TOLDAP = M) OEHAATRE
s BEUWHM T A v > Md. £TDLDAP = VY OS2 A]HE

14
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o Z—%—7% LDAP DFEZEA AT HE
o FRAEE N TVRNL—H =X LDAP =¥ U OB A ATHE

728, rootdn IZHEESI N2> b VU id “manage” ¥ [FF ORI HEIFN T 53N E T,
AT T 7 7 AMEDRREIZ. LLFONE L LD 5,

BE B

access to *
by dn="cn=admin,dc=example,dc=com” manage
by dn="cn=replica,dc=example,dc=com” read
by * break

access to attrs=userPassword
by anonymous auth
by * none

access to *
by * none

. J

userPassword JETED by anonymous authy DOHERRIZ. FEE (BIND) OB D 7= DI T HE L 72 D £3,

6.2.6 VILFIRE—ERAHRE

INFIARX—IEREHET HFE. 1 BD LDAP ¥ — N—37 — X 2B LEEEIC T -2 2 B-HT 5 <R
R—HP—nN—t LTOMAREL., MOBEIGTH ST —Z2ZTWY BY —N—DF — X 2T LA —TH—
N—t LTOKREZ | GOV — = ETITRVE T,

LDAP v X X —H#—N— (HHTT) & L TOHEBEBEEZ BT 5729012, syncprov HEREZ LT ONETHRIE
L \i\j—o

overlay syncprov
syncprov-checkpoint 128 5

BRI RA—R—IROFEHEREFRED £7,

» syncprov-checkpoint [#2{EER] [BFR (99)]
- XY ETHEEEL TV contextCSN ZEHANC 7 7 A VMICEERTEXA IV 7 REELE T, 18
E LT HRERL oEHTabh s, TR () MWHEBRT 25 =y 7 R4 2 MEIfEL LT,
77 ANNOHEERLIFEAEL £T,
- T74NFTREF =y Z7HRA Y MITRODIEE Ao

LDAP AL — 7% —n— () £ LT, YAX =% — =205 LDAP 7— X Z [T % 72 91T syncrepl %

15
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FTA—R—, BIUOHEARI X R —Z2RELET,

o serverlD T X =& =%, HHTE2Y—N—FTH—N—Z2IC—EOBUELIEEL £7,
* multiprovider X7 X —& —&, YAV F AR —MREZENE T 27DIC Ton) OEEZEEL T,

syncrepl

REIIE, LRDARG X =R —DRENBEL LD $T,

PRI R— R — ROEME

rid 1 B® LDAP #— N—A T, syncrepl 87 X — & —Z ¥ I —HOFIH
provider Bl st LDAP < 2 & —#— 3 — @ URI

type G857 (refreshAndPersist)

retry LDAP ¥ 2 & —H% — N—A\ DI YIM S N 5ED Y b A kR
keepalive LDAP ¥ R & — 3 — =D FHiD keepalive /&

searchbase BENR Y 5% LDAPDIT Y Y —O&K Efiz > + Y

scope searchbase 7> & D AIHIFH (EH 1 sub)

schemachecking HHEOLY MV DAF—~F = v 7 DA GEEIZ off)

binddn BRI DA 77 > + D DN

bindmethod R D HEse IR D FZAE T3 GEH 1 simple)

credentials BRI 7 7 > P DAY — F CEHEEDA)

LDAP 1 SH#DOEBIMEEE DFREFNIRDED TF,

-

.

serverID 1

syncrepl rid=1
provider=1ldap://ldap2.example.com/
type=refreshAndPersist
retry="5 10 30 +"
keepalive=600:5:60
searchbase="dc=example,dc=com”
scope=sub
schemachecking=off
binddn="cn=replica,dc=example,dc=com”
bindmethod=simple
credentials="replica-pass”

multiprovider on

LDAP 2 SH#DOHEBIEEE DFREFNIXRDE D TF,

serverlID 2

syncrepl rid=1

16
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provider=ldap://1ldap1.example.com/
type=refreshAndPersist

retry="5 10 30 +"

keepalive=600:5:60
searchbase="dc=example,dc=com”
scope=sub

schemachecking=off
binddn="cn=replica,dc=example,dc=com"
bindmethod=simple
credentials="replica-pass”

multiprovider on

;

HRERE DA DREICDWTIE, LDAP 1 5 LDAP2 SHETORENFITHEHERIC DO LR D 3,

6.2.7 LDAP XL —J Y% —N—DERFE

VL F AR =P = N=TiI% <, LDAP AL — 7% — =¥ L THKT 3 5E. multiprovider 87 X — X —
DR D IZ updateref X7 X — X —%EFHEL T,

LDAP AL —TH ==X, 774 7Y b OEHFEREZITM-72ME, BV —N—DF =X ZHHHTERW
7=, BEHATHEIR LDAP % — N —DEREIERE 2 94 7> MR L E 3. ZDEHRD Z & % Tupdateref| &
MRV E S,

updateref #2722 54 7> ME., ZOEGELCHDTEHY 7 A+ 2RELEITHERDD T,

Bl 21X LDAP 3 S#% ¥ LT LDAP AL — 7% —N—2&ET 5%A. syncprov BIEDFRIEIIANET, B
EE L TRONED NI XA—R—2RELFT,

-

serverID 3

syncrepl rid=1
provider=1ldap://1ldap1.example.com/
type=refreshAndPersist
retry="5 10 30 +"
keepalive=600:5:60
searchbase="dc=example,dc=com”
scope=sub
schemachecking=off
binddn="cn=replica,dc=example,dc=com"
bindmethod=simple
credentials="replica-pass”

updateref ldap://ldapl.example.com/
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6.2.8 mdb Ny I I FDEHE

mdb Ny 7Y REFHAT 255 0FREFNIROBED TT,
database mdb

directory /opt/osstech/var/lib/ldap

suffix "dc=example, dc=com"

rootdn "gidNumber=0+uidNumber=0, cn=peercred, cn=external,cn=auth”
maxsize 2147483648

checkpoint 512 5

e maxsize [/N-A K]

-mdb Ny 7 LY RTIEILDAP =Y PV ZRIEFT 5T —ZR—RAT 7 A LEAXAEV Iy EY T L,
maxsize \ZIEEXI N7 7 A VP A XETLDAP =2 MY R RIF T2 Z e MlRE 2 b 3,

- maxsize ZHE LRWHET 7 4L MED 10MB ARGES L% 745, LDAP =2 b U 24503 2 7
Br L Tid3hawd, AP MY OEMRENTERLRIZBNDDH 5720, maxsize D
fEE LT 2GB(2147483648) U LDERFHET 2 Z L B L 3,

— maxsize ICHEETE B3 HIF~ S VIR I N TV AP X EY OV 4 XITEFKFEL TEAD, FIH
HOTF—ZR=RA7 7 A NVEYERAEV IRy EY T T 2D T—ER=RT7 7 4 VDY A X750
HEXAERYVERENEL LET,

* checkpoint [F0O/\ ] [43]

- HBELETAXDT =X T—ZR=2ADF ¥ v ¥ 2 ZEZRAEND 0, 15E LR HEE L
7B, Fzv I RA VY MIBIZE S TT—ER=—ADF vy v a7 4 A7 IHEZEI N,
FrzvIRA VIR MUY I aruIimEInE s,

6.2.9 WiredTiger /Xy I > F (wt) DERE

WiredTiger Nv 7 L.V RZ2FAT 255 DFREFIRDED TH,
database wt

suffix "dc=example,dc=com”

rootdn "gidNumber=0+uidNumber=0,cn=peercred, cn=external,cn=auth”
directory /opt/osstech/var/lib/ldap

wtconfig cache_size=256M

wtconfig log=(enabled)

wtconfig checkpoint=(log_size=0,wait=3600)

idlcache on

. J

» wtconfig cache_size
— WiredTiger 7— X RX—ZANTHHT2HNEHx v v > a V4 XEEELE T, @HIX256M T+
T,
* wtcoonfig log
— enabled ZHEE TR Tr I U >arua /OB EEMILE T, slapd DREEKRTRICH
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Mo vH I aru itk EHNAER LDAP 7 — X RN—RICKMT 5 Z L SAREL e D 3,
* wtconfig checkpoint
- FrvIRAVINERBT R0, VIV I aryuelONEER 7 s A McEETHL, FEIC
Rolbhor¥rarvur7 A rzAHINCHIBRL £3,
- Walt IKIEE LB CF = v 7R, ¥ v BUGF S E T,
— log_size ICHRE L7oNA MAEEFHT2-FICF v ZRA Y P ERIRLE T, 0 B8 E LGS
W BEHARCEBF v 7KL Y MITROVERA
¢ idlcache
- MRMREZR A LT 270D F vy v a7 —X2MHT 255 m 2RELET, 774/ Mdon
T,

6.2.10 monitor Xy I FDERE
LDAP H— " —OF|FKI . SEYEHEREZIUS T 272D, monitor Ny 7Y RERETEE T,

monitor Ny 7 LY ROREFNIRDED T,

database monitor

access to *
by dn="gidNumber=0+uidNumber=0,cn=peercred, cn=external,cn=auth” read
by dn="cn=admin,dc=example,dc=com” read

monitor 7 — X N— 2 HEINBRIEFTF ENET DT, 77 RA%FAT 5 2 —H% — (DN) IZ read He%
B ZTLEZEW,

6.2.11 null N2> RDEE

null Ny 7Y FIZLDAP D> b)) & LTEAB IR LWy 722 RTTH, rootdn 87 X —& —|Z
EHE LY —ERET ST, FED sufix THRIFLBVWEHE L -V —2ERNTEET,

ZOKEREIR. —EEOTEH LDAP 3 — ¥ 25 6 OBATRICRICII D Z 2 3 H D £5,

database null

suffix ""

rootdn "cn=Directory Manager”
rootpw {SSHAJFXXXXXXXXXXXXXXXX

6.3 LDAP H%—/\—® TLS ¥

LDAP I3#{E2 FXTITS 720, v b7 =7 L2iih 2 HRzHIEX N5 & LDAP (g DAL I - X
BXh20[RelEnid h 5, RETIX LDAP Oifi{§% TLS(Transport Layer Security) 12 & - THEE{L$ 54
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EEHPLET,
LDAP Ol E51idE{E121d. LDAPS I X %8@(5 & LDAP + StartTLS IC X 2@ED 2 M H D 5,

LDAPS Tli3@E{EZR— k¥ LT LDAP @ 389/TCP Tli7: < 636/TCP ZHA L. #ICHE{LEREEITHRVWE T,
—7J5. StartTLS ZHfH 5 354, EER—F 2 LTLDAP @ 389/TCP #F|H L 272, WEORITHRIT>
I —3 a3 YEIFRWV, LDAP #— N—23 TLS 1205 L TV A B &SI E LB ER TRV E S,

6.3.1 EHCIFAZDIER

LDAP ¥ — =@ TLS SIGD 7D, = N—flHFORESDE LD £, AETIEK, HEBEXHZHH
U 7zREAE ORBEITIEICOWTHII L £ 925, RHVZESERIC & 2% — N —GEAE S FHTE £ 7,

HOBADMHERZAER T 272HI121F. openssl A< D req ¥ 7a~ > RIiZ-x509 & 7> a Y ZIEEL
ij—o

LU 1dapl. KUK, 1dap2 QWY — N—THEHAIRER B CARE 7 7 A VEMER T » AV 2ERT 5~
¥ RT3, ldapl 7 1dap2 12T, ZDa<wy REEFLTLEXW,
# (
cat /etc/pki/tls/openssl.cnf
echo '[v3_cal'
echo 'subjectAltName=@altnames'
echo '[altnames]'’
echo 'DNS.1=ldap.example.com'
echo 'DNS.2=1dap1.example.com'
echo 'DNS.3=1dap2.example.com'
) | openssl req \
-config /dev/stdin \
-new \
-subj '/CN=ldap.example.com' \
-x509 \
-out ldap.example.com.crt \
-days 7300 \
-sha256 \
-newkey rsa:4096 \
-keyout ldap.example.com.key \
-nodes \

FRa~v Y FE2ETTI2UTOX vy t—IPERREN, BCEHIHZE 7 7 4 /L ldapexample.com.crt, HE
# 7 7 4 L 1dap.example.com.key DVER X N E T,

Generating a 4096 bit RSA private key

writing new private key to 'ldap.example.com.key'

20



© 0SSTech
YERR & L7z FEIHE © M58 Idapl. 1dap2 DA TN DOEFTNICREL £,

* /etc/pki/tls/certs/ldap.example.com.crt

* /Jetc/pki/tls/private/ldap.example.com.key
openssl 2% ¥ FICHEZ 5B OERIIROMED T

* req
- RHBEANDBHER (CSR) ZHKT 272DDY 7a<w v ¥
* -x509
- BHEREZARETIC, HEBHDEHE DR Z R
* -newkey rsa:4096
- W7 OAREZIER, BLUOHOME (RSA) L #E (4096 £ 1) DIEE
* -nodes
- MER 2SR IR
e -keyout ldap.example.com.key
- ERT IMEBERDOLNTED 7 7 AV (7 7 A VZIER)
e -out ldap.example.com.crt
- ERT 2 HEBHAEHEOH N ED 7 7 A Vv (7 7 4 VAIRMER)
e -days 7300
- BT 2 HCBAGEAE OB A (H£)
- AT 2L 30 HE D ET,
e -subj "/CN=ldap.example.com”
- FERAE ISR E S B Y4+ DFkJI% (DN, Ditinguished Name)
— —f%% (CN, Common Name) DfEIZHR R P ZICT2XERH D £5,
- 774AR-— P CONHTH 2720, —RELUANDEIEETEIDD $HA,

FERAE DN openssl 2> FD x509 ¥ 7 a~ > R CHEGRTE £ 3,

MTFoETHID & ST, FGEHEZEDFITED Mssuer) DOMC, FEBANRAY [Subject) OMITRE N, FAEHAEF D
BT TValidity) #8D TNot Before)] D HEKiA5 Not After] OHKFETE D £F (HARRTIEA L
HEMRFTERENZ RUITFER LT EZ W),

$ openssl x509 -noout -text -in ldap.example.com.crt
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
8f:9b:33:9e:e2:81:ed:9d
Signature Algorithm: sha256WithRSAEncryption
Issuer: CN=ldap.example.com
Validity
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Not Before: Oct 29 07:05:09 2018 GMT
Not After : Oct 24 07:05:09 2038 GMT
Subject: CN=ldap.example.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (4096 bit)

. A&, ..
X509v3 Subject Alternative Name:
DNS:1ldap.example.com, DNS:1dap@1.example.com, DNS:1dap@2.example.co
m
. A&, ..

. J

B, BB ECHAE R EEIMER T 27200227 ) P REENTEY £9, FLoFIEIT, H
CAFHEZIERTE £3,

MEH B & £ 45 osstech-support Sy 7 —I % A YA =L LE T,

[# rpm -ih osstech-support-3.0-xxx.el9.x86_64.rpm ]

openssl-selfcert 2 7 V) 7 M2 X b, HEEHEZER L T, a~r FOGIECIEZ, fERT 2FEHEF O
subjectAltName IZEF®H72\WARX PHERTHIHE L TL IV, LHEICHEE LKA M HAHED CN
DL LTRESNET,

$ /opt/osstech/bin/openssl-selfcert \
ldap.example.com \
ldap1.example.com \
ldap2.example.com \

L.

writing new private key to 'ldap.example.com.key'

S[fomm=—ems 1 alice users 2069 10 B 29 07:35 ldap.example.com.crt
S[Pommmmmmm 1 alice users 3272 10 H 29 07:35 ldap.example.com.key

6.3.2 ¥—/N\—3IAE L HBERDHEE

AIRDFINETIER L 72— N —FEHAE L B #E % LDAP 1 S#5Y LDAP2 SHICEEL £3., SHEIEH 5O
J— P THHTZ 29 —N—dtiEZ | L 720, FUCFIEZ 2 5 TITRVET,

DUR OGNS, #— N —itiE E MERPRE SN TS 2 2R L £,

* /etc/pki/tls/certs/ldap.example.com.crt

* /etc/pki/tls/private/ldap.example.com.key

MERT 7 A ME, —RL—F—HZRTET| ldap 2—F—HIZWMTEL L5 —-I v a VEREL
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£9,

# chmod 640 /etc/pki/tls/private/ldap.example.com.key
# chown root:ldap /etc/pki/tls/private/ldap.example.com.key

Feu T, Jopt/osstech/etc/openldap/slapd.conf 7 7 4 VDFEHHERHD T X — X —2FHEL £73,

TLSCACertificateFile /etc/pki/tls/certs/ldap.example.com.crt
TLSCertificateFile /etc/pki/tls/certs/ldap.example.com.crt
TLSCertificateKeyFile /etc/pki/tls/private/ldap.example.com.key

TLSCACertificateFile {332:F 5 D FFAHE, TLSCertificateFile I — N—iFBAEZHREL 32, SHOFIED
BE. MEKACLZ 7 A VEHEELE T,

6.3.3 EHAWRDIBS DY —N—EASFHRE

LDAP #— N — DGR T syncrepl HAEIC X D EHE T 2355, HH OIS % LDAP(StartTLS) %> LDAPS
THEET 2123, V—N—FEHEZHEYNCRET 2HEBDHD 7,

FIHY — 2% UPKI 72 ¥ THIT SN RH 2 — N —GEAEZ S 256, Z2hZhd LDAP ¥ — N —
T TLSCertificateFile ¥ TLSCertificateKeyFile Zi%E3 % Z & T, B OMEEFEIHBLTEE T,

HOBAIEAEZ AT 2556, syncrepl 85 X —X—%FET AIC. B#Hi/ieD LDAP —"—DHCEA
ZERAZ %, TLSCACertificateFile ICH6E T 29— N—FHHE 7 > A LIZEDZAENDH D 5,

il z1E. LDAP 1 5#%¥ LDAP2 E#D~ L F~ 2R —RDEE. LDAP 1 DY — N—FEHET » 4 L
% LDAP 2 5% TLSCACertificateFile 123%E L. LDAP 2 Sf¢D¥ — N—FFBHE 7 » { L% LDAP 1 5D
TLSCACertificateFile IZ3%ET 5 Z 21D £5,

DX H —N—FEHF 7 7 A L2 EUNCHEE - REH. syncrepl 2$F X — & — D provider % E % LDAPS
WKEELET,

* LDAP 1 B5#%® provider 3% &

syncrepl

. HBg.
provider=1ldaps://ldap2.example.com/
. A, ..

* LDAP 2 B#%® provider 3% &
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syncrepl
provider=ldaps://ldap1.example.com/

6.3.4 TLS 7O FJJLDIEE

TLS # % ET23EE. X2V 5 4 s 7o F a ) LOF|H 28T 2 728, TLS 1.1 £ TOEEITEMC
T5ZeHEHIEINTE D, OpenLDAP THAHT 270 ba L XA EHETE LT,

OpenLDAP T TLS 1.2 LIHTDIEE 71 b a Lz ks 2 7291213, slapd.conf ICLANOREZBML £5,

[TLSProtocolMin 3.3 ]

LEEOBET. TLS 1.2 DIEOBEIFFAI &4, TLS 1.1 ETLAMEL TWAERWS 54 7~ hx ® TLS &3
BESEhE T,

RBIEETESEE 70 hailn—2 a »OBERIIRDBD T,

o tan  REE

SSL 3.0 3.0
TLS 1.0 3.1
TLS 1.1 32
TLS 1.2 33
TLS 1.3 3.4

6.3.5 FIAFTRELEESHXDHE

TLS ilE 2 AT 2 558 1 F HTRE RGBS 5 R ZFFn § % 7212, TLSCipherSuite 285 X — X — % F|HT
x2F3, E2OAHINTOEREELTRICIFRERICBOTRETIEZELIZVWIARVERD H 272D, Mgk
Bt AR E2EM L L TBL ZePEEN T,

Red Hat Enterprise Linux 8(3 & ' A4 OS) LI D IRIEICH VT, TLSChipherSuite /$7 X — X —D 7 7 # )L
M OS TRE SNSRI I NS EMA L R TED, RTRXA—&—t LTI Nt & [ U EK
ERHET,

[TLSCipherSuite PROFILE=SYSTEM ]

Z D7z, TLSCipherSuite DE% % E LR WIHEIX OS THAIZSN TWELELRATRDANELONE T, @
%, TLSCipherSuite D% X — X —%ZHTZHEIEIH D FHA,
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6.4 Fa—VINFA—2—

6.41 1TV IREKE

LDAP OMRIFIZA > F v 7 2R FIHATRICT 2720, B LICA Ty 7 A% RETE £ T, OpenLDAP
TEHEK 127 OB LTA >V Fy 7 2B ERBETT,

c LU —a DDA VT 7 REER

index objectClass eq,pres
index entryCSN,entryUUID eq

o ZDMDA T v 7 ZADFEEH]

index ou,cn,mail,sn,givenName eq,pres,sub
index uid eq,pres, sub

ATy I AZBET 2 b BROENEII T 2MREM 207 T HEORREENA ELE 5, =Y
DEHRHCA > T v 7 ZOEHFNIE S RE L 72 2 720, BHUHDOMEREPMET L, MRMEEICOHEEZEX S
TEBHYFT, EoT, AHSNZNA YTy 7 RAFRELLZVWESICERLEL & 9,

LDAP = > + VAT slapd.conf DA ¥ 7 v 7 AFERZEE L1254, slapindex 3 <Y FTA YT v 7 R
ZHEEN T 20EDNDHD T,

4 >y 7 ZOFEERUE, slapd Z{51E U 7IREET, slapindex 2~ REFEITLET,

# systemctl stop osstech-slapd
# sudo -u ldap /opt/osstech/sbin/slapindex
# systemctl start osstech-slapd

slapindex 2~ > K%&F1T3 % & Jopt/osstech/var/lib/ldap BL RDEA ¥ T v 7 AD T 7 A ADEHINE T,

DL EIZT 7 ANVDFEED root ICEE XN, ZDF FTidslapd DEEIDHRKZLS LD T, FDo,
slapindex 2= > REITiZ, &3 chown 2= > FT/opt/osstech/var/lib/ldap BL R D 7 7 4 LV DFiEH % 1dap
AP ZEELTLLEE W,

JEFBtA%. LDAP @1 2712 'mdb_substring_candidates: (J&£44) not indexed] % 'mdb_equality_candidates:
(@Y%) notindexed] ¥ \WolzX vt —IUMNEHINZGEE, MRV 7T A MIBESINTWVWS 7 4 VL XIZTHE
LA YTy 7 ABEESNTORWI L ZRERLET, ZOX5 256, BEED Teqr £ Tsuby o
ATy 7 RA%BMT 28T, MERMREZUETELIeMHD T,
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6.5 slapd.conf 7 71 JLDE&EH

CNETIREAL 72889 X — X —%FE L 7z slapd.conf OFRERNERL £ 5,

-

include /opt/osstech/etc/openldap/schema/core.schema

include /opt/osstech/etc/openldap/schema/cosine.schema
include /opt/osstech/etc/openldap/schema/nis.schema

include /opt/osstech/etc/openldap/schema/inetorgperson.schema
include /opt/osstech/etc/openldap/schema/ldapns.schema
include /opt/osstech/etc/openldap/schema/ns-mail.schema

moduleload ppolicy

threads 32
tool-threads 4
timelimit 30
sizelimit unlimited

TLSCACertificateFile /etc/pki/tls/certs/ca.crt
TLSCertificateFile /etc/pki/tls/certs/ldapl.crt
TLSCertificateKeyFile /etc/pki/tls/private/ldapl.key
TLSProtocolMin 3.3

password-hash {CRYPT}
password-crypt-salt-format "$6%$%.16s"
access to dn.base=""
by * read

access to dn.base="cn=Subschema”
by * read

access to *
by dn="gidNumber=0+uidNumber=0,cn=peercred, cn=external,cn=auth” manage
by * break

database mdb

suffix "dc=example,dc=com”

rootdn gidNumber=0+uidNumber=0,cn=peercred,cn=external,cn=auth
directory /opt/osstech/var/lib/ldap

maxsize 2147483648

index objectClass eq
index modifyTimestamp eq
index ou eq
index cn eq, sub
index sn eq
index uid eq
index displayName eq
index mail eq
index mailAlternateAddress eq
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index uidNumber eq
index gidNumber eq
index memberUID eq
index uniqueMember eq
index member eq
index entryCSN eq
index entryUUID eq

limits dn="cn=admin,dc=example, dc=com”
time=unlimited
size=unlimited

limits dn="cn=replica,dc=example,dc=com”
time=unlimited
size=unlimited

access to *
by dn="cn=replica,dc=example,dc=com” read
by * break

access to *
by dn="gidNumber=0+uidNumber=0,cn=peercred,cn=external,cn=auth” manage
by dn="cn=admin,dc=example,dc=com” manage
by * break

access to attrs=userPassword
by anonymous auth
by * none

access to *
by * read

overlay syncprov
syncprov-checkpoint 128 5

serverID 1

syncrepl rid=001
provider="1daps://1ldap2.example.com”
type=refreshAndPersist
retry="5 10 30 +"
keepalive=300:5:10
searchbase="dc=example,dc=com"
scope=sub
schemachecking=off
bindmethod=simple
binddn="cn=replica,dc=example,dc=com’
credentials="replica-pass”

!

multiprovider on

database monitor
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access to *
by dn="gidNumber=0+uidNumber=0,cn=peercred, cn=external,cn=auth” read
by dn="cn=admin,dc=example,dc=com” read

fERR U 7= slapd.conf 7 7 4 Lid, LUROMERCTHREL £ 9,

F—F— -7 KR

root Idap 0640
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[

7 IHAT — X DEF

slapd.conf 7 7 4 VOFREMNITET . BIHFIX LDAP W7 — X 2B L £73,

FIHA7 — &12id, LDAP BEULEH T > h Y & HEILBEH Y M) 28R L XS, £ 2—%—Ho OoU
IZNV—THDO OU ¥, LDAP VUV —IZHBERSML Y PV 2 EDETEHRTE LT,

W7 — &%, LDIF(LDAP Data Interchange Format) XD 7 F X+ 7 7 A v 2 UTHER L 3,

W7 —& ¥ LT, initldif 77 A2 LT, UTFONETERL 7,

dn: dc=example,dc=com
objectClass: dcObject
objectClass: organization
o: Example Corp.

dc: example

dn: cn=admin,dc=example,dc=com

objectClass: simpleSecurityObject

objectClass: organizationalRole

cn: admin

description: LDAP admin

userPassword: {CRYPT}$6%$e49HF0/c$zgek.sFAMjpzOyogpjgkEtwMY60geQzG/Ykmwl8@DpH
WLxiz..kFZ77CaU3N6dvzHiruLeQHLMIJYmT69qcOR@

dn: cn=replica,dc=example,dc=com

objectClass: simpleSecurityObject

objectClass: organizationalRole

cn: replica

description: LDAP replica

userPassword: {CRYPT}$6$TPngEmepGOn/5TcX$2u@DIAg.HpqzVBGIX5p7EKWTUO6/tIMFI47
7Zwk4hQWtI9WktgThF81rrevJJI2MeQF1gMO. k66hngH7 fRWOR®

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit
ou: groups

g J

LRI IV LTORNAETTH, BEARRICEDE T, ROBHHOEEZZEHEL £,

» LDAP suffix D1
- % DN IZHEEXN TS lde=example,de=com) DE%ZFYIZ suffix ICEELTLZE W
o HHIFEHTZY VD DN £ RDN OfH
— ldn: cn=admin,dc=example,dc=com] ¥ [cn: admin] D5 % WYIRMEICEE L TL EE W,
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o HHEULMIF > MY D DN & RDN OfH
— ldn: cn=replica,dc=example,dc=com] ¥ lcn: replica) DERD EFHEYIIREICET L TL 2 E W,

7.1 XX — K (userPassword) ®/\v < aqt

Ba—HP—x b VIZERELTWS userPassword JEMEICIZ. 202 —F — TR T 3BD AT — R Z23E
LET, SAV—FIRFEXTHRETEZITMITRZZ0D. BEYIC Ny > a b LR Y — REIEET 205
BHHET,

OpenLDAP THIFHRIEER FER AT — KDy & a b HR I OWTHAL £5,

Ny ¥ afbi R S

PBKDF2 VoL MMt E, SHA-2(512-256 E» b)), AL v F v
2" (10000 [21)

CRYPT VA MEE, SHA2G12 By M) Y, AbLyFv
27" (5000 [H])

ARGON2 VLM E. GPU 2RI L - BB DD D

SSHA512 VL M E, SHA-2(512 ¥y M)(ag872 7= A L
BNWZEDNEELW)

SSHA VL MG E SHA-1 160 & v b (fag572 7= DA L7
WZEDREELLY)

BEE, ®mE, fIHRo AR, FUHMEZ Y 2#1Z22 LT, CRYPT(SHAS512) /30T ® userPassword DNy & 2
{EAROFHEZHREL £3,

e VLB
- BHOZ—F —DE—DRRAT = FEFHALTWRHE, AV —FRE vy afbTs e, £k
DNy ¥ 2 biEHRRAY — FXFHBFRE— 2D FA—02A7 — FZFHLTWS Z &R
REERDET, Ny ¥ alliEANRRY — RXFHOREWEED 572012, WAV =R LIZYN
P EMENZLFEDPD T ¥ R AR FRNE5T 2522 T Ny ¥ aftifEH AT — RXFF 25
—e R WEHATIRBE L £ 3,
e AL yvFUT
- Ny ¥ afbtFHSRAY — RXFHIDTRE L7258, YD RETDL 7 5 A4 VRN 258
EEDDED, Ny Y alfERMEDITIR MLy F U I WS IUENTORET, XLy F ¥
T2ATH T THNAY — FOITICHER R RD B TR LB 12 27204 7 5 4 VIS
REVEDEED £3,
- 77 4L h T PBKDF2 T 10000 [B], CRYPT T 5000 [HD R h Ly F ¥ 7B TbE T,
- A MLy F U ZREHORGRICBTh, CPU OFIHENE L 5720, CPU VY —2%+5I1C
HAET2Z0E2HRELET, BROBETEA N v F V72 fToT0E Ay Y a FREFHALT
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%, LDAP OFBIEIC A 2 RERE 1| AT,
» CRYPT iR
- CRYPT FRE. Ny v 2 bof%E OS DI 4 7Z VEFHAL TTRS 72D, o> AT762D
R EOWITRERD 5,
- BHRREICE D, CRYPT ERTIEWL 22Dy ¥ a b AR BEIRTE 2 LA Ko TV E
I8, BEDHERZ CRYPT(SHAS12) ¥ 72 ) %9,

userPassword JEMEIZ Ny ¥ 2t Ry, RV —FZ v > afbL7{E% BASE64 =¥ a— K L7=XFo%
MHAEDELEROERTEREINE T,

[{/\\y~>:1lz755t}[/\\y~>:ﬂ:/\°z'7— RO BASE64 T A—TF 1 > '] J

ZDNy Y afb’R Y — REREEK T % 72912 slappasswd a2~ > FEFHATE 3,

# /opt/osstech/sbin/slappasswd

New password: <¥EXT/NXT—R%ZAS>

Re-enter new password: <FXT/NXT—RZ=BAT>
{SSHA}rjq7rNnDQCkdcpt/pwmKsg/zIsarHQpP

77 4L b TlE SSHA(Y L MM & SHA-D) JTERD Ny & 2t 32T — RRERE T E T,

SATLavERIBETAIET, a<v Y ROFIE LT8R Y — FUFEHRIEETE E T2, &z LDOEREIC
W70, ABRETEFHLZWTL XN,

# /opt/osstech/sbin/slappasswd -s replica-pass
{SSHA}BIYEBUNC/J4RKWwpi4g7NoEgensvfYJq

slappasswd I~ RIZ-h A S a Y 2IEET LI LT, Ny Y a AREZIEETEET, HETE 2L LT
BEEROBDLEHH T,

TR fE Ny ¥ a )il

{PBKDF2}  PBKDF2 /53

{CRYPT} CRYPT 7530

{SSHA512}  Salt fif = SHA-2512 &' v
{SSHA} Salt {7 %= SHA-1

LUFRiZ, {PBKDR} AR TEMT 2548 DREH T,

# /opt/osstech/sbin/slappasswd -h '{PBKDF2}'
New password: <¥EXT/NXT—R%ZAS>
Re-enter new password: <FXT/NXT—R%Z=BAT>
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L {PBKDF2}10000$mOF 7e iK jObtNGj07F IWokA$4NM . BawhBgmqUBVKCQiuxCgCCdQ J

CRYPT R THEETZHE. <A 7> a >y TYIL e LTIRET BMEICE > T, CRYPT OUEANTHET
Ay a bt AREBEBRTEE T,

VI CRYPT A% SHA-2512 ¥y b Ty Y afbk T 35850 a~y FOETHITT, ¢ A 7> a il
ELEEDS B, T6) OEITH, SHA-2512 ¥y bEEBKL., [.16s] n DBV IL M ER 16 XFEEKRT
ZD;L\"_V‘_ ]\‘\VC\\TO

# /opt/osstech/sbin/slappasswd -h '{CRYPT}' -c '$6$%.16s' -s replica-pass
{CRYPT}$6$.16s$s29MjivUhIuZ2M13ixuE. ...

7.2 LDIF 0& &

{ER L 7z LDIF D& RFERIZ2 2H D £3,

1. slapadd 2~ > FIZ & % &8k
2. ldapadd 2~ > FIZ X % &%

7.2.1 slapadd 37> FIC& 3T — 2 DEER
slapadd 2= > Fld, 7—ERN—R7 7 A VIZEHET - X2 HERTZET,

root T—HF—DAFEITARET T, T—ER—R T 7 A VICHEET — X 2Bk T 5728, LDAP 17— X 3%
AN TVWRWVIKIEETOARHL 3,

F/2. LDAP Y —bERZRBHB LT —XOF 2 v 7R EBMMTRONLWZD, T — XD &IEF 2 EH1E L
{IWGE. LDAP 7 — & 2 UL TAREERIRERFHKET L2 b H 2720, LDIF Z1ER T 2 BRICIERE NI HE
T,

[# /opt/osstech/sbin/slapadd -1 init.1dif ]

slapadd 2~ R TLDAP 77— X 2 ¥ T oL, BT — X7 7 A VDA —F = root T—H —TIERE .,
slapd DEEFN L FE A, BT —X T 7 ANDA—F—%ZLHELTH S LDAP - A ZEE L TLZE W0,

# chown -hR ldap:ldap /opt/osstech/var/lib/ldap/*
# systemctl start osstech-slapd
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7.2.2 |dapadd v > FIC& 2T — 2 DEEH

ldapadd 2~ > Fi, LDAP #— bt RfEH T LDAP IC7 — X 2 HHTEE ¥, T/, Bl¥— —D LDAP 15t
L CTOERSARET T,

ZD7D, PIT— X OBFFROBIZIZ. $3 LDAP - A ZEH L X7,

[# systemctl start osstech-slapd ]

ldapadd 2> FIZLDIF 7 7 A L 23EE LT, FIHT7 — X 28R L £ 5,

r# /opt/osstech/bin/ldapadd -Y EXTERNAL -H ldapi:/// -f init.ldif
adding new entry "dc=example,dc=com"

adding new entry "cn=admin,dc=example,dc=com”

adding new entry "cn=replica,dc=example,dc=com”

adding new entry "ou=Users,dc=example,dc=com”

adding new entry "ou=Groups,dc=example,dc=com”

. J

7.3 BRLIT— X DR

LDAP IZE#kE A DT — X ldapsearch 2~ > FCHERTE 3, #IM7 — X DBEHFE, cn=admin L —F—
12X % LDAP ##EAAIREL 72D 9,

-

# /opt/osstech/bin/ldapsearch \
-x \
-W A\
-D cn=admin,dc=example,dc=com \
-b dc=example,dc=com \

Enter LDAP Password: #*%%%%% (cn=admin ®/NXT—R)
extended LDIF

+H+

LDAPv3

base <dc=example,dc=com> with scope subtree
filter: (objectclass=x)

requesting: ALL

HOoH OH B HFH

# example.com

dn: dc=example,dc=com
objectClass: organization
objectClass: dcObject
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dc: example
o: example

7.3.1 Idapsearch <7 > FDEFLFIAAE

ldapsearch 2 <> FTLDAP = + V% LDIF [ERXTHIE L2 WHE, “LLL” A 7> a Y ZHEEL £ 9,
# /opt/osstech/bin/ldapsearch \

-x \

=W\

-D cn=admin,dc=example,dc=com \

-b dc=example,dc=com \

-LLL \

OpenLDAP #— N—IZ LDAP = MV 28T 2 L, Fx v MV ICEHHONEEE NG SN TEHR SN
3, WEBEEE SR L 2WHE, Idapsearch 2~ > FOESHREMIC T+ 2EELE T,

# /opt/osstech/bin/ldapsearch \
-x \
-W\
-D cn=admin,dc=example,dc=com \
-b dc=example,dc=com \
+ \

ldapsearch 2= > FTLDAP =¥ + U ZHUF 3 2%, 1 ITONENRWGEIC, BEIZSATHTRbRE T,
LDIF ERX T Y b U 2RV WEER EIC, BEICEITE N2 RWIEE, “oldif-wrap=no” *+ 7> a »
EEELET,

# /opt/osstech/bin/ldapsearch \
-x \
=W\
-D cn=admin,dc=example,dc=com \
-b dc=example,dc=com \
-0 ldif-wrap=no \
-LLL \

7.4 LDAP 7—Z2 DE# « HIFR

BIREAD LDAP 7 — X 2 EH 3 2355, EHHD LDIF 7 7 A VERER L 3,
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LUR® LDIF i, sn j@MEofE% NUE) KZET 3550 LDIF T3,

dn: uid=user1,ou=Users,dc=example,dc=com
changetype: modify
replace: sn

sn: LA

BROBEMN —EICEET 25513, [-) TRUD 95,

dn: uid=user1,ou=Users,dc=example,dc=com
changetype: modify
replace: sn

sn: LWHE

replace: givenName
givenName: AERB

FLLBEEZ BT 2581 ladd) 2 WE T, LITO LDIF i3#7 L < description J& Y% B3 2 355 D
7,

dn: uid=user1,ou=Users,dc=example,dc=com
changetype: modify

add: description

description: CODT7 ATV MITAMETY,

FikFEADORBEZHIRS 2551 Tdelete) ZVWET,

dn: uid=user1,ou=Users,dc=example,dc=com
changetype: modify
delete: description

ldapmodify 2~ > KT, {ER L7z LDIF ®AE% LDAP ICKMLL £ 3,
# /opt/osstech/bin/ldapmodify \

-x \

=W\

-D cn=admin,dc=example,dc=com \

-f modify.ldif \

7.5 REED

BB D LDAP ¥ — AN—THRENTWAREE, UTOFIETEEPELLEELTWS Z L OMEREIT2
WE9,
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LDAP 1 54T, LUFOF/EIZT contextCSN DEZHE L £ 3,

[root@ldap1]# /opt/osstech/bin/ldapsearch \
-x \
=W\
-D cn=admin,dc=example,dc=com \
-b dc=example,dc=com \
-s base \
contextCSN \

Enter LDAP Password: x%k%xxxx%
contextCSN: 20210618055623.5912537#000000#001#000000
contextCSN: 20210702045400.38503871#000000#002#000000

LDAP 2 54T, LIFOF/EIZT contextCSN DEZEIEF L £ 3,

[root@ldap2]# /opt/osstech/bin/ldapsearch \
-x \
=W\
-D cn=admin,dc=example,dc=com \
-b dc=example,dc=com \
-s base \
contextCSN \

Enter LDAP Password: x%kx%xxx*x%
contextCSN: 20210618055623.5912537#000000#001#000000
contextCSN: 20210702045400.38503871#000000#002#000000

contextCSN (&, % D LDAP #— N —iEfH CHEH S N/ O EHREZ IR T 2 2> b U TY, contextCSN
TEEND #0011 < [#002 23, slapd.conf 7 7 4 VTR EZN TV S serverlD ZEK L 355

R OEUEHITIZ. LDAP | ERRHTEE S A BH T Y b U OEHAY. [20210618055623.591253Z#000000#001#000000 |
vh, 2021456 A 18 H 5 56 4 23 # (UTC) IcEH & N7z 2 L ZFEKLE 5,

F 7=, [FUfEA LDAP 2 58D contextCSN & L TEHFXNTWS Z & L b, LDAP 1 5475 LDAP 2 5%
ANOEEPELL KLENTWB Z e 3,

—77. LDAP 2 SH#EHTHEF S Nz mH = > + U OfFE#AY 20210702045400.385038Z#000000#002#000000 )
Liab, 2021 7 H 2 H 4K 545 00 % (UTC) iICEH SNl L 2BKL £,

25 5 H[FE UfED LDAP 1 SHD contextCSN IZEHFNTWB Z & kD, LDAP2 5755 LDAP 1 5D
BRPIEL L RBMENTWSE Z D0 D 9,

LDAP ¥ — N — iR E%KIZ, LDAP2 B> vV 2EHEEH L. LDAP 1 S#ico > b v sEH X,
contextCSN b HHXND Z L ZHERL TL X0,

36



© 0SSTech

(8 LDAP % —/\— D2 157

8.1 Idap.conf 7 7 1 JLD&TE

OSSTech fix OpenLDAP % 4 > A b —)L§ % &, Jopt/osstech/etc/openldap/ldap.conf 7 7 £ ADIERRE L E T,

Z D7 7 A% OSSTech kit OpenLDAP @2 5 £ 7 > b — )L (Idapsearch % Idapadd 7% ¥") 2SE){E 5 2 i
ZREN. T 7 ANV IREREDRMESNET,

B ZWZLL R 2 #%E L725E ldapsearch a< Y FRED-D AT are-HA 7S a v EIFELZLLTH, 7
7 4V MAE LT “b dc=example,dc=com -H ldap://localhost” 23{§E EN1=5E L A UERMB LN FE T,

URI ldap://localhost

BASE dc=example,dc=com ]

LFoa~x>y FTman F—X %S85 % Z ¥ T, ldap.conf 7 7 A JMWZIEEATRER 8T X — R — DA T HE
<7,

[$ /opt/osstech/bin/osstech-man ldap.conf ]

728, OS R D openldap-clients % v 7 — I W& F4 5 /etc/openldap/ldap.conf 7 7 4 JL X
/usr/bin/ldapsearch @< KX /usr/1ib64/libldap ¥ D74 77 VNS L £,

8.2 Listen ;R— FRE

0SSTech i OpenLDAP O#IHIRAETIE, slapd 5 LISTEN F 2 7 F L 2% 0.0.0.00Pv4), ::/0(IPv6) IZ7&E X
N 2TOFY NI 4 YR T2 —APBD) 2 TR FEZFHHNI T,

FREDA Y bV =24 &7 2 —RIRE LT slapd % LISTEN L7=W0WHAE, slapd DEEIFD-h 7> =2
YTLISTEN $3A4 YR 72— ZAD7 FLARKA NEEIRET ZRENH D T3,

lopt/osstech/etc/sysconfig/slapd 7 7 £ L DERIHZEL SLAPD_SERVICES {Z-h 4 7> a VT L7 \WIFF 2 3
ETEXT,

# echo 'SLAPD_SERVICES="1ldap://127.0.0.1/ ldaps://127.0.0.1/""' >> \
/opt/osstech/etc/sysconfig/slapd

Fita~ > F2ETR, slapd ZFHEH S5 2 L TREVRKM ST T,

[# systemctl restart osstech-slapd ]
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BRIEZS R SLAPD_SERVICES IZfi]  FRE X N TR WT 7 4L MREETIZ, LDAP 4 — —D¥%—¥ X URL ¥
LT. RO URL BFHEXINFE T, X ldaps://1TDOWTIE, H—N—fHEPREZI N TV EIHETT)

[ldapi:/// Laleme 400 ekepss /47

8.3 IPv6 &bt

slapd DREENREIC [-4) AT a v EMNE5T5Z 2T, IPv6 2L TE 5, OSSTech ik OpenLDAP Tid.
BRIGZASH SLAPD_OPTIONS (ZiEN A 7> a Y ZRETE T,

[# echo 'SLAPD_OPTIONS=-4' >> /opt/osstech/etc/sysconfig/slapd ]

EEIRIC, slapd 2 HEE L TROEZ KL 3

[# systemctl restart osstech-slapd ]

8.4 Y—EXRiELE - FLEDEAL LTV FREEE

0SSTech fit OpenLDAP (%, OS O systemd FZH CTiEE) - {F1E2TTRbIE T,

EHERE 2 BGE L Th & —ERFBZRGE L THUHENZE T LR WS, systemd 2SEHENNICX A L7 T + %
HIWr L., EE) - IR R L T,

FIZFNEFTIRIOBDXA LT EBRESINTOVE T, MUCEAINTWVWSE S AT LDFHEL TR -
21D 90 LU EA D 255121k, UROFIETEX A 477 MR EZEHTE X9,

# systemctl edit osstech-slapd.service

Eita~v >y FTzF 4 XPBEH L ETTDT, ROWNEZBIMLU THTF - BT LTLEXW, (Tl cidii
BB O XA L7 M &2 300 ICEBELTVWET)

[Service]
TimeoutStartSec=300
TimeoutStopSec=300

CDOFIEIC X D, /fetc/systemd/system/slapd.service.d/override.conf 7 7 4 L HMERL X 41, OSSTech fiit OpenL-
DAP Ojit#) - EFIED X 4 L7 v MRS EE I E T
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8.5 root A—H¥—|C& 3 LDAP +—2i2E

LDAP #—— D7 — X $§{E T Idapsearch % ldapadd 72 ¥’ D a~< > REFH T 2B, LDAP #— N —IZ8§R X
N7z 21— —@ DN TFFEEL T LDAP H— N— 28t L £ 35

Z ORFEDOKT, LDAP O L—H —d DN Oftb D IZf—4 —— LD root 2—HF—TH 23 Z L ZFIALT
ALY B ITEBHHTEE T,

root T—HF — TR T 235G, PR ARE LT SASL 12 & 3 EXTERNAL #EREZFIH L. Idapi 71 h 214
L hE—%—N—F0DO LDAP #+— ¥ RICERFR L £7,

Z DR THERE L 72 root L —H — 120 L TR EH ZFFAI 3 5 72012 slapd.conf O 7 7 & ZHIBRERE.
BXUOV I v MIBOFREZEML 35

limits dn="gidNumber=0+uidNumber=0,cn=peercred, cn=external,cn=auth”
time=unlimited
size=unlimited

. J

access to *
by dn="gidNumber=0+uidNumber=0,cn=peercred,cn=external,cn=auth” manage
by * break

YU LEDFEZ KM L7z LDAP #— =T LT, #—,3—_LH 5 root L —+ —T ldapsearch % ldapadd 72 ¥
PERITT A1, T-Y EXTERNAL) ¥ [-Hldapi:///1 A 7> a v 53222 T, AV —-FANRLOE
PEDSATRET 3

# /opt/osstech/bin/ldapsearch -Y EXTERNAL -H ldapi:/// -b dc=example,dc=com -LLL
# /opt/osstech/bin/ldapmodify -Y EXTERNAL -H ldapi:/// -f modify.ldif

8.6 Config DB Z#f L 7= slapd :&%E

OSSTech it OpenLDAP T3 slapd.conf 7 7 A W2 HH L7 E TR BEDRE TR L L TWE T2 config
DB %ZH|H L7-3E b AJRET T,

config DB Z#R5 2355, RO « REAH D 5O TEADEOMFFEHL L THEIZ LTS W,

o PR
- Y= ROBHEFHZHEDROBRELEN AR AT R =X =B ET, BT LHETD T X —
R—DHEHEINZ2DITEHD TR A,
- config T —RAR—ZDNEEL 7V Fr—> a & o/ — RIZFAPATRET T,
* RA
- RTR—R Bk - A - HIBR{EH#% LDAP H{ECTHEMT 2 0ELDH D £7,

39



© 0SSTech

- BREZEHT BRIATRES 2 EDREHNIREL., 77 AEORELFEIER L OEHA LD
SENEL KD T,
— config DB i / — R 2 WML TW 3 A, &E I A0MID 7 — FICHHIRF M X F 5,

config DB 2|3 255, RDOFIEIZT slapd.conf 7 7 £ L DEEE% config DB FFRUCE ., #EREH
ZRBLTLIEE W,

Jopt/osstech/etc/openldap/slapd.conf 7 7 4 L DI database config DFXFEZ B L £,

NE DF%EFITIE cn=config B N DFLEE#R % . ¥ —3—_E D root T —H —B X X, “cn=admin,dc=example,dc=com”
I—F—TEHET LI EZAREL TEAREICLTVETD,

database config
rootdn "gidNumber=0+uidNumber=0,cn=peercred,cn=external,cn=auth”

access to *
by dn="cn=admin,dc=example,dc=com” manage
by * none

YERK L 7z slapd.conf 7 7 £ )L% & &1 config DB FRADEEICEIL 55
# mkdir /opt/osstech/etc/openldap/slapd.d
# /opt/osstech/sbin/slaptest \

-n 0 \

-f /opt/osstech/etc/openldap/slapd.conf \

-F /opt/osstech/etc/openldap/slapd.d
# echo SLAPD_CONF=/opt/osstech/etc/openldap/slapd.d >> /opt/osstech/etc/sysconfi
g/slapd
# chown -R ldap:1ldap /opt/osstech/etc/openldap/slapd.d
# chmod -R 000 /opt/osstech/etc/openldap/slapd.d
# chmod -R u+rwX /opt/osstech/etc/openldap/slapd.d

. J

LU LT config DB ANOYIDBEZD5E T TT DT, LDAP H— L R ZEH L 75,

[# systemctl start osstech-slapd ]

config DB DML HEHIX root L —H —THHEAIHET T

root L—% —TOHEHiE [-Y EXTERNAL -H ldapi:///) A 7> a v, X—X suffix & LT I-bcen=config] %
FEELTLZE W,

[# /opt/osstech/bin/ldapsearch -Y EXTERNAL -H ldapi:/// -b cn=config ]
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(9 RRT— R KU —

OpenLDAP (Zid ppolicy & —N—L 412X 2 27— KR > —EREPHABREINTVET, AT —=FFRY
VoEWET D L. UTOBERIC AT — FRY > —#HINE T,

» LDAP DFEFE (BIND) I
e RAY — REBFREDH LWARRAY— FIINT2F 2y

OpenLDAP B85 227 54 7> bR YV— FRY —BREIcHIic L TwiuX, 2hesnrzo4 7>k
THNRRY— FRY) O — 2 EMIEHTE 5,

ARE Tl OpenLDAP DSR2 — KR Y & —DFEHTEICDOWTHH L £3,

9.1 NXT—=FFKRDS—DRE

OpenLDAP D 827 — KR Y > —I&, slapd.conf 7 7 A /LIZ ppolicy & —N—L A4 ZFET 2 Z L THEMK
D‘ij‘o

1. ppolicy A —N—VL A EY 2 —1DBa—F

R2AT— RRY > —HEHE (ppolicy) ZEMLT 2720, EVa—L%En— NI REFBILLET,

moduleload ppolicy

2. NRAT— FRY ¥ —HREOH ML

slapd.conf 7 7 4 L@ database £ 2 > a YPICLITONEZBEL L E T,

overlay ppolicy
ppolicy_default "cn=default,ou=policies,dc=example,dc=com”

Ippolicy_default) &, FAIIR SR T — FRY =R EZINTOVRVETOLY PYICEHAEINSET 7 4L b
DRAT—FRY =D ET, FHELEZZY PIDBFELRTEERIN,. 77 4L FDRRYT — KR
VY= 3RESINFE R A

RESE T 4. slapd ZHEEEIL £ 3,

# systemctl restart osstech-slapd
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BEEBRDOEGE, ATV —FRUS—DREIFE/ —FITLIITH5DERDD £,

Lo T, BHEIFEHED ) — FORRY— FRY S —Z2HMIEBELTHr L. BRBRICEITLE RS ) —F
DRAT—RFRY S —HMZLET,

9.2 NAT—FRIVO—ITY M) DERF

NRAT—FRY S —HKRETIE. UTD3EEDOKRY > —DREHEPH D, ROMEFTEELEINET,

. 2—F -V PV ICEERESNTVE AT — FRY & —
2. 2—F -2 PUDPLIFESNENRAY—F RS —T 2 Y
3. BA—HF—ICHAINE T 7 AN FDARAT—FKRY S — (F7 4L bRV — RRY ¥ — IR ET)

FTIANVIRAT = RRY Y —DPREZINTVBREETH, 22— —x2 2 FVIEINCEREZINTVWEERY
BRI NET,

9.21 FIAIEMNRT—FRRIVS—DER

FIZHANIRRAT—RRY =2 LT, UFROHERDLDIF 7 7 A L Z{EK L £ T, LIRD LDIF 7 7 4 L
(AFBATIX default_policy.1dif & U E3) OBFREMIIFHEN T, SBEEDFEMITOWTIEZ TOpenLDAP %
ATV = KRRV =T X—2 -3l THHALET,

-

dn: ou=policies,dc=example,dc=com
objectClass: organizationalUnit
ou: policies

dn: cn=default,ou=policies,dc=example,dc=com
objectClass: pwdPolicy
objectClass: organizationalRole
cn: default

pwdAttribute: userPassword
pwdMinLength: 8
pwdCheckQuality: 2

pwdMaxAge: 7776000

pwdMinAge: 180
pwdExpireWarning: 1209600
pwdLockout: TRUE

pwdMaxFailure: 5
pwdLockoutDuration: 90
pwdFailureCountInterval: 180
pwdInHistory: 3

pwdMustChange: TRUE

NAT— KRV =2 VYD DN I, slapd.conf 7 7 A4 LD Tppolicy_default) »$F X — & —THEE L 7z DN
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CEILDBDICLE T,

ldapadd 2~ > FTIER L7z SR T — KRV > —% LDAP ICER L 3,
# /opt/osstech/bin/ldapadd \
-x \
=W\
-D cn=admin,dc=example,dc=com \
-f default_policy.ldif \

LDIF 7 7 A LDBGEDSE T T DL, T 74N I RRAT—FRRYS—EHE D 5,

7272 L. slapd.conf 7 7 A /L@ rootdn IZHE X N/ZEHHALY MY DA, NRAY— KRV Y —Id@HINE
FADTHERLTLEE W,

9.22 A—HY -t DHENZXT—FKRY S —DERE

FTIANIRRT—FRY =PI, FFEDZ—F —1ZH 327 — R O—%HEHALZWES, HHR
AV—=RFRV—=DZY MY RER L, HEL—V—DASBRIEL N TEET,

HERRY—FRYS =D b Y% LDIF 7 7 A VTHER L £ 5, REDFHATIE subpolicyldif & LE T,
dn: cn=subpolicy,ou=policies,dc=example,dc=com
objectClass: pwdPolicy

objectClass: organizationalRole

cn: DefaultPolicy

pwdAttribute: userPassword

pwdMinLength: 8

pwdCheckQuality: 2

pwdMaxAge: 7776000

pwdMinAge: 180

pwdExpireWarning: 1209600

pwdLockout: TRUE

pwdMaxFailure: 5

pwdLockoutDuration: 90
pwdFailureCountInterval: 180

pwdInHistory: 3

pwdMustChange: TRUE

ldapadd 1< > R CIER L7 LDIF 7 > £ VB BH L £ 3,

# /opt/osstech/bin/ldapadd \
-x \
=W\
-D cn=admin,dc=example,dc=com \
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{ -f subpolicy.ldif \

BMNT, 2= —DZDORRY—=F RV —%2BRT 2D, 2—-F-—DZ YV N ARLLEETL7DD
LDIF(policy_change.ldif) Z/E L 3, R LDIF @ dn DEFEBICZORY O —2FEHT 32 —%—D
dn ZHELTLZ X0,

dn: uid=username,ou=Users,dc=example,dc=com

changetype: modify

add: pwdPolicySubentry

pwdPolicySubentry: cn=subpolicy,ou=policies,dc=example,dc=com

ldapmodify 2> F T, Z—F—Dx > M VIZKML £3,
# /opt/osstech/bin/ldapmodify \

-x \

=W\

-D cn=admin,dc=example,dc=com \

-f policy_change.ldif \

LT, subpolicy =¥ F VICEREZINTWERAY — FKRY S =GN —F—ICHEHAINE T,

BHU =P =TT 7 AL PR — FRY =% H L2WIEEIE. SHEEEML 7 TpwdPolicySubentry ) &
HEHIFRLTL X0,

BB, 2—HF -V FPVCRELERSRRAY—FRY S —NEDOZEHEIZ LDAP BHE I X o TEITT 2 HEH
HHET, I—HF—HE TRV —REV I —DONBRILETEXEE A,

9.3 NRT—FFRII—DEE

REFEADINAYT — KR O —2EBHL72WES, LDAP IZEHREINTWE ATV —FRY—2 Y M) DOH
BEBEHTILERDY T, ZEFIEL LT, LDIF 7 7 £ L2 HE L T ldapmodify 2~ > FTEET 3
HEEHHLET,

ZHEHIE LT, iR O 7 A v bay ZICHE#E T 2 87 X — X —DEBEFIEZHHL £5, HLw
PR — FARY S — T3 5 FEREICRM L2581, 30 p7Av >y hay 7275 70DKRY & —IZ
ZEHELET,

IR RBDOZEED -8 D LDIF 7 7 4 )L (change_ppolicy.ldif) T, dn OEICIZZEE 2ITHR W2 WA T —
RARY =0 dn O, 2—H—D dn DEZHEEL TL Z X W,
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dn: cn=default,ou=policies,dc=example,dc=com
changetype: modify

replace:pwdLockout

pwdLockout: TRUE

replace:pwdMaxFailure
pwdMaxFailure: 5

replace: pwdLockoutDuration
pwdLockoutDuration: 1800

. J

ldapmodify 2> KT AT — FRY ¥ —DEHEEZITRVET,
# /opt/osstech/bin/ldapmodify \

-x \

=W\

-D cn=admin,dc=example,dc=com \

-f change_ppolicy.1ldif \

9.4 NRT=FRVO—ZBALBVWI—H—

ppolicy t8RETT 7 # L F SRAT — FR Y & —Z & ET % &, rootdn DL —HF—DAOETDIL—HF —DSR
T—RRYT=MEHINET, flZF BHALY MR, BEHAZ Y PIRET 7 4L ATV —FKRY
Y—RBALBZOTY PV FIELROWSRAY = RFRY S —2ET S I L THRARAY = FRY ¥ — %)
ftL %73,

FEHHL—Y -2, UFOWNE®D LDIF 7 7 £ )V (none_policy.ldif) Z{E L 3, dn OEIZRE
58 2L—F—0D dn DIEZFREL TL I,

dn: uid=username,ou=Users,dc=example,dc=com

changetype: modify

add: pwdPolicySubentry

pwdPolicySubentry: cn=none,ou=policies,dc=example,dc=com

7% 8 TpwdPolicySubentry | IZFEE X TW 2 [cn=none,ou=policies,dc=example,dc=com] &\ 5 T > U iZ
LDAP IC¥$% 5 2 23 H D $H A,

ldapmodify 2> FZ2FEITL, HEL—HF—DXRATV—FRUV—ZHEHL %9,

# /opt/osstech/bin/ldapmodify \
-x \
=W\
-D cn=admin,dc=example,dc=com \
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{ -f none_policy.1ldif \

%38, 0SS 77/ 1Y OIFHE LDAP ¥ — N—fKTiE, 27— FOFMBIRYIAIC X 2 #fi T 7 — %2k iF
5720, UFOBELY FYDRRY—FRY O—2HIMLT 2 e 2HRLTWE T,

« LDAP % —N—RHZ LY |V
- Ten=admin| 7% ¥
e LDAP 4 —N—EHHT> VY
- B ® lcn=replica) ¥
« &7 TV —>arh 60 LDAP HftHT Y MY

— lcn=unicornidm, 72 ¥

9.5 OpenLDAP /XX 7 — R —INF A—2—5i

9.5.1 7hvu>rtAvy

NRAT—=FRYVT—=D7 AV bay ZIZE#E L7 T A —X—ZHHAL 7,
9.5.1.1 pwdLockout

TRUE) #FET 5. BEHEMTRBRLEBICZ Ao v beay 7 L, —EBEEEEC T Lz WiREEI
LET, 774V NTETAHYY by 2 TRONTVWERIZL T AV Y B ay 7 E3NTWE I EERT
Xyt —=JWF 7747 MTRLERA, kb ppolicy_lockout A 7> a > BT 2FEEFEHEDISHLC
720,

77 4V MEWE TFALSE] (ZA V> bery Z LRWV) TI,

9.5.1.2 pwdMaxFailure

FOREICHERE L TRIL 7280, 7A v > v ay Z0RENT 2 $TORMEEZIEEL 5, 10) 2HELRS
A ALERB LTS 7 ATy MEdry 2 ShEEA,

77 3L MEWK T0] T,

9.5.1.3 pwdFailureCountinterval

TAY Y Ay 7 D7 OFERALRMIEEE HIE § 5 A NHIM (7)) ZREL 5,

THY Y bay ZEENEEGE. =Y —HEEHC RN T 5 - N E DL —HF —D > + VIZ pwdFailureTime
Bt UCRRRLICRM L 2RI = > b Y BN ES L E 5,
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7hvvruy ZOHEX, FBAERED & pwdFailureCountlnterval(F) #i % TDEC pwdFailureTime J& 237
FEERE N TV B 22 iEFR L. pwdMaxFailure DEIEL LGSR ENTWBRHBEICT AV Y by Z035E R
7T RFE L. ThHU Y ray ZIKEEIEREL 3,

¥ 7z, pwdFailureCountInterval DfEi23 101 OEEIE. BRAMIEER L U Tibi, REOFEERIILARE
SETICFHIFRR LI BENETHY VY P EINET,

FRELICRI L 728212, FRAEICEN S % & pwdFailureTime @ HE25HIBR X A, FRAERMEIED Y £y F X T,

77 4 M [0 TF,
9.5.1.4 pwdMaxRecordedFailure

LIAT @ OpenLDAP T, FRFFICHYIF % ¥ T pwdFailureTime B ERIEME N, FFED T Y M VITK
& O pwdFailureTime BN HREINZ ZE TYRATL2OEEICEELMIET DY E L, Z I T,
pwdMaxRecordedFailure 4 7> a Y28 A X, 1 DD —HF—x ¥ bV IZREEI NS pwdFailure JEE D&
RKOEHHRTES X512 F L7

pwdMaxRecordedFailure DEAFE XN TWRWEED, 77 4L MEX [5) TF, %7/, pwdMaxFailure

X O PNIWEDPREZIN TV B5E. pwdMaxFailure DfE) pwdMaxRecordedFailure DY L THFbNE T,

9.5.1.5 pwdLockoutDuration

THUY IRy 7EINTHrE, 7TAhHVY buy 23RREIN S FTORME #) 215E L 3, pwdLockout-
Duration DfEA T0), b LWEREINTVWARWES, 7Hhv >y tay ZIZEEINCHERINT, BEENT
AU v ruy 7 BERICHERT 2DERH D F3,

9.5.2 N7 — RFEZHIR

NRYT— FRY S —DRRY — FERIREE T X — X —ZFHA L £ 3,
9.5.2.1 pwdMaxAge

N7 — ROBEMHE 7)) 2EELE T, 10 2HEELLGEEIRAY — FOEMHBIIERR 2 b £3,
77 3V MEWK T0] T,

pwdMaxAge {2 1 U LDEEZRET 2 &, 2—F —DPRFEICRAY — FELHELLRRIDBL—F - PU R
@ pwdChangedTime JEMEICALER XN F 3§, pwdChangedTime JEMEICELER X N7z R%NZ, pwdMaxAge(®) % &
LWL THNRY — FAFERZHE e LThbh 3,

pwdChangedTime BHHIZLIFOEHTL—F —2 > MV ICEEREINE T,
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o pwdMaxAge JEHIZ 1 DLEDEZERE L7221, userPassword B2 B2 —F — > MY 2ER L2
Ha

» pwdMaxAge JEMEIZ 1 L EDEZFRE LIS, BICEREINATVWEILI—F -2 PV DAY —F%
BHL5E

pwdMaxAge % 1 DL RIZERE T 21D 5 LDAP IKEHF SN TV —F -2 ¥ P VIZOVWTIE, MTFownwsh
%5173 % £ T pwdChangedTime JEBED BRI NS, KAV — ROEMIARIHEH I ER A,

s I—H—DRAV—-FELET 3
o 2—#—x > b VIZ pwdChangedTime J& % EBINT 2

pwdChangedTime B2 IRNIC 2 —F —x > F VICEMT 2 FIEZHHL 3,

pwdChangedTime JE: %2 ZEH T 572D LDIF 7 7 A VEER L £ 3,

dn: uid=username,ou=Users,dc=example,dc=com
changetype: modify

replace: pwdChangedTime

pwdChangedTime: 20190724150133Z

pwdChangedTime (X, GeneralizedTime %! & FFEN 2 XK T UTC DIFLITREK S N7 CFHIT, mEDOF
2 1Z) TRHLD X9,

T, ldapmodify 2~ > KT LDIF 7 — X 2 &L 7,
# /opt/osstech/bin/ldapmodify \

-x \

=W\

-D cn=admin,dc=example,dc=com \

-e relax \

-f pwdchanged.1ldif \

OB LT, LUTRD 2 SOFENIDETT,

 pwdChangedTime J& 1% OpenLDAP O NEEMED 720, -D * 7> a VICHET 2 BEF I LT
manage RIS XN TV R HEDDH D £F, slapd.conf 7 7 £ )LD rootdn ITHEE L1z 2—F—, B
L <X ACL #&%7ET manage] HEPTEE XN TV S L —% —D A pwdChangedTime JE AT R]GET
3, Twrite) HTIINEEEZEHTEIEA,

e ldapmodify & 7> a »iZ T-erelax] A 7> a Y BIRBETT,
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9.5.2.2 pwdMinAge

NRAT — FOEFEZ M () 2F8ELET, [0 2HELLGAREELAEHMIERT O TFEA, X
U — FOLE P A2RIT LT, 2—F—PR2AT — REEEP T O DIBT I 2 e AT E,
NRAY— FEFEEEREEZET 2 2 LD 3,

77 3L MEWK 101 T,

AT A== T UEDEZRET 2 . HRICSKRAT— F2EBLERLR 22— -2 P YD
pwdChangedTime & I1CFE8k X % §, pwdChangedTime JE M D& pwdMaxAge JE % % E L7255
LT3,

9.5.2.3 pwdExpireWarning

R — ROHIRYINOHEFESHIM ) ZHEELE T, 100 ZIEELLHERESEIRRINERA, B
HX v —V3HRYIN 1 HEEFTRRENE T,

77 4V MEE 101 TT,

AHEHEIE BIND BKIIIFIZ LDAP 794 7Y MZX v =Y 2R IEET T, HEIC 2 —F —IcHiMEE
Ry —=I%FRTENEIDIILDAP 2547 2 FOFEREITKEFEL £3,

9.5.2.4 pwdGraceAuthnLimit

HIRREIN AT — NIZ X 2383E (BIND) OFAMFEEZEEL £3, 0 ZHELLHE. BTE&RToh
FHA, SR T — FOHARD TN 721412 BIND 53 Z @ [EEDL RS % £, BIND A (Password expired) &
”hET,

77 4V MHEIZ 0 TT,

9.5.3 N7 — RFEERDEEIRE

NAY — PEBROBEMREICHEL 27 X -2 —2HAL £7,

9.5.3.1 pwdCheckQuality

NAY7 — FOBEREOAIL - HIHLEZIREL T, REME LTUTOHEZIEETE X,
o 0: BE L2\ (77 4V M)

o 1: AT %, MANTAJRERGEIIIMET TICZITANS
o 2: MET 5, MENTARERGAICIEZ I —2T 5
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NRYT— RFOEEFIHEE LT, RO 2EEIH D 5,

1. 754 7> MAIT TuserPassword JE&1% ) DfE% R L 1dapmodify 72 ¥ CIEMEDE R B EH T 5 Hik
2. 7747 Ml & Password modify operation) 12X DFEX AV — NEXEFL, —"—flIT Ny
¥ 24t LT userPassword J& M 1CH&#1 3 3 ik

MEENAARERG S & 1 OFIEEHWTIZ 54 7> MIITARRAY — FXXFHN Ry ¥ 2{LFEADEGE
WHRELET, ZOHE. —"—lITIIITCORRY — RXFFEES NN, 2T — FOREZRE
TZXFEHA,

9.5.3.2 pwdMinLength

NRAY — FOBRNXFRERELE T, (00 2HELLHBE. BN XFROFIRIIITRbEE A, Tpwd-
CheckQuality ] 85 X —X—fEH 2] F72i3 1) OBEDAHAERNERD FF,

77 3V MEWK T0] T,

9.5.3.3 pwdMaxLength

NRAT— RORARLTRERELET, HERELAZVES., RAXTFROHRITRbAEEA. pwd-
CheckQuality ] 28T X — X —DfEA 12) £72i% 1) OBEOABEMERD T,

F7 40 MEIZIEEEL T,

9.5.3.4 pwdInHistory

RRAY — FBEFRFBEIRELE T, 21— —DER LAY — 2 —F - ¥ bV D pwdHistory /&
P12 pwdInHistory IZH6E L 72 B E THREI N, RRATV—FER LTFzv 7 3NhET, [0 2IHELE
FIARY — FEBEZGERL EE A,

77 4V MEEZ [0 TY,
9.5.3.5 pwdCheckModule

OSSTech it OpenLDAP IZIFILIR X Nz ATV — R EF = v 7 EY a —ADFEMIhTED, LIFNOFIET
FIHPREE 72 D £5

1. LDAPDIT ®8RA V= FRY =2 PV TOEMEZEML $£3, (pwdCheckModule & pwd-
CheckQuality JE 11X, BEFTHREFRATHIUIE SR TILEI W)
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objectClass: pwdPolicyChecker
pwdCheckModule: ppolicy-pwdcheck.la
pwdCheckQuality: 2

2. ppolicy-pwdcheck H OBRIEAR 2% EL £3, ((FE)

# echo 'PPOLICY_PWDCHECK_COMPLEX=2' >> /opt/osstech/etc/sysconfig/slapd
# systemctl restart osstech-slapd

RAT—FEF v 7EFY 22—, slapd BEIFRFORREZMCHIEITE 23, UNOERBREREIHEX
NTWETDT, /opt/osstech/etc/sysconfig/slapd 7 7 A MIZERE L TL 72X W,

o BRIRZAH(4: PPOLICY_PWDCHECK_INTERNAL
- BEEME : 1 CBR)
- WD RRAY — FBEF = v ZHRERFHT 208502 R ELET, 0 HRET 3 L EMb, =
N oBETEIM LI E T,
o BRIBZE#: PPOLICY_PWDCHECK_MIN_LENGTH (IH4: PPOLICY_PWDCHECK_LENGTH )

- BEEfE 6
- MRV —FORIICERZINIZBNDORE (N1 M) ZRELE T, IRIDENASRT— T
CERIORCY g 3 PN

o BRIREH4: PPOLICY_PWDCHECK_MAX_LENGTH
— BEEME © 0 EHIFR)
- RNRATV—FORIRXEREINZIFERKOEX (N M) 2RELE T, ThX DRV 27— RiZ
BRI ET,
o BRIRAH4: PPOLICY_PWDCHECK_COMPLEX
- BEM 3
- RRAY— FIZEENLZXFEOBIIKD NI R/NORERELFT, TRIDDRVBOFHE
LD EEROARRAY = RIEEINE T, HXFORF - MNCFERIOELE L Tibh g3,
o BRIFZEH#: PPOLICY_PWDCHECK_ALPHABET
- BUEME 0
- RRAT— RREENZELTFORIIKRD LN IR NORERELET. THEDDRVEBDHE T
L EFERWAZY — FIERINE T,
o BRIBZAM4: PPOLICY_PWDCHECK_UPPER
- BEM 1 0
- RAT— RZEENZERLFORIIKRD LN/ NOBERELE T, IhLE D DRVEDIEK
NEZLDPEERWARAY— FIERXNET,
o BRIRZAH4: PPOLICY_PWDCHECK_LOWER
- BEM: 0
- RRAT— RREENDHNLFORIKRD LN/ NORERELE T, THXDDRVEDHE/)N
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KXFELDPEERWAZAT— RIFESE SN E T,
o BRIFEEH A PPOLICY_PWDCHECK_DIGIT
- BUEME : 0
- RRAYV— RCEBENIBFORIIKD NI NOBERELET, I DDRVBOKF LD
BERVARRY — NIIERINE T,
o BRIBZAH4: PPOLICY_PWDCHECK_SYMBOL
- BUEM 1 0
- RRAV—RZBENIHLETORIIKD NI NOBERELE T, N DDRVEOLE Ly
BEROARRY - MIFEGINET,
o BRIFZE#%: PPOLICY_PWDCHECK_HAS_NO_ID
- BUEME: 0
-0 XD REVEBHEZRE LGS, 2V —EDEENL A7 - FIFEGINET, AT —
FAEENROD L —%—D DN ® RDN 1 —H - LTF =z v ZIHbhET, "RV - FIZE
ENDZ LY —HDORLE - MFEERNENTF v 7 ZNET,
o BRIRAH4: PPOLICY_PWDCHECK_COMMAND
- BUEME: 7L
- FEMRRECHEITERVWARRY - FORELEF 2 v 7T 500N a~ Y FERELLVWEAIC
FHLET, EELZa~Y R2LDNEE S L IIREINH LW AR Y — KOFFA] - 5524
TFLET, avY N Zavx Y R4 VBl BEETZIITEERA,
¥ ATV FANDAS]
CKEHE AT AT — FEFENRO LDAP > + VY 04 (DN) & SUT3F, H LW
U—RFeBITXFEEL LT,
* AvY FLS5DHN
- R — ROBREICHEIEVEEE TOK) 25 WiE, TOK: [ERED XTSI %IBLTKL
7EEW,
- ME»D 25813 DA OEEOFY| (FEONE) ZIRL TS W, a<vY FO
BT a—RidmHIhEs,

9.5.4 £t
ZOMD T R =R —IZDONTHIAL E5,
9.5.4.1 pwdAllowUserChange

I—HP Ik B AV — REBEOHA - RIEEIETE LT, i EMHEIZIX TTRUE] » IFALSE] #$EEL £,
TRUEJ 32— % =12 X212V — FEHEZHFA[TE L 2EKLE T,

57 %)L MHZ TTRUE] T,
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9.5.4.2 pwdMustChange

BHECLZ RV —-FVty ME BHIO BIND ERICNSRAY — FOEBEEZLHEE T50E 5 2HEL %
¥, &EMEE LT ITRUE] % TFALSE| Zf8E T& %¥, TRUE] ZRE LG, SRV — NEENER
ENET,

77 %)L M#Z TFALSE] TY,
9.5.4.3 pwdSafeModify

NRAY — FEBRFICEEFRTONSAY — FOANDBRELARENEEL 3, sEEY LTITRUE] % FALSE |
ZIEETEE T, TRUE] ZFELLEE. ZHEAD AV — FOANDPERINE T,

57 )L MHElZ TFALSE] T3,

9.6 7hv> Ay IDERICOWVWT

I — — OFBFFRHICRIDE D IR I N 255G, BYNCT AU Y bRy 72175 28 TRV — ROKRY H K#E
ERICHIRDPEONE T, 72720, 7HU0 Y buy 7OREERZ I 472 MSRAIT 5 Z ik, WEEFICAE
RIERE 522 2205, BARHIZ L - —F AV - FZ2HEZATVWAREL YAV bay
TENTOVBIREN I 7472 FZRFDBODPRNWZEDPEELVE VWL ET,

9.6.1 ppolicy_use_lockout # > 3>

slapd.conf 7 7 A JL"C pplicy_use_lockout + 7> a > % Ton) WZ&KET 5. BINDFHZT AU Y huy 7ds
fibNBEICLDAP 7 94 7 M7 AUy bay 70— 2R TEEEEMELE T, 20—
WED7Avrbry 73RN TWEZeDHAEICKR S0, IEESN2—%— (DN) BZFET LI ik
D, BEODZWEMDP -V —DIFEEMRICHATEE T, Lo T, TREZKD & OBl 2T
SIRIERETEF 2 ) 74 ZEMATIHEITUE. AT X=X —IFHEMILRNTLZE N,

ABEAINC, 7HY Y bay ZBESELCHIEL TV S 2 L 2HRT 2 HACIEHME ST A =% —
<7,

9.6.2 7hvr Oy VRREDERSE

slapd.conf 7 7 4 JLiZ Tppolicy_use_lockout| #* 7> 2 b L7235 TH, Linux KR bAdr 7' VI
WKE7Av >y bay 2T 22Xy t—Y 3 RRENERA, THET—N—DEFa2 VT4 ZALXEST
HOEERE Ko TVWET,

TATY bRy ZHPTROLATVE Y S 2R L2 WEE, 1dapsearch 2 <Y R TEY L —F—DT Y bV
TH#AEL. T-eppolicy] A 7> ar2MNE5L%F, ZEL—F—D7 AV Y by Z7ZRTVWIHAE, XD
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FZATHI D X 512 TAccount locked] DX vt —IWfFEXNE T,

# /opt/osstech/bin/ldapsearch \
-x \
=W\
-D cn=admin,dc=example,dc=com \
-e ppolicy \

Enter LDAP Password: s*x*x*xx (IELULV/YRT—R)
ldap_bind: Invalid credentials(49); Account locked

;

9.6.3 MDONRXT—FRVS—ICEMLTWBIRETOTHV OV Y

R — K OE MR TV 3 IRAET pwdMaxFailure THEE L 72 BEZ T RIER ARV — REANT S
E7hvrybuy ZIREe D $£9, FGRERMERNCOVWTIE, UTFOZEEe b $73,

o RRY— ROEMARPYINIARET, 2D, 7H VY bay 7 INTORWIKEOSE, IELWVWSX
U — REANT 2 LEERMERNE Y £y PN ET,

o XA — ROEMPARPUINIZREET, 2O, 7HV Y bRy 7 IR TVWRREOEHE, IELWVW IR
7 — R AN LU THEEERBEEII Y £y P ENER A,

9.7 7hor Oy Y DiER

FRLIERE L CTRBML Y vy biay 2 XNBEIC, vy ZRERT 3 HEZHAL T,
ThUrray ZOERAEL LT, UTD320HERHH £3,
1. —ERERERICHEFIRIC Y Yy ray 7 R2RRT 3

2. Z—HF—DNRRY— FELET 3
3. AP —LY MVIZEETNBT AV bay ZIREDEEHEZHIRT 3

9.7.1 —ERMEBRICEBNICT AV FOY I ZMRIFTS

lpwdLockoutDuration| B 7 > > oy ZfE#RE COREZHREL 3,

9.72 A—H—DNRT—FZEETB

EHENL—F DAY —F2ZEETZ LT, BN AV Y b ay ZHRRENE T, SRAT— L
21X Idappasswd 2~ > R EHBEAL 3,
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9.73 A=Y —IVFVICEFNB3T7HV > Oy IREDEEZHIRT S

TAVY IRy 7END L, FZYL—F—DT Y+ VIZ TpwdAccountLockedTime| & W5 BB RFES 1
¥9, CORMICE T AV hny Z SHERZIDEREATWE S, ZOBENZHIBRS 5 Z & T, il
W7Avybay 7 R@RTEEd, HIFROFIHIILLTO®ED T3,

7% 21— — D pwdAccountLockedTime J& % HlIFR 3 2 NE D LDIF 7 7 A LV ZAER L £3, dn DIEIZIE.
FY =P —D dn ZEEL TSI W,

dn: uid=username,ou=Users,dc=example,dc=com
changetype: modify
delete: pwdAccountLockedTime

ldapmodify =2~ > FTIE L7z LDIF Z#H L %5,
# /opt/osstech/bin/ldapmodify \

-x \

=W\

-D cn=admin,dc=example,dc=com \

-f LDIF 7 7 ’f)lx \

Enter LDAP Password: **x*x*x* < admin D/NXTJ— R

. J

U EOBETCT AT v bay 7R E T,

Wz, 2—¥—x ¥ b VIZ pwdAccountLockedTime EHEZ HFRT 2 Z & T, FED L —F -2 BEHNIZT
AUy bvy 7 TEFET, pwdAccountLockedTime I21&7H v > + v v 7 I /=K%l % GeneralizedTime %!
(UTC) TRIFL %3

dn: uid=username,ou=Users,dc=example,dc=com
changetype: modify

add: pwdAccountLockedTime
pwdAccontLockedTime: 20190724173701Z

9.7.4 FREIXMEIHD VY FFE

pwdAccountLockedTime B #HIRT 2 Z 8 Tr AV Y by 7 OIREEIIRR I N E 35, FRAERMEEEH
¥#3 % pwdFailureTime JEMEITHIBR XN TV EE A, ZD728, pwdAccountLockedTime J& 1% % HIBR L 72 Ef%
W =PRI RS 5 b, AR D FIREBZ 2720, BUT AV Y bay 7 INET,

WLDE%E&IE&&% Vty FT357HI1213, /j_\'@h\j‘ﬂﬁ)o)ﬁéﬁz%??ﬁh\i?o

1. —ERREERICRIEAREEE VY T3
2. 7HU Y bay ZEBRBICIEL W SR Y — R CeRaRIc il 5 %
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3. pwdFailureTime B ZHIBR 5 %
9.7.4.1 —ERMEARISGEIXKEHZVEY TS

ThUrrry Z7D) -ty MEIZSH pwdMaxFailure THEE L 725BaE KM DAY — AN I A% T
Biatd., pwdFailureCountInterval EBHEZHREL 3., ZOBMEICIKFEIEEREE 2BV 2y bEINBEET
OHIE () ZIBELF T, 2D/, DITO &5 EELSFREMEREL T35

o pwdlLockoutDuration JEMETIEE LRI R U2, ZH & D b EWERHE
- —EREBEERICEEINC T A Y ba vy I BREREIN2RIC. pwdMaxFailure THE L 727235
KMEBGT D ASAT — R AN I RZFFAIS 578
e THUY Iuy ZRE SEMECLVEHINT AT Y bay R BT B &L D b RO
- BEEE X BEHN T AT ey ZEEREZIC. pwdMaxFailure THEE L 7ZeREE BB £ 5 D %
2T —RANIRAZHAT 5720

9.7427ho > Oy 7BBRBICIELWNR T — K TERIEICHKIIT

FH 22— —D DN Z{H o TIEL WA Y — FTREGE (BIND) 1213 % &, pwdFailureTime J& 1425 5 E11
0:%”%% h\ nuuﬂf%ﬂ&@?&ip Jytv b éhi j_o

9.7.4.3 pwdFailureTime Bz HIFR T3

EHFEIC KD pwdFailureTime B2 HIBR S 2 2 & ClEEEMER 2 VY P TE X3, ZOEME rootdn 12
fEESNT I DV b, manage HERRZFFO 7 w7 ¥+ 0 6 D AHIBRDAIRET S, 7z, HIFRKFIC relax rules
control ZI§E T2 RLERH D 7,

relax rules control DIFE S TEE LT, KD 2DODHFERH D £3,
1. -erelax 7> a3 Y TRIET 3854

RDONED LDIF 7 7 A VZER L E T, dnicid, &Y 2 —F—D dn ZIEELTLEZI W,

dn: uid=username,ou=Users,dc=example,dc=com
changetype: modify
delete: pwdFailureTime

ldapmodify @~ > FCLDIF Z#/H L £ ¥, ##H DN I12id rootdn O —¥ —7%>, manage HE%# 63 2 EHE
DDN ERIEEL, £ 7> a> LT lerelax) 2EEL 7,
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# /opt/osstech/bin/ldapmodify \
-x \
WA\
-D cn=admin,dc=example,dc=com \
-e relax \
-f LDIF 7 71JL \

2. LDIF (< relax rules control Z$6E 3 258

RDONED LDIF 7 7 A VZER L E T, dniTid, &Y —F—D dn ZIEELTLEI W,

dn: uid=username,ou=Users,dc=example,dc=com
control: 1.3.6.1.4.1.4203.666.5.12
changetype: modify

delete: pwdFailureTime

ldapmodify 2~ > F-C LDIF Z#MH L ¥ 3, ##tH DN 121 rootdn ® L —4 —2>, manage t#%2H 3 2 EHH
D DN ZfHEL X,

# /opt/osstech/bin/ldapmodify \
-x \
W\
-D cn=admin,dc=example,dc=com \
-f LDIF Z71JL \

9.7.5 NRT—FRERIVI—L ARV XFHH

OpenLDAP TRV — KRV ¥ —2H ML 75HEIT. OpenLDAP H— 8 =238 L R K ¥ 2D W TR
LE7,

OpenL.DAP @ ppolicy 2R3 5% 2 > b 1 —1dD LDAP Control Type & 11.3.6.1.4.1.42.2.27.85.1) &= h &
T, WAV —FRRY = 1AL T BIND IKEMLAHZED L ZAR Y RZWNd (nvalid credentials(49) |
YD ET, LRORIC, ERZAT— FRY ¥ —IEK L7255 D LDAP Control Value #3¢ L £ 3,

T 7 —DFHA Eay ta—n

FORIE R IR L

RRA7 — FREWVIC & 2 FRERK ®mL

N2 — RERIERTIH error: passwordExpired(0)
ThAU Ry 77U b error: accountLocked(1)

REla 74 YD AT — REEME  error:changeAfterReset(2)
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9.7.6 ppolicy_hash_cleartext # 7> 3>

LDAP @ Password modify extended operation(ldappasswd @ 5 3) I > TRV — F2ZEHE S % . LDAP
B — N—fl|C slapd.conf 7 7 £ LD password-hash 8T XA =X —ZFKE LTz Ny 27 ATV XLEZFHL
T userPassword JEMEIC VAT — REFFAL 3,

—77. LDAP O add ® modify &\ o 7zili% D LDAP BE#H Y 7 =X T & D userPassword ZZE 3 255
LDAP H—N—{ll3 X2V — FIERIIEL AT — R TH->TdDZDE % userPassword BIEICHRTFEL 55
DX IITEXRAY — F2RHEE L T add % modify 23177 b7zHE1C, LDAP H— N—{{ITRHINC ¢ R
T— FDAE BN Y ¥ 2t LTRIET 272004 7> a > ppolicy_hash_cleartext /87 X — & —
T3,

[ppolicy_hash_cleartext on ]

LREDOEIICZDNT A= =% oniTFT 5 Z & TEX AT — K& HEINIC password-hash /$F X — & —{Z
BEEINZANAY T a7 T Y XL TEHL T userPassword JEMEICIRTE T 2 HEBEME IR D £,

7272 L. ZOEIEIZ LDAP Otk LIZ@ED o TwiR Wiz, EXRAT—REEEFE L7 747 > M,
userPassword JEMEIZEX SRR Y — KW A5 TW0WE Z e ZELTEEL TWAABEMSH D, 77V r—> =3
VORI AREARFRETAARME S DD T, Lih->T, KX 7Y a VAT 25E81F, on ICRERK.
PNRAY — FEFAFESEIC B W T REMEMGEEZ Ef L THORMA L T2 & W,
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[10 OpenLDAP psync € a—IJL

psync € 2 —Lid, OSSTech A3 %E L 7z OpenLDAP & Active Directory O L — — D 27 — ¥ % HEJHNC
AT 2720DEFEY 2 —LTF, 2—¥—%F—¥ LT, OpenLDAP Il TD 27 — FZH, Active Directory
fIcoRRY — FEHEZFL 29

REY 2 —DEEEFOHIFIE LT, LDAP AL — 79— N—21FET 2568, KT 2 — L Z2@HYNICHHAT
XFHA, BT LDAP v AKX —H—N—DADHERTZHHL Z X W,

10.1 Fau#(H

AREY 2=V EFHT 2B, Active Directory ¥ — N—IZEY 2 — VEZBIMT 2 0B EH D FHA, Ly
L. Active Directory % — 3—IZ LDAP ¥ — N—% 5 LDAPS(636/TCP) R— MEHT SR T — NEHT 57
. LDAPS @IS % 7] § % 729IZ Active Directory ¥ — N—1ZH — N—GEHE O E. b U  IZFEHHEHRE
DEADBRBEL D FF,

10.2 psync €2 a2 —JLDRE

psync £ 2 — Lid OSSTech ik OpenLDAP @ rpm Sy 7 —JICEEFNTVE T, XOFIETHEL T
ISAAN

psync (& %27 — K O[FHNLET LDAP O userPassword J& % EH 5 212, global 74 L 7 7 4 TICEE
S 7z password-hash /S 7 X — X —I2fE - TEIEL £ 9, password-hash /85 X — X =25 E SN TR
&, 774 b2 LT {SSHA} (Salt & SHA-1) ¥ LTy ¥ 2t fiabir g 3,

psync EY 2 — i, RO I X=X —HEEhTVET,

* psync-uri
— Active Directory #— 3—® LDAP URI Z#5&E L $9, £7F Idaps:// ® URI ZHE L 3
* psync-binddn
— Active Directory IZ##i 3 2 FEOEHE D DN ZHE L £35,
* psync-credentials
— psync-binddn {ZHEE L7z DN O SRV — FREXTHREL T,
* psync-searchbase
— Active Directory FORIEINR L —H — 2K 3 2D LDAP O search base ZHE L £7,
e psync-userkey(#4 7> a )
— OpenLDAP DN RO L —H -2 KT 2D 21— —0D RDN OEMAZRREL $73,
- 774V MEZ Tuid) TT,

FRROBENRT X =R —FRENR L —F — W I N T W3 database T 4 L 27 7 4 THICE#EH L T35,

59



© 0SSTech

slapd.conf 7 7 A VD EREMDHREN ZRL X5
moduleload psync
overlay psync

aééabase mdb

psync-uri ldaps://ad1.example.com/

psync-binddn "cn=Administrator,cn=Users,dc=example,dc=com”
psync-credentials "adminpassword”

psync-searchbase "CN=Users,dc=example,dc=com”

psync € 2 — /L% syncprov Y 2 — L ARHCHIH S 2356, HEABEOBE{R T, overlay syncprov DFE
X D BRI overlay psync ZFLH L TLZ&E W, F/o, D overlay d & 2356, —&FKIRIC overlay psync %
FLEL LT Z&E W,

10.3 Active Directory #—/\—®H—/N\—JEEAZDEE

psync E ¥ 2 — L Cld, OpenLDAP | T8 27 — FZEHEAFEA L 72BRIZ. Active Directory # — N — 0
LDAPS(636/TCP) £ — } 2 LDAP 71 k 2L CAR Y — REFEREFRVE S, = OFIC TLS HEgo 7
®. Active Directory D% — N—FEAZEOBEELTRDIE T,

L 72735 T, Active Directory ¥ — N —® # — N —ZFEHE % /etc/openldap/ldap.conf @ TLS_CACERTDIR D
T4V 27 FVICHET 5%, b LI TLS_CACERT ICHEE SN/ 7 7 A MY — AN —FEHEONEZ ED 5
RENRDHD FT,

[TLS_CACERTDIR /etc/openldap/certs ]

10.4 OJERTE

psync EY 2 —r D 73, loglevel 12 0x10000 Z3EN1S % Z & T slapd 2> & syslog IZELFRDMTRDNE T,

[loglevel stats 0x10000 ]
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(11 LDAP 4 —/\— ;&3

11.1 —EZ0ieH - FiE

11.1.1 LDAP B —EX %8 3 FIE

root T—H —TLDAP #—N—iZn 4 YL, R—IFILTROaA~xy FEFETLTLIEX W,

[# systemctl start osstech-slapd

RDa< > FT Active DA active(running) | ¥ 722 Z ¥ ZHERL £ 3

# systemctl status osstech-slapd
@ slapd.service - 0SSTech OpenLDAP Server
Loaded: loaded (/usr/lib/systemd/system/slapd.service; enabled;
vendor preset: disabled)
Active: active (running) since 7K 2019-07-24 15:46:53 JST; 10s ago
Main PID: 12387 (slapd)

.

11.1.2 LDAP —EX%Z{FLL T 3 FIE

root T—HF —TLDAP ¥ —nN—iZa 74 L, E—IFILTROATY REFETLTLIEE N,

[# systemctl stop osstech-slapd

KD a< > FT Active DHiAS lnactive(dead)] 12722 Z & BHER L £ 3,

# systemctl status osstech-slapd
@ slapd.service - 0SSTech OpenlLDAP Server

Loaded: loaded (/usr/lib/systemd/system/slapd.service; enabled;
vendor preset: disabled)

Active: inactive (dead) since 7K 2019-07-24 15:49:07 JST; 4s ago

11.1.3 LDAP —EX =BT 3FIE

root T—H¥ —TLDAP % —nN—iZn 74 YL, XR—IFILTROaA~vY REFETLTLIEX W,

[# systemctl restart osstech-slapd

Active DffiAY Tactive(running) | 12723 Z & ZHERL £ 5.
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# systemctl status osstech-slapd
@ slapd.service - 0SSTech OpenLDAP Server

Loaded: loaded (/usr/lib/systemd/system/slapd.service; enabled;
vendor preset: disabled)

Active: active (running) since 7K 2019-07-24 15:50:40 JST; 5s ago

11.1.4 LDAP B —E XDR{TRR =R T 3 FIE

root T—H —TLDAP #—n~"—iZu2’f YL, X—IFLTROaA<Y FEERITLTLIEE W,

[# systemctl status osstech-slapd

LDAP #— U 20 EEI L TV 254, Active DFHIC Tactive(running)] DX v —IBRREINE T,

# systemctl status osstech-slapd
@ slapd.service - 0SSTech OpenLDAP Server

Loaded: loaded (/usr/lib/systemd/system/slapd.service; enabled;
vendor preset: disabled)

Active: active (running) since 7K 2019-07-24 15:46:53 JST; 10s ago
Main PID: 12387 (slapd)

.

%72, LDAP ¥ — A pgrep 2~ > N TR T 2 &\ slapd "B L ADRRDETRRINET,

# pgrep -a slapd
889 /opt/osstech/sbin/slapd -d none -f /opt/osstech/etc/openldap/slapd.conf ...

LDAP ¥ — EZ2DMEIE L TWBE5E. Active DRIZ Tnactive(dead) ] DX v —IBFRREINE T,

# systemctl status osstech-slapd
@ slapd.service - 0SSTech OpenLDAP Server

Loaded: loaded (/usr/lib/systemd/system/slapd.service; enabled;
vendor preset: disabled)

Active: inactive (dead) since 7K 2019-07-24 15:49:07 JST; 4s ago

11.1.5 LDAP #—E X & HEhi{cE I 3% E

OS EFRHIC LDAP % — E A HECEFI T 272012, UMFDa~xy FE2ETLET,

[# systemctl enable slapd

HENEE D RE SN TV 2R L2 WRHE, UIFDa~ Y F2EITLE T,
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# systemctl is-enabled slapd
enabled

e lenabled ... BHEEBIDER
o [disabled] ... HEEHHER)

HEjREZEINCLI2Vwe 2k, UToa~x Y FEEITLET,

[# systemctl disable slapd ]

11.2 A—HY -T2 JDNRT—FEE

LDAP IZEHREN TV A EHAMBUEHAOZY PV, JISAT 420 0EHHAOTZY YDA — K
FEET 285, ldappasswd 2 <Y R TTRVE T,
# /opt/osstech/bin/ldappasswd \

-H ldaps://<ERX &> \

-x \

W\

-D <EBETYRYDDN> \

-S \

<EERRI > LD DN> \
New password: <ZEEXRI> LJUDFLWANRT—R%ZEAI>
Re-enter new password: <ZEXNRI > FJDFHLWINZRT— Rz AT>
Enter LDAP Password: <EEHEI> MJD/NIXT—R%ZAS>

. J

MEHHT Y YO DNNIZ/SRAY — ROEHHEEFFD LDAP A > b U (fl: cn=admin,dc=example,dc=com)
PIRELET,

ZEHENRIT Y R YD DN #PINRAT — FEEWNRLZY YO DN ZEELET,

11.3 OJ8RTE

OpenLDAP 3 B35 Z#{ SLAPD_DEBUG_LEVEL XD En X vt —I% journald AL ET, nrL~iL
REET BIIIREER T 7 £ )L /opt/osstech/etc/sysconfig/slapd @ SLAPD_DEBUG_LEVEL ZLLR®
F—U—FE2HAEOETHELET, B LLOBLEMIX Tstats) T,

g LoL Bk

trace BB LD b L — R
args R hL—2R
conns axryarvEHEoOn s
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gL Bk

filter MR 7 4 LR —HD 1 7

config RET 7 A NDfEt a7

ACL 7k ZRaryira—ronr

stats Eikd, VX rou s

stats2 47 Y PIHLTRELZY FVDR Sy

parse SANW) Siio)=4

sync HEILE O v 7

none 07 L AOUCBfRR S Rl X N 3 EE R v DA L
any BTOR T LRSS

BROn Z7OMRELRLEZVESIZ, BBOX—V—F% , KUIDTIRELET, 7272 L. OpenLDAP O
stats wmnm;samci TNy 7GRN LRV TEL ou ZH &S, LDAP % — ' X DR
WKORD B0, BEERETZ2HEEIDH D FHA,

11.3.1 systemd-journald IC& 2 OJ W HRE

OSSTech it OpenL.DAP 2.5 @ slapd 17 7 # /L T, systemd-journald i2v 7% 7 U ¥ 3, slpad 257 L
720 271 journalctl 2% > FCHERTE %3,

[# journalctl -u slapd ]

FRTHuS @Fa'ﬂlz“ A EHELEWEEIE, “S” AT a v THARIEEL T, BRT 50 DK TR
PIRELEWVWESZ. “U 7> a v CHAZIEEL T,

[# journalctl -u slapd -S "2022-06-01 00:00:00" -U "2022-06-30 00:00:00" ]

VTZARA LIRS0 72 R L WEEIE-f 4 T a v EEELET,

[# journalctl -f -u slapd ]

systemd-journald TEEERE N7z 1 ZWE RHEL @7 7 4 )L bRETIEX EY 7 7 £ LT X7 4 (frun/log/journal)
LifRfFEh 370, OS OFEECE D KbILET,

0S A4 ¥ & b — )LD journald DFKETIX. fetc/systemd/journald.conf @ Storage /%5 X — R — 73 auto % 7E
N TW3728, journald TSR L7202 7 7 A L2 LTHRET 272012, v R EFEHT4 L2 0%
FERR LT 72& W0,

L. e Z7oREHRT 4 L2 b Y Z/ERRL 55
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[# mkdir /var/log/journal ]

2. systemd-journald ¥ —E RO FEEN & KM E L a~v Y FEFTLET,

# systemctl restart systemd-journald
# journalctl --flush

K EDFEICE D, systemd-journald @ & 7 A3k KN FLER I L E T,

systemd-journald D 2 Z3—ED RV A XET@BEOR T2 RELET, 774V MATIEw 7 RET 7 4
WS AT LD 10%, B LLIERAK4GB $TOR T ZRFLE T,

REFET 20 70RKYA XE2EEHLZWEE., fetc/systemd/journald.conf 7 7 4 /LD “SystemMaxUse” /3 5
RA—=R—BRELET,

TRLE. B 7 RIFORAKY 4 X% 6GB LiET 2HTT,

SystemMaxUse=6G

FE L0 TIRERB ORI 4 X1d. systemd-journald DEBFRED X v £ —JDI2EFTh E T,

Jun 30 06:22:22 ldap1.example.com systemd-journald[759]: System Journal
(/var/log/journal/@d2209de@fc5418ea4610776eb723541) is 16.0M, max 6.0G, 5.9G fre
e.

2. systemd-journald D v ZIZiE. slapd DADMOY —L2Du b EFENE Z L ICFERELTLIEI W,

systemd-journald 2SBIERTE L TV 5 1 7 OAE R, journaletl 2~ > N THERAIRET T,

# journalctl --disk-usage
Archived and active journals take up 16.0M in the file system.

11.3.2 rsyslog IC & 2OV RFHRE

PERD B D syslog TER D v 72 R1FE L 720G, systemd-journald 2° & syslog 120 7 2 H5iET 2 REZ LT
DFIETITVE T,

OSSTech ik OpenLDAP o1 277 > A VO N FEZFREL T, WD T 7 x4 M lvar/loglosstech/l-
dap.log)] &Zm-oTWET,

# cd /opt/osstech/etc/rsyslog.d/
# cp .slapd.conf slapd.conf
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rsyslog % — U X ZHiEE L £ 3,

[# systemctl restart rsyslog

11.3.3 syslog I & 3 OJERE

syslog ZFIJA L Ta 7 %MD syslog ¥ — N—IZHE L2 WIHBE. 3. syslog 2k s a7 RIFEZEFMTL
£9,

HWT,. /opt/osstech/etc/rsyslog.d/slapd.conf 7 7 A AMZa ZHRED =D DIFERBIL £3,

if ($programname startswith 'slapd') then {
action(type="omfile" file="/var/log/osstech/ldap.log")
action(type="omfwd"” Target="syslogl.example.com” Port="514" Protocol="tcp")
stop

3

o FEFEHNZ syslogl.example.com ¥ — 3N —\ 514/TCP T syslog #EE T 2R ETT, udp To iz
ET 255 op DD DIZ udp ZIEEL TL W,

e ldap.log 7 7 A LADEEBALERIGE, 1dap.log DIRERE Z 1T > TW3 action DITEHIFRL TL 72
S,

FETE T4, rsyslog b —E R EHEF L 3,

# systemctl restart rsyslog

11.3.4 syslog 7 72U 71 DEE

slapd 2’ NI T 20 7 E2RED syslog 7 7V T 4 ICEBETEFE T, ROFEMIE “locald” IZEE L TW
9,

[# echo 'SLAPD_SYSLOG_FACILITY=local4' >> /opt/osstech/etc/sysconfig/slapd ]

FESE T4, slapd ZHEREIL 3,

[# systemctl restart osstech-slapd ]
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11.3.5 O/ O0—5—F&E

systemd-journald 12 X 2 v ZH N ZFH L TV 258, v 7 OFEEGIRDOFREDAAET T A3, rsyslog 12X %
a WA DOGEFGIRH D 8 A, LDAP O v 7' % /var/log/osstech BL T IZRTE L TW 2 35E . osstech-base
R o — IR B Jopt/osstech/etc/logrotate.d/syslog 7 7 A Mz kX ba 2 m—F— DR 2 h 3,

BHECETORr -7 — FABRPRESINTVET,

NI A=K — ARE M

ALK 100 tHAY;
BgX4 327 #H AM3 KH

fopt/osstech/etc/logrotate.d/syslog 7 7 A V&2 FHT 2. KEDvZB—F— MEI SR NET,

11.3.6 LDAP O/ DRA

OpenLDAP @ Tstats) L~\)vdB Zid, ROFKX TSN, LDAPIZT 72 R$527 547 >+ Oz H
BTEET, (RZHKE, KRR M, Tat2H4EEELH6)

conn=1002 fd=13 ACCEPT from IP=127.0.0.1:57671 (IP=0.0.0.0:389)
conn=1002 op=0 BIND dn="cn=admin,dc=example,dc=com” method=128
conn=1002 op=0 BIND dn="cn=admin,dc=example,dc=com” mech=SIMPLE ssf=0
conn=1002 op=0 RESULT tag=97 err=0 text=

conn=1002 op=1 ADD dn="cn=user1,dc=example,dc=com”

UFo XS REmEastd,

LDAP 6t Dl %= ( conn=<#£#t 1D> )
LDAP ##tD 7 7 4 VEdib F&EF ( fd=<FD> )
LDAP #1E (V 7 =X b LAER) OFFIES ( op=<i®fE ID> )
LDAP 754 7> FDIP 7 FL A ( ACCEPT from IP=<IP 7 R L Z>:<iR— rFES>)
LDAP 7 5 4 7 > b O$fi1 —4% —d DN ( BIND dn="<DN>" )
LDAP #/EDfEjl
— $&f5t ( ACCEPT )
— FREE ( BIND )
- MZ ( SRCH )
— 3B/ ( ADD )
— ZFE (MOD )
— HIFR ( DEL )
- ZDIEH»
o LDAP #{EDHER Y LDAP =5 —a— F (RESULT ... err=<I5—I—FK>)
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- LDAP TS —a—F 0 BENEE®RT 3,
- MBHEROBEEIZT Y F VB ET. ( SEARCH RESULT ... nentries=<I> kU#>)

WHHERTHIRDE S Ln /palikdns Zehd b E9, Zhllton s Xy -y DgE 1Y R— MZBH
BRIV,

* connection_read(<&%S>): no connection!
e connection_write(<&ES>): no connection!
— LDAP = N—=HY Z LR M RILEZEZEL &5 & LT LDAP 7 5 4 7 > b 23BEIC LDAP
EfMEUM LT B RLE T,
- LDAP 7 54 7 » b BIER L FIETYIRAI 21770 o TOWRWEEICHRET 2 20D D £3,
- EEEMEDD £ A,

ron 7 3RABERAMRNAZEICEID $I0, N7+ - VAL EC TV LIARENEDLD D 3, 3
EIED DI 7 747 2 MlloY — B ZDINE - BRI ER 2T USER ZER L THVWEEA,

e connection_input: conn=<3#&#t ID> deferring operation: <fLIE%>
- VIR PRS2 ALy FOARRL TSN SIS ET,
- ALy FIZEEPTENIEZY Y 72X P OUINEE B DIThbIE T,
- BIETAFEERLE LTRDESRIDBEZLNET:
* HED LDAP 7 4 7 > b HMERENICKED LDAP V 7 = A + 2% 712855,
¥ T—RANR—ZRRA L —YDOAMIEL, WL v FERKHEGFZESA TV 55,
o INYIITYRE> <A VT v AT&ER>_candidates: (<BM%>) not indexed
- LDAP BB 7 4 VX — B INTEBWEDNA VT v 7 AR WG EIEEREh E T,
- AT I ZAPFATER VD, FIROBEVIATEERIC X 2MRNFEITENET,

11.3.7 LDAP OV D&ER

OpenLDAP Ti&, L7 —X vt —IPRMITONTELT, EXAvt—Yicn VEHombcHHATE %
F—U—FHREENTVERA,

—7. SLAPD_DEBUG_LEVEL=stats TEH L TW2HEE, #EV 72200 WA TREOREDF -7 — K
DEEND =D, TNOHDF—TV—FEEFRVEISIRAvE—IDBHIEINTVWEEEIL. =7—Xvt—
JORRENEDH D £,

<HBE> <KX F#> slapd[<PID>]: conn=<i&#: ID> fd=<FD> <#EHOT X vt—>
<BEp> <R 4> slapd[<PID>]: conn=<3&ft ID> op=<i@fE ID> <iREOJ X v E—>
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11.3.8 O X vt —< M Rate Limit S8 E DWW T

—EHEICKEOR I X v =Y PREHFEINZEES. v 7 H 12 AT % Rate Limit REXTHRbILTY
£,

LDAP #—N—Tld. ZED I 547V b oDT7 I RIZE - T, FIFPMRBFICAKBO O FHERIN S
BERDHYETDT, B A vt —IDREZH /- Rate Limit FHEZEIMLL THBL 2 2HEEL £ 7,

OSSTech it OpenLDAP v or—3 % 4 > A +—§ % &, Rate Limit &EHN M I N2 X 5 ITFRLDHRE
PITROATVET,

11.3.8.1 journald @ Rate Limit i&7&E

Bt 42 D OpenLDAP R v 7 — I %28 A L 72358, osstech-base »$ v 77— 12 & ¥ 11 % Jetc/systemd/jour-
nald.conf.d/osstech.conf 7 7 £ JLIZ, journald @ Rate Limit Z#ENL T 2RENE TN TVE T,

[Journal]
RateLimitIntervalSec=0

11.4 Ny o7v7

OSSTech it OpenLDAP O Ny 7 7 v Fid, BEMNEDO NNy 77 v T2 70 7+ THERICHISTE X7,

HH ABOEfE

Ny 7Ty TG LDAP %4 —N—® DIT IZEFRINTWBE LT — &

RET4 L2 MY /var/opt/osstech/backup/Idap

Ny 7T T T 74N dc=example,dc=com.1dif.gz (7 7 4 L4 1& LDAP O
DIT 12#25<)

Ny 7Ty THE HH AM 5 [ 30 &7

Ny 77y THRE 30 AR

OpenlLDAP DFEET7 7 A NKERBNY 727 v THRICEEFNTVERLADT, FIBEHEHELETAY 77 v
TEEMLTLIEEWN,

LDAP DNy 77 v 7227 1) 7 M, osstech-openldap-servers 2% v 7 — A4 ¥ A b —JUIRIZ, cron THH AM
51 30 MICEITEN B X512, fetc/cron.d/slapdbbackup 7 7 4 L& L TREINE T,

Ny 27y THIRORMZZHE L2 WEER. ZORET7 7 A VEEBELTLEE W,
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SHELL=/bin/sh
30 5 * x *x ldap test -x /opt/osstech/sbin/slapdbbackup &&
/opt/osstech/sbin/slapdbbackup (117TC)

Ny 727y TOWMRKEEEE L Z W E . /opt/osstech/etc/openldap/slapdbbackup.conf 7 7 A /L D
Mbackup_maxage| DEUEZZFH L TLIZE W,

backup_maxage="30"

11.4.1 WiredTiger X\w I I Y FTONY I 7 v THIE

WiredTiger /N v 27 L2 FTlX LDAP #— N—FR{#H1C slapcat 2~ > FIZ X %4 > 7 4 > TO LDIF OHIEH
TEFEHA, 2D, OSSTech DNy 77 v TR 7 Y 7 b TlX, WiredTiger N v 7 ¥ FRIFHDRRIC
1%, slapcat 2> Kb D i Idapsearch 2 <> RIZ Xk 22Ty bV OEIFEITRVE T,

Ny 77y FDT=®IZ 1dapsearch 2<% ¥ R T Y bV ZHUG 3 2812, 1dap = —¥ —#ERR T 1dapi:/// #EHT
LDAP 7 —&RIZ7 7t A LET,

Z D7z, WiredTiger Ny 7 > FRIFRHCHEIRNIC ANy 77 v F2EIET 5720, IR limit RE L 7 27
L AMEDFIE % slapd.conf 7 7 £ MBI L TL 72X W,
limits dn="gidNumber=55+uidNumber=55, cn=peercred, cn=external,cn=auth”
time=unlimited
size=unlimited

\ )

( \

access to *
by dn="gidNumber=55+uidNumber=55, cn=peercred, cn=external,cn=auth” read
by * break

B, L ED vidNumber & gidNumber (ZH57E U 72 8UH 55) 1&. LDAP ¥ — "—0D OS IC¥HF I Lz
ldap 2 —%—® UID/ GID DEZEEL TL 230, ZRFNDEDERIL id 2~ K TRIEET T,

# id ldap
uid=55(ldap) gid=55(1ldap) groups=55(ldap)

115 VRAF7

OpenLDAP @ 7 — &% /opt/osstech/var/lib/ldap IZDB 7 7 A L& L TIHRIFENTVWET, UL, k&
ERCWCEID TR T 7 ANADWIET 22 D3HD 3,

T—=R7 7 ANPBHELTL E o758 UFOTETHEIAL TS W,
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11.5.1 F—2ERICES LDAP 7F—42 DV +7

BB DY — N —RERRRE, FEEMNFEAE L7 LDAP — N— 35Nz, EHEICHE L TWwWa LDAP v 2 & —
P —N—FK o T\ BGE, EHEREEZFIH L CTERENFEELR LDAP 4 —N—0DF — X 2EIHTEE T,

HEHER FELLREL TV BRIRETHIUE., U FOFIET LDAP ¥ — X =HFAHT 3 Z ¥ THRHTD LDAP
F—RIZVAMNTTEET,

fEEAFEE U — N—0D LDAP 4 — ¥ X ZE L L5,

[# systemctl stop osstech-slapd ]

HEDTF—ZDONy 77 v TRBIBLTBE XY,

[# cp -rp /opt/osstech/var/lib/ldap /opt/osstech/var/lib/ldap-"~date +%Y%m%d" ]

BENBE LY —N—DF—X 7 7 A LEHIFRL. LDAP 3—E 2 &EEI L 3,

# rm -rf /opt/osstech/var/lib/ldap/*
# systemctl start osstech-slapd

VR 7FMREA LD £5,

FHEBIDAP #— =2 VR N7 L7ZLDAP H—N—DxY MY RHKT 22T, HHPETLTVWSZ
CERMERLTLEX W,

# /opt/osstech/bin/ldapsearch \
-h ldapl \
-x \
-W\
-D cn=admin,dc=example,dc=com \
-b dc=example,dc=com \
>ldap1.1ldif
Enter LDAP Password: ***xxx*x*
# /opt/osstech/bin/ldapsearch \
-h 1dap2 \
-x \
=W\
-D cn=admin,dc=example,dc=com \
-b dc=example,dc=com \
>ldap2.1dif
Enter LDAP Password: #****xxxxx
# diff -u ldapl.ldif ldap2.1dif

. J

Idapsearch a3~ > FdD -D A 7> a2 i3, LDAP EEMHT>Y VD DN 2f8EL £7,
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RAT—RFANERDLENFEFTDT, -DAFL aIHRELLEHHZY FYVDARRY—F2AHNLE T,

T M VEIC X o TIZ LDAP 7 — X DEHME T 5 2 T TE DML 2D T3

1152 N9 IT7YvTIT7AUNDSDITIIRT

TILF T RARX RO DY — N—TREENEEL T - KX E2EHTERVWGEER, Y 7ILEROEEIC
3. N9 T2 T7 9T T2 ANALEDTINY R TIZL S LDAP 7 — X DEHETRWET,

FIEIICE LDAP — —0 LDAP +— b 221 L %7,

[# systemctl stop osstech-slapd ]

LDAP v 2% — 1 5812 T, LITOFIET LDAP 7 —X DEIHEITRVWE T,

BD%y, BED LDAP 7 =X ZHl7 4 L2 P VITBEIL 5,

# cp -rp /opt/osstech/var/lib/ldap /opt/osstech/var/lib/ldap-"~date +%Y%m%d™
# rm -rf /opt/osstech/var/lib/ldap/*

BIHCHHT 2 LDIF 7 7 A WEI N 27 v T2 LTHIFLTW3 LDIF 7 7 A L ( /opt/osstech/var/backup/ldap/<LDAP
) ZRALES,

# zcat /opt/osstech/var/backup/ldap/dc=example,dc=com.1ldif.gz \
| /opt/osstech/sbin/slapadd -vw

# chown -hR ldap: /opt/osstech/var/lib/ldap

# systemctl start osstech-slapd

Y INARER DA, LDAP 34— AOHEENE T Lz 5EBIAEEERSE T T,

TILF AR RO EZ, LDAP v XX — 2 Eif% 57— X8I L% LDAP 77— XDV X +7 ] OF
JEZHENEBIHZ T RN E T,

LDAP XL — 7% —N—1ZDW\WTd, LDAP YA X —H—N—DEIAFET%. [F—XEHZ X 5 LDAP 57—
ZDYR L7 OFIEHENMEIHTE T,

11.6 SEEAE 7 7 1 LD EHH

FERAE 7 7 4 LD EHRE, TLSCertificateFile(¥— N —3EBAE), TLSCertificateKeyFile(Fp2& 8 7 > A L) 1Z8%
EENTVRHAZET > A NLEF LWV T 7 A VICEH L TL X,

TLSCertificateFile /etc/pki/tls/certs/ldapl.crt
TLSCertificateKeyFile /etc/pki/tls/private/ldapl.key
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RS CA SERHE R EIHT S 28813, TLSCACertificateFile /85 X — X —IZHEZNTWVWE 7 7 A L HEHL
TLEEW,

[TLSCACertificateFile /etc/pki/tls/certs/ca.crt ]

7 7 A VDOFEH R, LDAP — b R ERE L CilHE 7 7 A VO EHIZE T T,

[# systemctl restart osstech-slapd ]

B, BREEROE G, BROBEICHMT 570, BRI (1BE0T) 0% —N"—D¥ — N —GEHEZRE L
TWBZehdbET,

ZogE, BEHOMELICRESN TV Y —N—FEHEZH L W7 7 A VITEH L, LDAP ¥ — ' XD
gL T R2E W,

11.7 FEEOT VK. BE7 7LD man 7—X DR

0SSTech fifit OpenLDAP %y o —JIZEEN 2K~ Y RRRET 7 4 LD man 7 — X DSRIX osstech-man
avw Y FCITRVET,

[$ /opt/osstech/bin/osstech-man <&BL7/W\WIY > RE> ]

7= 213, ldapsearch 2~ > RO man 7 — X DEFRIIRD A~ ¥ R TITRVET,

[$ /opt/osstech/bin/osstech-man ldapsearch ]
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(12 NFA2REVZ )

OSSTech it OpenLDAP 2.5 i3 1 DV —N—ITHHD A Y AZ VY AR TEET,

CZTR1BEHDA VAR A%KR—1 10389, 2 BHD A Y AR > X% K— b 20389 CHEHE)T 2 FE% A
LE9d,

121 1 2 X2 > X Idap1 D#RK

1 BEHDA A& >R 1dapl @ Listen R— F % 10389 IR ETARBRE 7 7 A VEER L £5,

echo 'SLAPD_SERVICES="1ldap://:10389/"' >> /opt/osstech/etc/sysconfig/slapd_ldap1

ldap1 DERE 7 7 A WMk /opt/osstech/etc/openldap/slapd_ldapl.conf IZECE L %3,

BRERB,. o4 VA X2 VRAERZTFT—XFT4 L Z VIR EBTIDNERDD 2T, #2113
/opt/osstech/var/lib/ldapl ¥ W57 —=X7 4 L7 MU ER{ERLTL 72X W,

A VARV A 1dapl ZHEEILE3,

# systemctl start slapd@ldapi

12.2 1 X2 > X |dap2 DRk

2BEHDA VAR A 1dap2 @ Listen K— b % 20389 ICERET ARBEHRET 7 A VEER L F T,

echo 'SLAPD_SERVICES="1ldap://:20389/"' >> /opt/osstech/etc/sysconfig/slapd_ldap2

ldap2 DFRE 7 7 4 Wik /opt/osstech/etc/openldap/slapd_ldap2.conf IZELE L % 3,

BRER. o4 v 2AF VR BEREZF—XF4 LZ MNIRXEBETZRXRERDDD T, #2132
/opt/osstech/var/lib/ldap2 ¥ W5 T —XFT 4 L2 M UERERLTL 72X W,

A VAR VA 1dap2 ZHEEIL 3,

# systemctl start slapd@ldap2
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(13 OSSTech kR OpenLDAP 2.4 15 D17

13.1 OSSTech kit OpenLDAP 2.4 £ D& =

OSSTech i OpenLDAP 2.4 %> & OSSTech it OpenLDAP 2.5 IZF47F 312, LIRDAUICEVHH D 5,

13.1.1 WRENYII YV RT—ER—-ADEHOEE
OSSTech filt OpenLDAP 2.5 TiZ bdb Ny 7 ¥ RAFEILESNE Lze UMFOWTFNHLD Ny 72V FF—&
N—2ZAZHMLTLEE W,

¢ mdb
* wt (WiredTiger)

13.1.2 BRBENFA—X—DEE

<L F < R R — R slapd.conf ICFEE LT W/ Imirrormode | 2¥F X — & —I% multiprovider] »%5 X —
R—~ZEEIID F LTz,

13.1.3 OJREFELFRDEE

OSSTech fit OpenLDAP 2.4 DFEHEZ % Tid rsyslogd 12X % LDAP o n ZINEFREZHEL TWE LT,
OSSTech it OpenLDAP 2.5 Tl journald I &k 2 v ZINE AR EFHEL LTVWE T,

Red Hat Enterprise Linux @ journald O#JHERE TIEH I E N 713 A Y LOAIREZINTEB D, +—
N—OHEFHTr 7 ONENHESINE T,

journald THRTF L7201 7% KGINRE § 2 729121, Tsystemd-journald 12 & % v 7' HIEGE) OFETHAL
72FNEZREML TLZEW0,

13.2 OSSTech kit OpenLDAP 2.4 7»»5 OSSTech hft OpenLDAP 2.5 A
DT — 2317

0SSTech ik OpenLDAP 2.4 7 — & 7 7 4 L% OSSTech ik OpenLDAP 2.5 D7 — & 7 7 4 )L ¥ D H M 1Z
HHFEHA, ZDI=®, OpenLDAP 2.5 NDEITDOIKITIX, #F — OpenLDAP 2.4 ® LDAP 7 — & % LDIF
LT AR — b L., OpenLDAP 2.5 ICHERFT 2HLENH D 5,

LDAP ¥ —&Z D7 2K — + DFKIZIZ. 1dapsearch 2~ > F % i\, OpenLDAP OWEREM %2 & £ WETx
7 RAR—=F2fToTLZEW,
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« OSSTech ffi OpenLDAP 2.4 BT LDIF ® .2 Z £ — Ll

# /opt/osstech/bin/ldapsearch \
-x \
W\
-D "cn=admin,dc=example,dc=com” \
-b dc=example,dc=com \
-0 ldif-wrap=no
-LLL > ldapexport_2023xxxx.ldif

* OSSTech ik OpenLDAP 2.5 B35 T D LDAP D 4 K — Ml

# /opt/osstech/bin/ldapadd \
-x \
W\
-D "cn=admin,dc=example,dc=com” \
-f ldapexport_2023xxxx.ldif
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