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A structural design for a pan-European
early warning system for critical

infrastructures

H. Kaufmann, R. Hutter, F. Skopik, M. Mantere

The protection of critical infrastructures increasingly demands solutions across interdependent infrastructures all over Europe support-
ing incident detection and management. This necessitates cooperation of privately owned infrastructure operators and public bodies
between sectors and across borders. The ECOSSIAN project, funded by the EU under the 7th framework program for research and
development, develops a prototype of such a holistic system based on use cases from the sectors energy, transportation, and finance.
The system uses a multi-tiered architecture and incorporates advanced technologies, including fast data aggregation, situational visu-
alization, planning and decision support, and flexible information sharing and coordination support networks. The technical solutions
will be complemented by an organizational concept, corresponding rules and regulations, as well as factors of societal perception and
appreciation. This positional paper gives an overview of the ECOSSIAN concept and architecture.
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Ein Architektur-Entwurf fiir ein europaweites Frithwarnsystem fiir kritische Infrastrukturen.

Der Schutz kritischer Infrastrukturen verlangt zunehmend nach europaweiten Lésungen in allen zusammenhdngenden Infrastrukturbe-
reichen, welche das Erkennen und das Management von Stérungen unterstttzen. Dies erfordert die grenz- und sektortibergreifende
Zusammenarbeit zwischen den in Privateigentum stehenden Infrastrukturbetreibern und den éffentlichen Einrichtungen. Das unter
dem 7. Rahmenprogramm der EU fir Forschung und Entwicklung geférderte Projekt ECOSSIAN (European Control System Security
Incident Analysis Network) entwickelt derzeit einen Prototypen fir ein derartiges holistisches System basierend auf Anwendungsféllen
in den Bereichen Energie, Transportwesen und Finanz. Das System verwendet eine mehrstufige Architektur und umfasst die mod-
ernsten Technologien, inklusive schnelle Datenaggregation, Lagebildvisualisierung, Planung und Entscheidungsunterstiitzung sowie
flexible Informationsaustausch- und koordinationsunterstiitzende Netzwerke.

Die technischen Lésungen werden dariber hinaus durch ein Organisationskonzept, entsprechende Richtlinien und Regelungen
sowie andere Faktoren wie gesellschaftliche Wahrnehmung und Wertschétzung ergénzt. Dieser Beitrag bietet einen Uberblick iiber

das Konzept ECOSSIAN und dessen Architektur.

Schlisselwérter: europaweiter Schutz Kritischer Infrastrukturen, organisationsibergreifender Austausch von
Sicherheitsinformationen, Frihwarnsysteme; Management von Cyber-Zwischenféllen, Architektur und Design

Received November 10, 2014, accepted November 24, 2014
© Springer Verlag Wien 2015

1. Introduction

Modern society strongly depends on the continuous and reliable
availability of a number of products and services. In the case of se-
rious disruption, consequences for the society as a whole can be
drastic. This holds especially true with the services provided by so
called Critical Infrastructures (Cl), such as energy, transportation,
finance, and so on. Critical infrastructures are mainly comprised
of diverse control systems. In the past these control systems were
mostly isolated, independent and proprietary systems with no con-
nection outside the control loop (air-gap). Cls are driven by the many
challenges including being more economical, more flexible, more
efficient and sufficiently reduce energy consumption. These chal-
lenges are answered by increased interconnections and utilization
of advanced networking technologies. For economic reasons, these
cyber-physical systems more and more rely on commercial-off-the-
shelf (COTS) products. Thus the attack surface of control systems
increases significantly by introducing threats and vulnerabilities into
control systems, previously only found in enterprise networks.

Therefore it is crucial to get an overall situational picture, espe-
cially also considering interdependencies [2], which is necessary for
a consistent reaction to security breaches and mitigate possible cas-
cading effects. This is also true for the European Union as a whole,
regarding the interdependencies throughout the Member States.
A cornerstone for that is a real-time information sharing system
and therefore an early warning system for cyber threats and inci-
dents comparable to already established warning systems for phys-
ical threats and natural disasters. To address this issue the ECOS-
SIAN (European Control System Security Incident Analysis Network)
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project! aims to develop an innovative structural design for a cross-
sectoral and cross-border early warning system for critical infrastruc-
tures regarding cyber-security threats. The novelty of ECOSSIAN lies
in the fact that in contrast to many others the topic ‘cyber security
information sharing’ is not just dealt with in the technical dimen-
sions, but holistically, including regulatory, legal and organizational
aspects. This interdisciplinary approach is one of the key strength of
ECOSSIAN.

2. The ECOSSIAN concept

Stuxnet proved that the currently applied security models and com-
ponents such as firewalls, intrusion detection systems, anti-virus
tools, “air-gap” and the like are not directly applicable and sufficient
in control networks due to their special needs, including real-time is-
sues, specialized protocols, resource constraints and interdependen-
cies with other services. Therefore the view on security has to be
reconsidered.

2.1 Overall concept

Our approach is based on distributed network and system monitor-
ing where legacy systems, with limited or no monitoring and log-
ging functionalities, are integrated as well. A cyber security monitor-
ing and detection module will be implemented as a passive overlay
network. This approach can be seen as an additional process safety
component, because not only cyber-attacks can be detected in real
time, also misbehavior and failure in the process control system can
be recognized. This approach is able to detect and prevent an attack
like @ man-in-the-middle attack as conducted by Stuxnet. Yang Liu
and Young Guan [6] propose to utilize a Network Operation Centre
(NOC) to deal with this distributed data aggregation. The ECOSSIAN
approach extends this proposed NOC to an Operator Security Op-
eration Center (O-SOC), where operators have the ability to get a
real-time view on the cyber security state of the control network
and the processes controlled. The raw data behind this information
will be stored and aggregated. The raw data can be used later on to
conduct forensic analysis of incidents.

2.2 Critical infrastructure dependency model

However, securing each operator site in an isolated fashion is not
enough. Because complex threats to interconnected infrastructures
would frequently remain undetected. It is also obvious that the im-
plementation of one O-SOC is not enough to protect a nation’s
sovereignty as a whole. Taking this into account it is necessary to
establish an O-SOC in each sector and at each operator of critical
services, and share information between them. Therefore the need
for a trusted instance beyond each individual operator is given to
share sensitive information between them and to enable a nation-
wide situational awareness on the cyber security state of the na-
tional critical infrastructures. We addresses this issue by proposing
the establishment of a National Security Operation Centre (N-SOC)
for critical infrastructures. All O-SOCs of a nation are connected to
the trusted N-SOC (see Fig. 1). Aggregated data on cyber-attacks
and incidents will be shared between each O-SOC and the corre-
sponding N-SOC of a Member State. To enable data sharing capa-
bilities, we apply existing industry-standard data formats [8] with
a possible extension to cover the ECOSSIAN requirements. This in-
cludes guaranteeing anonymity and privacy as well as confidentiality
regarding an operator’s infrastructure design and intellectual proper-
ties. The N-SOC approach will deal with high-level information from

TEU FP7-SEC-2013-1, grant agreement 607577; web: http://www.ecossian.
eu.
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Fig. 1. N-SOC information sharing, early warning and incident re-
sponse

0-SOCs to determine a situational awareness and derive a cyber-
security state view on a nation’s critical infrastructure.

The N-SOC models the interdependencies of a nation’s critical in-
frastructure and provides the ability to share attack and incident
information across stakeholders and to mine the information to
analyze an attacker’s intention and predict the probable spread of
the attack to other critical infrastructures. Based on the detection,
occurring threats can be mitigated or prevented by informing the
individually affected operators through their interconnection from
the N-SOC and the corresponding O-SOC. The view of Cls will be
a multi-layered model which shows the various interdependencies
concerning:

Single infrastructure providers,

Infrastructure sectors (usually covered by several providers),
Cross-sector interrelations and interdependencies,
Cross-national/EU-wide interrelations and interdependencies.

To address the interdependencies between the critical infrastruc-
tures of different member states, we propose a European Cl Secu-
rity Operation Centre (E-SOC) as a third tier in its early warning and
incident response/management framework. The capabilities, which
shall be provided by the E-SOC are similar to what the N-SOCs sup-
port. The member states’ N-SOCs are interconnected via the E-SOC.
We will implement the SOCs on all levels as virtualized operation
centers. This approach is an advanced collaboration tool for cyber-
defense. The capabilities to be developed are cooperative prepara-
tion of cyber-defense, enhanced situational awareness, decision sup-
port for cyber-defense and countering sophisticated attacks. These
capabilities will be implemented in a virtual environment by repre-
senting virtual spaces and rooms and populated with avatars from
each joining stakeholder.

In case of the need for a consistent European response on an
orchestrated attack against European member states’ critical infras-
tructures, the advantage of the virtual command & control feature
of the E-SOC gets obvious. It can be used to manage such incidents
and mitigate the impact for each member state and the European
Union as a whole.

ECOSSIAN can also be considered as a critical infrastructure.
Therefore the protection of ECOSSIAN has to be addressed because
there are several serious threats that can arise. Adversary attacks can
emerge from the technical domain, e.g., command and fraudulent
information injection or abuse of the system through distributed de-
nial of service attacks. We have to implement technical measures to
avoid evading technical restrictions.
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Fig. 2. The ECOSSIAN cloud

2.3 Secure virtual private community clouds

We address this challenge by defining and implementing Secure
Virtual Private Community Clouds (S-VPCC). Each member state is
based in its own S-VPCC comprised of the N-SOC and all national
0-SOCs. The E-SOC resides in its own S-VPCC in conjunction with
the member states’ N-SOCSs (see Fig. 2). This means that only the
N-SOCs are located in two S-VPCCs. Due to sensitive nature of in-
formation exchanged between SOCs within S-VPCCs we will use
techniques such as pseudonymization or anonymization and enroll-
ment policies.

The hierarchical three tier approach is:

— providing a European cross-country early-warning system,

— improving the understanding of cross-country (inter-)dependen-
cies,

— improving the understanding of the cause of failures or attacks to
the infrastructure, particularly when interdependences occur,

— enabling European-wide situational awareness,

— providing a central communication point for cross-border incident
management.

3. Related work

Protection of critical infrastructures has been studied at the Euro-
pean level since about 12 years. Starting in DG INFSO with early
studies on phenomena and possible roadmaps (e.g., DDSI, ACIP),
projects in PASR? became more and more solution-oriented, fol-
lowed by concrete work in the FP6 and FP7 security research area.
Several documents, including directives, address protection of Cl
(e.g., EPCIP, CIWIN) and some communities are working on specific
issues (e.g., TNCEIP? for the energy sector). ECOSSIAN will build on
a number of results and experiences from past and current Euro-
pean projects (FP6/7, in the SEC and ICT themes) as well as national
projects.

ECOSSIAN will be built on the results and approaches of these
projects by developing a holistic, integrated and user friendly early
warning system for all stakeholders from operators, member states
and the European side while complying to legal and regulatory re-
quirements.

The exchange of data and the sharing of information are com-
monly understood to improve the attack mitigation or resistance

2Preparatory Action on Security Research.

3http://ec.europa.eu/energy/infrastructure/doc/20121114_tnceip_eupolicy_
position_paper.pdf.
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by combining forces. This is a prerequisite for situational awareness
across borders. Consequently, secure and trusted communications,
information exchange and suitable standards are often less a mat-
ter of technical solution but rather of cooperative openness as well
as procedures and conventions (e.g., legal framework) to be agreed
and established [9].

Generally, a central cross-border and cross-sector coordination in
Cl disaster or incident management does not exist or is at maxi-
mum rudimentary. The latter is true both in terms of technologies
as well as in terms of agreements and procedures between sectors,
and between governments and private sectors. At European level,
procedural and organizational approaches are being started with di-
rective 114 [1] and follow-on actions. Several technical implementa-
tions are being performed in the EPCIP* program, e.g., the critical
infrastructure warning and information network CIWIN, and a joint
European network of secure test centres for reliable Cl—controlled
critical energy infrastructures. Numerous further projects and studies
have been launched, several of which will serve as starting points of
or input for the ECOSSIAN project. They particularly include several
projects on anti-terror preparedness and strategies for improving Cl-
interdependency effects in Cl networks.> ECOSSIAN will foster to
provide required technologies and support the needed operational
processes. National programs will supported, e.g., the German pro-
gram KRITIS.®

Standards bodies released a large amount of reports on how to
establish security information sharing networks: the NIST guideline
‘Framework for Improving Critical Infrastructure Cybersecurity’ [7],
the ENISA documents ‘Good Practice Guide on Information Sharing’
[3] and 'Cybersecurity cooperation: Defending the digital frontline’
[4] (just to name two of the many available guidelines from ENISA),
or the ISO/IEC standard 27010 ‘Information technology—Security
techniques—Information security management for inter-sector and
inter-organizational communications’ [5]. While these are important
works, these recommendations are not the complete picture and im-
portant pieces are still missing in terms of operational security, appli-
cable implementations, and compatibility to established processes.
Hence, there is the strong need for further research regarding these
aspects—which, eventually, will be covered by ECOSSIAN.

4. Conclusions

The main outcome of the ECOSSIAN project is to improve the de-
tection and management of highly sophisticated cyber security inci-
dents and attacks against critical infrastructures by implementing a
pan-European early warning and situational awareness framework
with command & control facilities. The heart of a supporting infras-
tructure is a suitable model for information sharing. Here an impor-
tant design decision is whether high frequency data about common
security incidents should be exchanged (in this case just doable in a
rather automatic fashion due to expected large volumes) or sharing
of low frequency incident data on complex and exceptional events
(which is barely doable in an automated fashion due to its inher-
ent need for human intelligence) is the main application area of this
platform. The first case requires a platform that is able to collect,

4http://europa.eu/legislation_summaries/justice_freedom_security/fight_
against_terrorism/I33260_en.htm.

5http://www.dgpj.mj.pt/sections/planeamento/programas-financeiros-
da6727/programaprevencao/2007/sections/planeamento/programas-

financeiros-da6727/programa-prevencao/2007/overview-2006-2007/

downloadFile/file/EPCIP_2006-2007.pdf?nocache=1216722837.94.

6http://www.bmi.bund.de/SharedDocs/Downloads/DE/Broschueren/2007/
Kritis.html.
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analyze, classify and correlate automatically produced data in near-
real time; while the second case demands a platform that allows
humans to exchange very security-sensitive data in a trusted envi-
ronment with peers.

Eventually, the actual outcome of ECOSSIAN can further be bro-
ken down as follows:

— development of a layered system architecture for a pan-European
early-warning and situational awareness system being suited for
cross-country and cross-sectoral collaboration for critical infras-
tructure protection;

— specifications of the requirements and necessary interfaces (in-
cluding data formats built on standards) for Cyber Defence Op-
eration Centres on operator (O-SOC), national (N-SOC) and Euro-
pean (E-SOC) levels;

— provision of a secure information sharing and collaboration plat-
form based on the concept of Secure Virtual Private Community
Clouds, inherently integrated with the early-warning and situa-
tional awareness system, and compliant to legal and other regu-
latory requirements;

— development and adoption of technologies and processes for
threat detection, data analysis, aggregation, correlation and visu-
alization, as well as threat mitigation and incident management
according to the requirement to the ECOSSIAN system;

— evaluation of the regulatory, social and economic boundary con-
ditions for a pan-European detection and management of cyber
incidents on critical infrastructures as well as the possibilities for
influencing the adaptation of these aspects;
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— full-scale demonstration of the integrated ECOSSIAN system on
all levels (O-SOC, N-SOC, E-SOCQ).
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