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Abstract. This paper presents an innovative approach to teaching soft
skills in cyber security. It highlights the importance of integrating soft
skills, such as critical thinking, problem solving, communication, and
empathy, alongside technical skills. The COLTRANE framework is in-
troduced as a tool for educators to enhance the teaching of soft skills.
The framework involves several phases, including identifying relevant soft
skills, establishing learning objectives, and designing conducive learning
environments. By employing this framework, learners are exposed to real-
life challenges that necessitate the integration of technical and soft skills.
This approach ensures that learners not only gain technical knowledge
but also develop the capacity to apply it in practical situations, fos-
tering e�ective communication, collaboration, and empathy. By utilizing
the COLTRANE framework, educators can better prepare their students
for future careers in cyber security, where complex problem-solving and
e�ective teamwork are essential.
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1 Introduction

The digitalization of processes in organizations has brought about signi�cant
bene�ts, including increased e�ciency, productivity, and innovation [1]. How-
ever, it has also created new challenges and threats that require specialized skills
and knowledge to address [2]. Cyber security threats have continuously become
more sophisticated and diverse, with cybercriminals exploiting vulnerabilities
in software, hardware, and network infrastructures to gain unauthorized access
to sensitive information, disrupt operations, and cause signi�cant �nancial and
reputational damage [3]. As a result, organizations are now looking to hire per-
sonnel with the necessary cyber security skills and competencies to identify and
mitigate potential threats. However, there is a severe shortage of quali�ed indi-
viduals in this �eld, which can be attributed to various factors. One of the main
challenges is the rapid pace of technological advancements, which means that
cyber security threats evolve quickly, and higher education institutions often
struggle to keep up with the latest developments [4].
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This paper begins by examining the background to the topic, and highlighting
the importance of both collaborative and multidisciplinary aspects in the deliv-
ery of cyber security education. From this foundation, Section 3 then proceeds to
present the details of the COLTRANE Educational Design Framework (CEDF),
which is the key focus of the paper. This includes the principles underpinning
the framework and its use of scenario-based learning, leading into considera-
tion of the process architecture for the practical implementation, including the
con�guration and delivery of module materials in a supporting technology en-
vironment. Section 4 then considers the practical implications of adopting the
proposed framework and the bene�ts to be gained from doing so. The discussion
conclusions with Section 5, which summarises the work presented and looks to
the future potential of the COLTRANE work.

2 Background

Cyber security is a multidisciplinary �eld that requires expertise in several areas,
including computer science, network security, cryptography, risk management
and diverse, and ethical hacking, and are even more demanding, in additional
areas such diverse as law, sociology, economics and business. It is therefore very
challenging to �nd individuals with such a diverse skill set, and even if they exist,
they often command high salaries, making it hard for organizations to attract
and retain them [5]. In addition to hiring cyber security professionals, organiza-
tions must also ensure that all employees possess a basic level of cyber security
knowledge and awareness. This is a central requirement, because cybercriminals
often target individuals with limited cyber security knowledge, using them as a
gateway to gain access to an organization's network or data [6]. Organizations
must therefore invest in cyber security training and education for all employ-
ees, regardless of their job function or level of technical expertise. The current
situation is best characterized as follows:

� The increasing speed of digitalization in organizations has consequently led
to a high demand for cyber security professionals, but the supply of quali�ed
individuals remains inadequate.

� Organizations must invest in cyber security training and education for all
employees to ensure a basic level of cyber security knowledge and awareness.

� Higher education institutions (HEI) must adapt their curricula and their
way of teaching to keep up with the latest developments in cyber security if
they are to produce graduates with the necessary skills and competencies to
address the evolving threat landscape.

The shortage of cyber security professionals remains a growing concern, as
information technology becomes increasingly integrated into various industries
and government infrastructures [7]. Addressing this shortage requires coordi-
nated and comprehensive cooperation between higher education institutions, in-
dustry, and government agencies. These partnerships can provide students with
hands-on experience in dealing with real-world cyber security cases and help
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them develop the necessary skills to succeed in the �eld. Industry also needs
to play a crucial role in addressing the shortage of professionals by providing
training and development opportunities for their employees.

The current dramatic situation of a signi�cant global shortage of cyber se-
curity professionals is documented in various studies. According to the Cyber
secuirty Jobs Report [8], there will be a shortfall of 3.5 million cyber security pro-
fessionals by 2025. Another study by the Center for Strategic and International
Studies found that nearly 60% of organizations report a shortage of cyber secu-
rity professionals [9]. Additionally, it is often suggested that traditional teaching
institutions struggle to produce graduates who meet the demands of the world of
work, which is con�rmed by various researchers and experts in the �eld of higher
education. A study shows that 79% of CEOs worldwide have di�culty �nding
employees with the necessary skills to drive their company's digital transforma-
tion [10]. Another found that more than half of employers (56%) believe that
graduates do not have the practical skills they need [11].

The challenge of creating a multidisciplinary environment in the classroom
is seen by many experts as crucial to preparing graduates for the demands of
the world of work. In terms of the di�culties of bringing practical examples
into the classroom, there are several solutions. One possibility is to create a
simulated real-life environment in which students can gain practical experience.
Such an environment can be achieved, through the use of virtual laboratories or
simulations (Cyber Range). An example of this is the NetLab and COLTRANE
project, where students can gain hands-on experience in a virtual environment
by con�guring and managing real networks [12][13].

To ensure that learners acquire the skills they need to be successful in the
�eld of cyber security, it is important that lessons include soft skills such as
problem awareness and understanding, teamwork, problem solving, information
sharing and communication. These soft skills are critical as they help learners
overcome complex challenges and work e�ectively with other team members to
keep companies and organisations safe. Yamin and Katt [14] found that inte-
grating soft skills into the curriculum of cyber security programmes can help
graduates be better prepared for their careers. The authors also emphasized the
importance of realistic scenarios in the classroom to provide learners with an
authentic learning experience. Such a model was presented by Langner et al.
[15]. Another important element of the scenario-based teaching approach is the
involvement of practitioners and experts from the industry. These experts can
provide learners with valuable insights into cyber security practice and help them
apply their skills and knowledge in real-life situations. Ruoslahti et al. [16] found
that the involvement of practitioners and industry experts can help learners be
better prepared for their careers.

By utilizing a cyber range and collaborative learning space, the COLTRANE
project provides learners with a realistic and immersive learning environment
that enables them to apply their knowledge and skills to real-world scenarios.
The project also incorporates the expertise of practitioners and experts from
the cyber security industry, who can provide valuable insights into the practical
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aspects of cyber security and help learners to apply their knowledge and skills
in real-world situations. The project bridges the gap between the theoretical
knowledge gained and the practical skills required in the �eld of cyber security.

3 COLTRANE Educational Design Framework CEDF

The CEDF is built on a divergent set of pillars. First, the origins of this project
lay in the participation of some of its members in other European projects. These
set the foundations, and some of the evidence, for our thinking and the types of
solutions that we assume. The second source of information is evidence from the
tasks and actions performed in COLTRANE. This work will give us input about
the reasoning in EU polices about cyber security and related awareness, and
about the current state of higher education concerning cyber security, and on
the perceived needs of teachers and students. The third source of information are
the consortium workshops, the discussions that we organized internally to arrive
at shared thinking and joint ideas for the framework. This is done in multiple
rounds, the �rst focused on the conceptual basis for Collaborative Cyber security
Awareness Education, the second on the design and delivery approach underlying
the framework, based on authentic examples of educational interventions.

3.1 COLTRANE design principles

Based on the principles identi�ed in the project, we can now establish three con-
ceptual modules (see Fig 1) that support each other, starting with a speci�cation
of the didactic goals, followed by construction and delivery, and evaluation and
feedback.

Goals-oriented Didactics: it is important to ensure that the didactic goals
are understood and agreed well before the content material is produced. At the
core of the goal set we �nd the guiding principles for the special CEDF design
aspects, such as Awareness Creation, Fostering Collaborative Problem Solving,
Scenario- and Activity-Guidance.

Guided Construction and Delivery: this aspect is supported by a repos-
itory of examples, templates and teacher and learner guides to ensure that the
CEDF principles are represented in the actual teaching materials and in their
delivery.

Feedback-oriented Evaluation: to enable learners to re�ect on how they
handled the assigned exercises and to support the continuous improvement of the
teaching materials and their delivery, evaluation needs to be Feedback-oriented.
Such open-minded discussion rounds might not be easy in the �rst round of
implementation, but they are absolutely necessary for establishing critical re-
�ection on suggested solutions and on implemented processes. This step also
enables learners to conduct a multidisciplinary and multi-perspective analysis,
which in the case of cybersecurity is an essential prerequisite.

Teaching units designed in this way are directly aimed at delivering content in
a way that allows learners to develop the much-needed soft skills through apply-
ing the acquired theoretical knowledge to real-world cases in a practice-oriented
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Fig. 1. Conceptual modules

way. This is also in line with ample analyses of teaching styles that clearly see a
three-level model, the lectures laying the foundations, exercises helping learners
to understand the content, and small projects enabling learners to apply what
they have been taught in lectures and have developed an understanding of in ex-
ercises. It is this last step where, the principles-based CEDF delivers best, being
guided by the COLTRANE principles and three conceptual modules described
above. With the COLTRANE repository providing a good starting point for ed-
ucators, it becomes feasible to integrate this new way of teaching cybersecurity
into existing curricula.

3.2 Core COLTRANE Process Architecture

The proposed process architecture is intended to cover the entire teaching cycle,
which in our approach is structured into three main phases (see Fig. 2): Require-
ments elicitation, course/module con�guration and course/module delivery. The
requirements elicitation phase involves gathering information and feedback from
various sources to understand the needs and requirements of learners, teach-
ers and the market. In this phase, potential di�culties and needs can be iden-
ti�ed to ensure that the course content is relevant, up-to-date and e�ective.
The course/module con�guration phase involves the development of courses and
modules based on the gathered requirements. In this phase, the curriculum is
developed and the course content is elaborated, including learning objectives,
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teaching materials, examinations and evaluations. This phase also enables the
course structure to be de�ned to ensure that the content is presented e�ectively
and the learning objectives are achieved. The course/module delivery phase in-
volves the implementation of the developed course and module. In this phase,
the teaching and learning activities are carried out and the evaluation results are
collected to ensure that the course content and teaching methods are e�ective
and that the learners can achieve their learning objectives.

Fig. 2. Core Architecture Phases

These phases form a logical sequence with possible feedback loops from
course/module con�guration and course/module delivery to requirements elici-
tation and from course/module delivery to course/module con�guration. As this
feedback can be either on the content developed or on the process phase, we
follow Argyris' proven double learning loop approach. [17] This feedback mech-
anism is the central basis for maintaining and adapting process and content
materials, which is essential in a �eld that is changing as fast as cyber security.

3.3 Requirements Collection

The requirements gathering needs to be done by the core stakeholders:

� Actor Requirements: the actors concerned are the target audience, compris-
ing the job market, educational institutions, and planners, and at the core
of the framework learners and educators

� Focus Area: in addition to the usually well-covered domain knowledge this
includes soft skills and application skills.

� Delivery Environment: the setting of educational programs and course, insti-
tutional requirements and technological infrastructure need to be considered
realistically to make the implementation of a developed teaching unit work.
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Depending on the target group, it was necessary to conduct a requirements
elicitation workshop with representatives of the stakeholder groups of each HEI.
Priority was given to institutions that intend to use the COLTRANE method-
ology and infrastructure. This ensured that the focus areas were balanced ac-
cording to local needs and that the teaching model and technical infrastructure
could be implemented appropriately. The workshops were led and evaluated by
pedagogical technology experts. They had to be able to carry out the process of
requirements elicitation and identify the needs and requirements of the di�erent
stakeholder groups and present them in an abstract form and compare them
with international standards and results. Participants included representatives
from di�erent sectors of the higher education community, including students,
teachers, administrators and IT experts. The results of these workshops form
the basis for the requirements elicitation and curriculum design. The focus and
topic areas may vary depending on the target group. For students pursuing a ca-
reer in cyber security, for example, the focus may be on the latest technologies,
attack methods and defence strategies. For IT administrators, the focus may
be on managing networks, databases and security measures. The results of the
requirements survey were then used to design the course/module con�guration
phase. Here, the learning objectives and materials necessary to meet the needs
of the target group were developed.

Overall, requirements elicitation has been an essential part of COLTRANE
approach, ensuring that the curriculum is relevant and up-to-date. By involv-
ing the target groups and conducting di�erent workshops, the COLTRANE ap-
proach can be adapted to the needs of each university and target group as cir-
cumstances arise, ensuring that learners acquire the skills and knowledge they
will need in the future to succeed in the rapidly evolving world of cyber security.
The requirements elicitation needs to be solicited from the core stakeholders.

3.4 Module Con�guration

Embedding this in the COLTRANE repository is a crucial step in the develop-
ment of the framework. In this process, repository elements were assigned based
on the module type and requirements gathered in the �rst phase. Matching the
module type and content with the focus areas also decides the teaching approach,
with the problem-based paradigm predominating in the case of practical exer-
cises. This approach enables the teaching of applied as well as social skills and
makes the learning process more e�ective and practice-oriented. To realize the
full potential of the COLTRANE framework, it is important to create a suitable
technical environment and facility. With these technologies, it is expected that
teachers will be enabled to develop collaborative tasks.

In addition to providing students with practical experience, the use of the
framework also o�ers the opportunity to invite industry and government to co-
operate with universities in developing practice-oriented teaching content. This
will not only increase the employability of graduates, but also provide employ-
ers with graduates who know how to apply acquired knowledge and skills. The
ability to link the teaching content directly to curricular elements to established
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process models, such as the NIST/CSF cycle, and to standards, such as the ISO
27000 series, is an advantage of the COLTRANE framework. Thus, it provides
a solid foundation for developing a comprehensive and coherent cyber security
curriculum that is aligned with industry standards and practices.

However, the success of the COLTRANE Framework ultimately depends on
its ability to meet the needs of the target audience. As listed above, these stake-
holders include universities, students, employers and policy makers. It was there-
fore important to involve representatives of these groups in the development and
support them in the implementation of the framework to ensure that their needs
and expectations are met and that a smooth adaptation process is carried out.

For individual implementation, we recommend conducting workshops with
the target group and initiating requirements gathering with representatives of
the groups of individual HEI's planning to use the COLTRANE methodology
and infrastructure. This ensures that the focus areas are balanced according to
local needs and that the teaching model and technical infrastructure can be im-
plemented appropriately. The feedback mechanism provided for in the framework
is central to maintaining and adapting process and content materials, which is
essential in a �eld that changes as rapidly as cyber security. The incorporation
of this feedback mechanism allows to add possible loops from the course/module
material con�guration enabling educators to adapt and re�ect on the material
and therefore be able to make quick adjustments.

3.5 Module Delivery

It is important to ensure that learners can apply the knowledge and skills taught
in practical situations. To achieve this, educational institutions are increasingly
using technology to enhance the learning environment. One promising technol-
ogy is becoming more prevalent in the education sector is the integration of a
technological environment that combines collaboration and analysis tools with a
cyber-range environment. The use of this technology can enhance the develop-
ment of practical problem-solving and knowledge application skills in learners.

The cyber-range environment is a virtual platform that provides learners
with a realistic simulation of real-world scenarios. This environment is particu-
larly useful in areas that require hands-on experience, where learners can practice
defending against cyber-attacks in a safe and controlled environment. Using a
cyber-range environment in combination with collaboration and analysis tools
can provide learners with a powerful learning experience that can signi�cantly
improve their understanding and skills. The Collaborative Training and Experi-
mentation Infrastructure is an example of a platform that combines collaboration
and analysis tools with a cyber-range environment. One of the main advantages
of the platform used in COLTRANE is its ability to facilitate collaboration be-
tween learners. Collaboration is an essential part of the learning process as it
allows learners to share ideas and knowledge and work together to solve com-
plex problems. In addition to collaboration tools, the COLTRANE platform also
provides analytics tools that enable learners to analyse data and make informed
decisions - a critical skill in many �elds.
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However, the use of technology in education is not without its problems. One
of the biggest challenges is the need for adequate infrastructure and support.
Educational institutions need to invest in the necessary hardware, software and
sta� to ensure that the technology is properly maintained and supported. In
addition, learners need to have access to a reliable internet connection and ap-
propriate devices to make full use of the technology. Another challenge is the
need for adequate training and support for teachers. Teachers need to be skilled
in the use of technology to ensure that learners can take full advantage of the
learning environment.

4 Practical implications of the CEDF

The escalating demand for cyber security graduates in the industry, both in
terms of quantity and applicable quali�cations, imposes signi�cant pressure on
HEIs to enhance their output and equip graduates with specialized skills beyond
conventional teachings. The COLTRANE approach aims to expose students to
relevant content by exposing them to realistic, multidisciplinary scenarios, is
therefore an essential contribution to the training of labour market-ready gradu-
ates. The integration of soft skills like teamwork, communication, and problem-
solving within practical exercises brings about notable changes to the a�ected
programs and courses, particularly in their delivery methods.

Environments that necessitate self-paced, self-directed, and goal- oriented
teamwork compel students to comprehend the problem at hand and its rami�ca-
tions. Consequently, this creates an optimal setting for cultivating a broader
awareness and fostering critical thinking skills. Working in multidisciplinary
teams, particularly, a�ords students the opportunity to analyze problems and
potential solutions from diverse perspectives. Since the CEDF is collaboratively
designed by partners from various European countries and disciplines, its out-
comes will empower educators to better prepare graduates for the multifaceted,
multicultural, and multinational challenges they will encounter in the cyber secu-
rity �eld. Holistic approaches are imperative in producing the required solutions.

The �nalized CEDF framework is accompanied by guides, templates, and
readily applicable teaching units, primarily consisting of scenario-based exercises
and cases. As a result, it can be directly employed to enhance the practical
relevance of existing courses with reasonable e�ort. To implement this approach
e�ectively, educators need to transition from a lecture-based style to a more
coaching-oriented and discussion / re�ection-oriented style, if they have not done
so already. Although this transition initially demands signi�cant e�ort, it yields
bene�ts by fostering a more active learning environment. The CEDF, along with
its supporting materials, helps alleviate this barrier in some cases and generally
reduces it to a manageable level.

The pilot implementations conducted by participating universities in the
project serve as exemplary instances of the transformative potential of the CEDF.
These initiatives have the capacity to revolutionize the �eld by aligning with the
core principles driving the framework.
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5 Conclusions

Government agencies can help address the cyber security skills shortage by
providing funding and support for cyber security education and training pro-
grammes. Raising public awareness of the importance of cyber security and pro-
moting education and training initiatives can also help attract more people to
cyber security careers. Collaboration between educational institutions, industry
partners and government agencies is essential to ensure that the cyber security
workforce is adequately prepared to meet the challenges of an digital world.

The paper discusses the importance of practical application of knowledge in
the educational process and the use of technology to enhance the learning en-
vironment. One promising technology is the use of a cyber-range environment
that provides learners with a realistic simulation of real-world scenarios. The
Collaborative Training and Experimentation Infrastructure is an example of a
platform that combines collaboration and analysis tools with a cyber-range envi-
ronment to provide learners with a powerful learning experience. The success of
the platform depends on proper set-up, familiarisation with the technology and
support for teachers and learners during its lifetime. One of the main bene�ts of
the platform is the ability to facilitate collaboration between learners through
chat rooms, forums and shared documents. Analytical tools such as data visual-
isation and machine learning algorithms can enhance learners' ability to analyze
and interpret complex data. In addition, the COLTRANE framework encourages
collaboration and sharing of knowledge and experiences among its users, which
further increases its e�ciency and adaptability.

Overall, the COLTRANE framework provides a comprehensive and practical
approach to cyber security education that is aligned with industry standards and
practices and provides students with valuable real-world experience. By involving
stakeholders in its development and implementation and providing a feedback
mechanism for continuous improvement, the framework can evolve to meet the
needs of its users.
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