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ASDM EIREm(C7ITAL. EBIREm 3B Configuration 127w/, BIEA F(C&HB[ Firewall |%5&RU
9, XR~D[Firewall JUZXR5., [Access Rules 27Uy ILEY

File View Tools Wizards Window Help
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z =

_Firewall

q
_g es
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Source Criteria: Destination Griteria:
# Enabled Service Action Hits Logging  Time Description

Source Uzer Security Group Deztination Security Group

= incide (1 implicit incoming rule)
_F inside_1 {1 implicit incoming rule)
¥ inside_2 (1 implicit incoming rule)
y inside_3 {1 implicit incoming rule)
& ingide_d (1 implicit incoming rule)
_F inzide_5 {1 implicit incoming rule)
I inzide_B {1 implicit incoming rule)
5% inside_7 (1 implicit incoming rule)
E| B outzide (4 incomine rules)

il @ any @ any ek telnet o Permit 0
2 @ any @ any T gzh " Permit 0
E = Ty L] W Fermi T
P @ any @ any IE ip @ Deny 0

% Gilobal (1 implicit rule)

X VPN #aexFIFI 355, VPN B 93O EBRIONVEERRN(CEFaIEI¢s. BEIMNICEFaIaN 5%
TEEROTVET,
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Source Criteria: Destination Criteria:

# Enabled Service Action Hits. Logging  Time
Source User Security Group Destination Security Group

2 B inside (1 incoming rule)

: = o NeTwoRk OBl [ ] ¢y | I@p Pt | ]| |
) 5% inside_1 (1§mplicit incoming rule)

) 5% inside_2 (1§mplicit incoming rule)

@ any @ any 0 telnet « Permit
@ any @ any 5 ssh  Permit
@ any @ any 1 http o« Permit
4 @ any @ any ® ip @ Deny
5% Global (1 implicit rule)

@ TIEA-IVES
@ I-IoBERN/ED
® BAAH-II-ADIETE
TPATIA=IDETEEEHBIC, ASA #2RDZYNIER—N (FRIDIGigabit Ethernet 1/1172&) (C&H]
(FEIDloutsidel. linside_1113¢) %:&ETDENTEES , TPATIA-INDOTILZI—IIE. D&
BIZIBTE S DL T I A—TJ1—RICHEAT DN TEET . Global #3&EIRIBE. 1>F—T1—R%Z4F
EIBERLITTATIA-NEHETOIN )\ ZEATEET,

oo oo

Interface Name Z
BVII inside
GigabitEthernet1/1 outside
GigabitEthernet1/2 inside 1| |
GigabitEthernet1/3 inside_2
GigabitEthernet 1/¢ inside_3
GigabitEthernet 1/5 inside_¢
GigabitEthernet 1/6 inside_5
GigabitEthernet1/7 inside_6
GigabitEthernet1/8 inside_7
Management1/1

@ XKETORE
®Source (X{E7T7RLX)
any £E93ETERTDT RLUAZIETERIHE
®User (iXfEx1-Y-)
® Security Group (X{ExtzFaUr1JIL—7)
® FEICORIE
® Destination (385c7 RLX)
® Security Group (X{ErxtzFaUr1JIL—7)
® B-Ex&
TCP/UDP EDJONIIEELHIBRUIZLR— MESDIESEL(E ssh EOY—-ER&%1EE
@ 7733
& B4
Permit SR |
NSD1vIDIES

&!I;

Deny
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ASDM EBIREE _FEcHBHomelZUwILE T, [Device Information|(C ASA Version &z ZIBEHDIRTE

ODN=ZaVHFRSNET

L% Device Dashboard E’W
Device Information
General
Host Name: tky1-j08-asa5512-03
ASA Version: 9.12(4)30
ASDM Version: 7.16(1)150
Firewall Mode: Routed
Environment Status: % OK

ﬁ‘] Homel Cﬁ% Configuration @ Monitoring B Save @ Refresh O Back d
0006

License

Device Uptime: 3d 20h 56m 55s
Device Type:

Context Mode: Single

Total Flash:

ASA 5512

4096 MB

? Help | Type topic

Home

(EE]ASA N—T3> DR

REEALTVS ASA O/N\-T3>¢ ASDM VI NII 7O\ AT OFINRTHHEER T TN TEET,

(FIERD]

ASDM E1REm _FER(CHBHelpl-T About Cisco ASDM 1Z240wHILET,

File View Tools Wizards Window

Help

‘@ Home E}% Caonfiguration @ Manitg

Home

; 5»_9}] Device Dazhboard | % Fire

2 =

b Device Information

&

E;_i General  Licenze

F;] Host Mame: ciscoasa
A5A Yerzion: 9.8(2)

Online Help

Help for Current Screen

Release Notes

Cisco ASA Series Documentation

ASDM Assistant

About Cisco Adaptive Security Appliance (ASA)

| About Cisco ASDM |

F1

Help

Device Uptime: Od Oh 9m 3ds
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THREmIFRRENDD T, ASA Version EHc&ZIEEOREON -S> Z2HE2UET,

alialn
cisco

Cisco Adaptive Security
Device Manager

Version 7.8(2)

More information about Cizco A3DM can be found here,

Host Mame: ciscoasa

ASDM Version  7.8(2) ASA Version:  9.8(2)
Device Type: ASAS506

User: {admin> Frivilege Level 15
Cperating System: Wﬂ:ws 10 10.0 Java Werzion:  1.8.0 271

Mare information about Open source licenses used in
Gisco ASDM can be found here
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BHEBRORILZ—EEEBIL T 10T Y MRERO7 /AN EDRBEOIFIC, IERBATEITIENTEET.

BifERZIER (FEETE)

(FIED]

ASDM EIREmE _FEB(CHB[ Configuration |Z27Uw/4&. BIEZ F(C&H3[ Device Setup JZEIRLET
FRD[ Device Setup IUA RS, [System Time]-IClocklz2w/IULET,

File View Tools Wizards Window

@ Home 0{3 Configuration D Monit

Dev ice Setup

------ 90 Startup Wizard
|_l E Interface Settings
D 43' Floutmg

1o o7 Device Tist

L&) Dievice Setup I
% Firewall

gg Remate Access WPN

@ Site—to-Site WPN

ﬂ) Device Management
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ARIOBEESERBIRNS. ERDIILY - ERFRITHREVES . AN, [Apply27IWILET.

Conf‘i ﬁration > Device Se‘tu > System Time > Clock

Configure the ASA date and clock

Time Zone: {GMT+IEH0 Tokw

Date
202012528 &

Time
Time: |10 2|57 ;|62 |hh:mmess (24-hour)

Update Dizplaved Time

I Apply I Reset

BfIERsZIEEEE (NTP 555E)

[FIED)
ASDM EIREmH _FEB(CHB[ Configuration |Z27Uw/4&, BIEZ F(C&HB[ Device Setup JZEIRLET
R [ Device SetuplUARS. [System Timel-INTP1ZIUvILET,

File View Tools Wizards Window

@ Home G%} Configuration @ Monital

fal || Device Setup o 7
| (30 Startup Wizard
|-EB) Interface Settings

|[@7 Bookmarks

Iéﬁ) Device Setup I
gﬂ Firewall

gg Bemote Access VPN
Sg Site—to-Site VPN

i ;L Device Manazement
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(FIE?)]
UFDO4> RIONRRENET . CITIE, #EHE D NTP H—/\-URXMIRRENFT . COFIETEFTARD NTP H—/U
—ZEixI B, [Add1ZIIWILET.

Configuration > Device Setup > System Time > NTP

Configure NTP servers and define authentication keve and values.

IP Address Interface Preferred? Key Mumber Trusted Key? Add
Edit

Delete

[] Enable NTP authentication

[FIER)]
#5195 NTP - /N-D&EFRZA H1&. [OKIZI)WILET,
(5] Add NTP Server Configuration Pl
IP Address: [ ] Preferred
Interface: —-= Mone —— w

Authentication key
Few Humber: -= Mone — w | [ Trusted

by Walue:

Fe-enter Kew Walue:

Gancel Help
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OJIREDFREZITOTVRVGE, BEOHDE=ENSNEZZ I RRRRALREEZITIENTERMEOTL
FVFEY, VPN BB TOJZINE BT, BREDHIBE=ENSFETIEAZFDO AN -BE(CHOEEIC. RE%Z
AE TR LN BIREC R B Iesh. OTHER POV INE DR EZITVEY

[FIED)
ASDM EIREH _EERCH3[ Configuration1Z7Uy/U. BIE A T(C&Hhd[ Device Management | ZiERUET,
[ Device Management|UZ 5. [Loggingl-lLogging Setup |Z2UvIU%E T,

File View Tools Wizards Window

@ Home U‘ﬁ%} Configuration D Manit

-| Dewce Management

[ iﬁ’ Management Access

|§ Licensing
28

| Bookmarks
T

E]. E Mall Setup

""" ' Event Lists
-~ Logeing Filters

% Fate Limit

""" % Swelog Servers

""" @ Syslog Setup

g SMTP

----- &‘ Cloud Web Security

|_ 1--@ Uszerss @08

F-[ER Certificate Manazement
- DHCP

sk DNS

----- fi5' REST API figent
|_'i--- Advanced

&g Bemote fccess WP

g{g&te —to—Site VPN
|ﬂ) Device Manasement
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(FIF2]

T 0D RONFKRENET . [Enable logging IIFTvo%Z AN, [Apply JZ0)yIUET, 2L, FTP Y—/)\—%{&
FALRDY OEIE», YR EEEZEALLD) OBBZITIHBAR. KOROFIEEEMLET .

GConfiguration » Device Management > Loggin

> Logging Setup

I|:| Enzble loeging I [] Enable loeging on the failover standby unit

[]Send debue messages as sycloes [ ] Send sysloes in EMBLEM format

Logeing to Internal Butfer

Specify the size of the internal buffer to which syslogs will be saved. When the buffer fills up. it will be overwritten.

Buffer Size: 4095 bytes

“fou can choose to save the butfer contents betore the buffer is overwritten.
Save Buffer To: [] FTP Server Configure FTP Settings
[ Flash Configure Flash Usage
ASDM Logeing

Specify the size of the queue for syelogs intended for viewing in ASDM.
Queue Size: | 100

I Bpply I Reset

® FTPH-N-%FERALTOIEEETZIHS

FTP B —N\—%ERI 355, [Apply |Z22UvI33H1(CI Configure FTP Settings1z7UyIUEd . FEIDLSRIH
HOFRRE WERIEIRZ AU, [OK1ZIWILET, [(FIEQIDEME(SERE. [Apply 127UvIUET,

Server [P Address:
Fath:

|lzername:
Faszword:

Confirm Pazsward:

Gancel Help
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o YNERBEEZFRALNIZEEIZIGS
YIRS IEREZERI3HA(EApply 120y 93Hi(C. [Configure Flash Usagelz/UyIULEY . FRIDLSRE
HOFRRE WERIEIRZ AU, [OK1ZIUILET, [(FIEQ)DEME(SERE. [Apply 1Z27UvIUET,

[ Configure Logging Flash Usage >

Specify the maximum space that logging can uze on the flazh.
Maximum Flazh to Be Uzed by Logeine: | 1024 kB

Gpecify the minimum free space that loeging will prezerve on the flazh.

Minimum Free Space to Be Preserved: | 3076 kB

] Cancel Help

[(FIEG)
[Logging Filters]Z7UvIUL% 9,

@ Home

(O ) Device Management

05:,% Configurationl [

&' Management Access
@ Licensing
Fﬁ System Image /Configura
Logging

£} Logging Setup

&2 E-Mail Setup

Event Lists

Logging Filters

%) Rate Limit

3 Syslog Servers

(& Syslog Setup

% SMTP

EZl NetFlow
Smart Call-Home
&g Cloud Web Security
Service Module Settings
Users/AAA
Certificate Management
e DHCP
.= DNS
i"' REST API Agent
Advanced

kﬁ) Device Setup
g{} Firewall

(7’ Remote Access VPN

24 Site-to-Site VPN

| b 1 Device Management
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[ASDM |%3&3RU. [Editl1&27UvIUE Y, [Filter on severity | TEUIRLAILOOIEEIRL. TOKIZIUVILET
(FIEQ)DEmEICERE. [Apply 29Uy IULET,

[ ] o Edit Logging Filters

Configure logging filter settings. The severity level represents the maximum level for logging messages. The
ASA will generate system log messages with severity levels up to the specified level.

Logging Destination: ASDM

Syslogs from All Event Classes

I © Filter on severity Informational &) I

Use event list New...
Disable logging from all event classes

Syslogs from Specific Event Classes

Event Class Severity
: auth <
Event Class Add >>
Description: User Authentication
. N Delete
Severity: Emergencies &

Help Cancel E

(&%E] syslog Y-N\—-%IEEL O EEIRT 255
syslog H—/\—#I8FEL COVRFEITIIHE(E. LT D URL 28E (R EEITOTIZEL,
https://www.cisco.com/c/ja_jp/support/docs/security/pix-500-series-security-appliances/63884-

config-asa-00.html#ancl?7
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BB OFNET(IHBEAARFEIN TS IBIR R I D552 e 8L TLET . AIIADFIE THMEBICOI 2 RFL TS
BAR. FEBORFSR TOIZHESRL TUZE,

[(FIED)
ASDM EIREH _ERCHB [ Monitoring 127)w/1&. BIE L F(CH3[ Logging 1Z:&IRULET . [Logging [UXRH

5. [Log Buffer1z7UyIUL% Y,

File View Tools Wiz,ards_ Window He_lp

@ Haome E}G{:‘?} Oonfigurationm

2] || Loeging a B Mo
= ] Real-Time Loe Wiewsr Log]
[E’Lu:ug Buffer I

|[@7 Book marks

% Intertfaces
WP
‘3 Bouting
‘?_E Properties
I &4% Logeing
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[FIE2)
ARICRRESNTVWS TRIOEEmHNSEROOJLAL (Logging Level) Z&EIRU. [View... 127Uy ULET,

Monitoring > Logging > Log Buffer

Log Buifer

Click the Wiew button below to display syslog messages in the logeing buffer for
ASDM as of now. Select the desired logeing level to see messages at that severity or

higher .

Logging Level: ifarnings ~
Emergencies

Alerts

Critical

Errors

Warnings
Motifications
Infor mational

Debugeing

I Wigw... I

(FIE3]
EERE, 0JPIRRENET,
BIZ(E A7 MIISORRICOI 2 R3GEEU T OLIBER A TOI 2HERLET
AT MIFAEURTEOB S
AT MIREULIRR/Y -/ CH T BB
AT MIFEULIR/ D — /- SOBEOF TES_LITONZEDO TRBVEIREE NS R ELERE

X FHHOOJHERSEICOVTIE. UTFORGBAA—H A M IHEERU TTEE 0,
https://www.cisco.com/c/ja_jp/td/docs/security/asa/syslog/b_syslog.html

& Refrech Copy ggave % Clear @ Calor Settings iﬁ Create Rule aShow Rule || Show Detailz ? Help

Filter By ~ | B Filter 57 Build Filter 8 Show All |Find: a,
Severity  Date Time Svelog ID Source [P Source Port Destination IP Destination Port  Description

L Feb 05 2021 |04:45:00

Y Y

BASA-4-120005: Messagze group to destinafion is dropped. Reason reason

A Smart Cal-Home message was dropped. The message may have been dropped because of an internal error, a network error, or the Smart

Call-Home module was dizabled after the message was gencrated, but before it was delivered. v

Explanation Fecommended Action  Details

o Debugging

@ Emergencies @ Alertz @ Critical Er Errore AL Warnings M Motifications i. Informational
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| 3-5-1  JZRD—KRRUS—DRE

Ean—1

ZCTR BEI-Y-0/)\R0— MRS —DREZITVET, /IAT— RRYS —ZEETE I DILCLD. BEDFL/ AT -
REEEZI—T—(CERTEFT, TNICED, SHEDEW/RAD— RIMERTNBIVAIZERTIENTEET,

IKR9— KRRV S —E8E

[FIED)
ASDM EIREH _ERCH3B[ ConfigurationZ7Uy/4&. EHAL F(C&HB[ Device Management |Z:&RUE T,

[ Device Management|UZ 5. [Users/AAA |-l Password Policy JZ297UyIUE T,

File View Tools Wizards Window

@ Hame (9% Configuratio [a Manit

fa] || Device Management o 2
| [1---@ Maragement Access

|§ Licensing

-8B System Image/Gonfiguration

[E
[E
=1 Lozeine

Eookmarks :!

& Afh Server Groups

LDAP Attribute Map

%‘ Authentication Prompt

i;" AAA Access

----- Y Dymamic Access Policies
¥ oury

] |

Pl Password

H-[E Certificate Management
DHCP

NS

DMS Client

[ymamic DMNS
----- il REST AP Azent
L“l--- Advanced

g‘%} Device Setup

% Firewmall

&x Bemote Access WPN
. @ Site—to-Site VPN
II El Device Management I
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RTEAFSRER (Cisco ASA)

(FIE?)]
HRICRROBEENMAERD/ XTI — RS —ZeRELFT

L]

Enter the attributes for the paszword policy of all users

onfiguration > Device Management > Users/AAA > Password Policy

Minimum Paszword Leneth: 13 (3-127
Lifetime: an {days, range 0-655356, 0 for unlimited)

Minimum Mumber Of

Mumeric Gharacters: 1 (0-127)
Lower Gase Characters: 1 (n-127
Upper Caze Characters: 1 (0-127
Special Characters: 1 (0-127

Special characters include: OO, D@0, O#0, OF0, O%0O, OO, OO, O+«0O, O(0 and 0O)O

Different Gharacters From Previous Password: |1 (n-127

[] Enable Reuse Interval (2-T) Unique passwords.
[] Prevent passwords from Matching Usernames

[] Enable Password and Account Protection

If zelected, ASA will not allow users to change their own password or delete their own account

Fezet To Default Policy

I Spply I Reszet

I8

BEOFMEIUTTY.

[Minimum Password Length] :
NRD—ROSIEEZANIUVET BIMEDEEE 3~127 XFTT, #HEENZ/(XRD-ROF/INEE 8 XFTT,

[Lifetime] :

JE—RI1—H— (SSH. Telnet. HTTP) M/{Z2J—-ROBZNEAMZBEETIBELES (I>Y—-ILiRk—hD1—H—
. NZT—ROBZIRARYINTOYIEN B L EHDERA)

BARMEL. 0~65536 TI, TIAIMEIX 0 BT, [ 0 JIGFRESNTUVBIHBA. /{RT—REEAREINICARZC
EEHDERA

NZ0—ROBFIFARNMINZIZE. 7 BEICES Xy -SHFRREINET, /\AT—-ROBRHARNINZE. UE
— 1Y -07IERHETEEINET . BREARIMINLZ 77T T3CE. ROVWINHDOFIEZEITUET .

- fBOEBEC/RI-REZEELTESVET,

- WEIY-IR-NIOJA>UT. NAD-RE2ZELFT.

[Minimum Number Of] : JROA{ TORIEXFEZIEELET.

[Numeric Characters] : /{ATJ—-RICEFNRIFNERSRUVEFOREX FE 2 ANDLET . BIIRE, 0~
127 XFTY. 7 IAIMEE 0 TY,

[Lower Case Characters] : /{\AT—RICEFNRIFNERSRUVNFORIEXFEZANILET . BEIMEDE
F(& 0~127 XFTI, 7 IAIMEIL 0 TY,

[Upper Case Characters] : /{AD—RICEENRINTRERVAN FORIEX FEEANDUET  BIMEDE
F(& 0~127 XFTI, 7 IAIMEL 0 TY,
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RTEAFSRER (Cisco ASA)

[Special Characters] : /{XT—RICEFNRIFTNERSBRVIFERX FORIE X FE 2 ANUET . BINMBEOEEH &
0~127 XFTY FFHEXFICE. 1 @, #.$. % N & *. () HdbFES, 7IAIMEIF 0T,
[Different Characters from Previous Password] : #TUWLWIZAT—RetHVIRD— RTEDRIFNUTRSR
BI\XFEEANDUET . BRMEE. 0~127 XFTI. T IAIMEE 0 TY,
% COMBEOXXFYF I AIBICIFLEE A UTeh DT FTILLIRD— RTERINZXXFN, IRIED/(XT-R
DECICHFEAINTUVRVMSE(RD., NAT— R EEEINEHBENET,
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RTEAFSRER (Cisco ASA)

I 3-6 FIYIUAM 10-2 AOHIG
| 3-6-1 EBENJMV)RT—REE

JCRD— RERENSEV (D - R2ERAUIZE. /\AT— RSN, REP IR ZRIIBBEENLHDET . TD.
BRI RT— R TEIDTENEETY XEI D/ XD — MEHNEEFEITLI-IF1)T1OF5E D
P.96 (CECED[/(RT— RHfE |25 E(ERE S DL IR LET,

VPN #2zDEEED/ (XD - RRVEDPEMABEDICIZL TEEDHIE=EN50FEUEVWRIEF7IEAP
HNEEEEFOWBYRAIZERITSIENTEET.

EE7 N> MNRD— RZEEE

(FIED]

ASDM EIREmE _FEB(CHB[ Configuration |Z27Uw/4&, BIEZ F(C&HB[ Device Setup JZEIRLET
[ Device Setup]UZXh5. [Device Name/Password J1Z9UvyIUE T,

File View Tools Wizards Window

@ Home (‘}{?, Confieuration @ Manit

IF:|:'_Device Setup o B
= .r_;f'} Startup Wizard

(- BB Interface Settings
45+ Routing
R Device Name/Password
|| -2 System Time

|2 Book marks

el

I&) Device Setup

gﬁ! Firevwall

&; Bemote Accezz VPN
Site-to-Site VPN
. El Device Management
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https://www.soumu.go.jp/main_sosiki/cybersecurity/telework/index.html

RTEAFSRER (Cisco ASA)

€3:(@)
Enable Password IEE®M[Change the Privileged mode password.][cFIv % AN, F<HEMR/AD— Rz5%

ELET, sREI D/ RD— R NEEERITLI-ItF1VT(OF5IE 10 P.96 (CEREHD[NZT—EE 125%5
(CERTEIDILEHERLFT.

Configuration > Device Setup > Device Name/Password

Hostname and Domain Mame

Hostrame: ciscoasa
Domain Name:

Enable Paszword

Change the privileeed mode password
Gonfirm New Password: [ OSSOSO BOORS |

Telnet Password

[ Ghanee the password to access the consale of the security appliance

Cld Password
Mew Pazsword:

Confirm MNew Password:

l HDD|E I Resst
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