NTEMSRER (Jedn—3% DMS ~Windows~)

RNERFIEYERIFTLI)-ItF1UT1OF5IE (FIvIUARN) BEESER

S EI =y S
(7=&h—3 DMS ~Windows~)

verl.1l (2024.03)

AEL, BHBAORAEARBEICIERLEDTY,
AECETIRVEDESE (BRI RTASFIURIRICEIZHBERICOVTIE. HROFMFETCBELEDEZEN. )
WiEE YN\ -F1UTREER

Email telework-security@ml.soumu.go.jp

URL https://www.soumu.go.jp/main_sosiki/cybersecurity/telework/

1/29



NTEMSRER (Jedn—3% DMS ~Windows~)

B X

R {77 ROt 3
p I S LAV I A N U= = Tt R Rt = = 4
I == 1153 = 6
3-1  FIVIURD 2-1 ADFIID ceeeiemniriniirisienssrnnssrmssrsnssrnssssnsssnnssrnnsssnssssnsssnnsssnssssnsssnnsssnnses 6
3-1-1  WIndows Defender MEETE ......oooveeeeeeeee ettt et ettt e eae et e et eeee et eeaeeeeeaeeteereeaesaeennas 6
3-2  FIYITURD 2-4 ADIIRE ceeveeneerrrennnserrrrnnsssssrrrnnsssssrssnssssssrsnnssssssrsnnssssssssnssssssssnnnssssres 9
321 TIVT=ZAUDFEIBR ..ottt ettt 9
CRNC T 5 72710 . 8 (0 R JAN ) 5 1 7S 11
3-3 1 AU O TDELTE .cveuvevevereereeesiesesiseeseessesesessesassssesestesesassesesassesesassesessssesessesesessesesassesesesseseseses 11
ICER T S 2 A0 I 4 T AN /) 1 7 12
3-4-1 AP HIRAIROFEER. ..ottt 12
CE-TE s 72710 7. 8 i RN ) 5 1 7SR 13
3-5-1 IR=BIADTIERDIETR ...ttt ettt ettt aeete s enseaenea 13
3-6  FIYIUADPB-L ADIIIE covveurrrrrrnnnsssrrrennssssrrrnnsssssrrnnsssssrrsnnssssssssnssssssssnnsssssssnnnssssees 14
3-6-1 THRFERLIBEDIBIE. ..ottt ettt ettt s et nanaeas 14
3-7  FIYIUAPB-2 ADIIIE ceveeuurrrrrrnnnssrrrrennssesrrrnnsssssrrnnsssssrrsnnsssssrssnssssssssnnsssssrssnsssssees 17
3-7-1 UEBE=POYTUB=RNTATDIRIT oot 17
3-8  FIYIUAPB-3 ADMIIE ceeveuurrrrrrnnnssrrrrrnnssesrrrnnsssssrrnnsssssrrsnnsssssrssnssssssssnnssssssssnsssssees 22
3281 TBIRDBETAE oottt ettt 22
CET- T 5 72710 7. & X =T JAN ) 5 | 7SR 23
3-9-1 JedN—2 DMS DOTAUICATRETE. ...t 23

c 2o 0 I 2 274V 7§ s e BN 1 24
3-10-1 12&N—2 DMS DT NI NIVIEIERDEETE ....coovevreerereieieieisieee e esnens 24

c 2 B R 5 72710 7 8 S 0 R AN 5 25
3-11-1 [edN—2 DMS OEIEBEBRD TS ... 25
3-12  FIVIURABPL10-2 ADITIE ..uovreeennerrrrennssrrrrnnnssssrrrnnsssssrssnssssssrssnssssssssnssssssssnnsssssres 27
3-12-1 Jze&N—2 DMS OOTA 2 ICRAT = RIRUD = DERTE ... 27
3-13  FIVIUAD L10-3 ADFIIE ceuvenrerermrrerrmrresreresressessessessessassassassassassassassassassassnssnnsns 28
3-13-1 [edN—2 DMS OEIEEMERDEIR ..o 28

2/ 29



NTEMSRER (Jedn—3% DMS ~Windows~)

| 1i3Usic

(7) XEOEH
AZ G HNEEFEIERITLID-ItFIUT(OFEIE (FIyIURL) 105 2 BRICEE&HINTVSFIV)
UZAMNEH(COWT, ed—3 DMS ZF| AU TOBANREERNS O EZI 5L T, BIEBENERMINELTE
EELF RE N RS CRIEINSFEOIEA 2T 5L 2BIELTVETY,

(1) RIERSRAF
AEROIA AR INTEETIERYG -CX L[ AT Y- EX INMFELEY. (20234118 7H
RTE) AERTRIEBRY-EZIOFIAZFHRELTHENET .

(D) AEDERAE
AREQ. PNEEOTFIVT(EIBBHEDIZTLAEIPELEE (INACETIEE DTV HEZEHF
9) ZWREL T ZOFF R HFIVIUANEBROEFNBIRZIEIETEDLD. 5 2 ETEFvIIANER(CHE
DI THERAT LRI —JZEHLTVET AETEEE 3 BICTEREMIIC, HEFIEPEEFIRZECHL
TVWEY,

x 1. XEOEIMBRK
=] =
1 (FUIC AECERIH0. BN AZORHERM. EASE REBIEZHRALTVET.
2 FIYIUANEBE | AE TR IBFIvIUANEBL., TOIEBICHIET 3 EFEFIRS JEEFIAD
Bl OPOIIVE S fREAN e ENR—>FEEH L TVET,
3 EEERIERTE | WROFIYIVANERICIZEEEMIFOFREFIREEFIRZHHRLTOET.
(=3

(I) =EFIA

AERBRABZETIHABERIRIIZEOTHD. AR THILERTHZLZRINT IEFEE. mmE. BA
. CHAEROREOBNCI2EES 2 ECTOMORIEZ —HTIEDOTESDDEE Ao AERITIBEIN
TL2IETRIE. 2023 £ 11 A 7 HREROZHRORFBEEZEIC/ERL TED. ZOEROEBROER. 1B
o, 28, HIFREUFEPDESURCLD ., BEFRRECERNMECI RN HDET  RERNL. FEAHERARED
@2 EABESE TVIIRIEZFIAL GREFIEZAFLL CVET , ARREZCHIAEROEBRIZETHATS
BRIC(E ABERUTIBEHLU CVIRTECLNEBRIES AT AICRENRONECHIAEFROSECTHERD L. it
FBLICLTLZEV s RERHTIBEEIN TLVD R TR - SR EFECOVWTARBARNSDDFELZS . R MTAS
BWEDEZE,

3/29




MIEfSRERN (-2 DMS ~Windows~)

| 271y VA NEBICHIGT 3R EAFE —
ARETHEFHU TV FIVIUZANEE, MG 25 EVERERRB LI ERBIENEHEINTUVSIR-ETEEDEHNTY,

& 2. FIIANEBLEREM R EFREOM DT

FIvIUAMNEH WIS DERTENFE
2-1 YIVIIT7RR - Windows Defender Di%TE P.6

FLI—=DRKRICIAIWAMRY T NEA A M=) U UF VI LA
FroEBACTSD. VMNAWRY I MOERI7 e B ENEF
TRREICTID FETEMRIIIN—INEIEMT .

2-4 TIIITMR - 7IVT =23 0fIR P.9
AN=RNIAYEDTUI=JHRICT IV -3V &1 DA M=IT
3EER. ARXT7IVr—23a>ANPEFIATZLSAMT .

4-2 B+ - A9)=OvI DEETE P.11
FLO—-JiREhSENBIRICIE. R0Y—->0vI%hFBLIE

EED

5-1 HessTEEmE - A=H—YR—bOHEER P.12
FLI—UmKCEA—h—YR— MY TUR OS 2 7IVUTr—>3

YEFRAULBRVWESEMT S,

7-3 1237 bG-0JER - IR=AWADT IR P.13
FLI—TmERNE AT A%Y NI —(CIERI BROT7 A0

ZUNET B,

8-1 F—HR:E - I ARAZIE DIETE P.14
AR —NIAYFEDTVI—VimR DM RIFICIRER D AIEREREAR

HTEBLSICT B,

8-2 F—HR:E - VE-bOVI-YE-RDA(TDET  P.17

TLI—ViRR DI REFICHmAT MDM F2E AL, UE- M5

OF—FHE. OV VROBIERY S —PIN—-RF1RIDIES{E
BREDTFIVFTEZMHINCSERT S,

8-3 7—9R:E - IR OIESAE P.22
FLI—Vimk D% - 1R BHCEDRA VLRV ES, HRRIC
RSN\ - RFARAIPTFYS IATYFDRRIRADIES{E
2RI D, LEL. mKICEHDOT—IZREVLBVWESEIR
9-2 7hUrh-REIEE - ledh—% DMS oO0J4>){AJ— P.23
FLI—=UmERDOOATA VI AT— P, FLI-ITHATIESRA  FEE
FhADA) AT - RIIBTEETSLIRET S

4/ 29



MIEfSRERN (-2 DMS ~Windows~)

FIvJUANEH MW BEEMFRE
9-3 7hUh-REEHE - edn—% DMS 07h0>b0v)  P.24

FLI—-0imEFPTLI-ITHRTIESAT AL T—EE [EIERDFTE
B ENRAD— RERANUEEES, T ED)NRAD-RAH%Z
RIFMIFBVWELSHET S,

10-1 HEEE - edh—% DMS OEIEEERD P.25
FLO—-DimEKPTLI-ITHRIZEIATAOEREIER 5

X RBLBERR/IBOANC[TSTS.

10-2 HEEE - edh—% DMS OO0J1>/)NAD— P.27

FLO—-JimEKPTLI-ITHRTZEIATAOEREIERD RARUS —D
KRD—RIC(Z. BBRIRT—RRUS—&EBATS.

10-3 HiEEHE - edn—% DMS OEIEEERD  P.28
FLO—-DimEKPTLI-ITHRIZEIATAOEREIER B
(& BERIERIFOHFIRT S,

5/ 29



MIEfSRERN (-2 DMS ~Windows~)

| sEmEmTEErE

CCTEIMMNEEFBIEBITLI-7tF1)TOF5IE (FovIUAN) 105 2 BRCEREHINTLSFIvIIA b
IEHDOS5, AREOEBENEMINESROFEFIRTEFIRZELHLET.

| 3-1 FIvHUab 2-1 AOHES

| 3-1-1  Windows Defender D%

Windows Defender 2831t 322E T, YIVIIPPEEDLVWPIUS—S3a>h'5 PC ZRELET .

Defender SED5HH!

(FIFED)

Jed—2 DMS K= 5 ERTEI-TWindows - AT AtF1U74¢ ImEIRUI + JRIONSERTE Y MeFARVER L
F9 (BHCSATLACFIVFT1DERTET 7 I ZERR L TVWBIBELERTE 71V B EEIRUVET)

z&n-5

FRARTXGAY FY—ER Qure 17 & aa pEe B oy
0S%3&R Android i0s
Windows =E -
_ H Windows Defende
EW7 ) Dififs & B =
mEs TL— R S LAEBROISIE: UFPILS A LMRE o 5
S LAEBRBOBLE: 55 FRROEE Omz Oz
tEIUF
7 S LREBRDHIE: B T ILOEBRE Ome Ok
BEOY S SLHASTTOBLE: O FO—LEnkE T4 Le - FoEA(%10) mx Oz
St Office
N
IEFEHEE QL CHBE52 3RO 3T IOOEFEHET S : Excel Oz
SAFATFIUF OvEa—4—CHEE 52 3FEROSET/O0=TEIET S : Word OmE
OB -5 —([CEEZ5Z ZrER0E 2 I0NETEHIET S : PowerPoint O sm=E
SIMIRZEELER
OvEa—4—(CEEE52 3EUEROBE T IOO=FE4ET S : Outlook mE
WindowsIER{RE _

6 /29



MIEfSRERN (-2 DMS ~Windows~)

(FIER)
Defender MOF&E CEMMMELIEVBB(CFIVIZFITET,

EH B2

D LAEBRMOBLE: UTILSA LMRE U z28R
D LAEBEOBLE: 050 FREORE U szl
D1 )LAEBROBIE: B LOBEEE U 2
SHADTITOBLE: O FO-)LEnzTa )L I -7 oA (#10) O 2

<&E> KIAB A
UVIVAA LRGE - - - WDV RENA VA= F(FEITEINEOIRIB A, FIABCBSEXE-—S2FRRUET,
D39 RREDIREE - - - Microsoft )57 R ETH(CRBRSNEBRIFHREZU7I A1 AC PC (CRRULET .
YT DOBEENRIE - - - Microsoft #HZ LB DD, iR _LICHB04% Microsoft #tDI5I RTRELET
2> NO=-ENZTANA =T LR - BRI T TV —2a> BIONE BERUIE AN —(CPIER TERRDE T,

FP—=IVIUSIY LAII7MEALTE, T—9ZES LN EZPALEITHIENTEET . FIRICE SR

ENMNERIZSH T EE URL Z8E(SERTELTZE0,
(SE1TANAS-AOT7ICRFIHTEERIANT -2 RETD
URL: https://learn.microsoft.com/ja-jp/microsoft-365/security/defender-endpoint/controlled-
folders?view=0365-worldwide

(FIE3]
RECE T ORIFZIIWILET,

m

(+/Ro > TIBI: 30043FT)

m

(+/R9 > TEN: 3004FT)
#1 Windows 7(x64) Internet Explorer 10/Internet Explorer 11, Windows 8LAIZD& G,
#2 Windows 8.1(x64), Windows 10(x64)LUFEDFHIIG.
%3 Internet Explorer 7T (&, 7+ w2 »JHiBEMEzENC LEFT.
¥4 [BETENRVESTEVYI MITTOETERFA YA NILEFE T3] OF Ty on8nEy.

#5 Internet Explorer 10L& A,

3#6 Windows 10LABE EFEHE.

%7 Internet Explorer QR BEMFHITIE,

#8 [Ard—qw b V- BREEHIRZVFT.

#9 Windows 10FEDFHFIE.

#10 FHEEDRER [T LAEBROMEIL: VP LRE] ORENF T ISNTLV B EEDHFT
YOTEET.

#11 Windows 11LAPE(FFEMIGE.

HRFALEDIIN—TAHRIS—FRESNTVBES, JIL—THRIS—FEESNDE®, BEFELL
TFONRVBETENET.
RAN—TARUZ—(CD TR, MO AT LAERECTRH S,

7129


https://learn.microsoft.com/ja-jp/microsoft-365/security/defender-endpoint/controlled-folders?view=o365-worldwide
https://learn.microsoft.com/ja-jp/microsoft-365/security/defender-endpoint/controlled-folders?view=o365-worldwide

NTEMSRER (Jedn—3% DMS ~Windows~)

WindowsUpdate D&%7E

(FIED]
R=ZIO My TEENSIETE I-T Windows -T2 XFAF YT IS + IIRT2 L. BRTE Y MeFTRRIERRLES
(BRUCSRT LEFIUTADFRTET P AV EERRL CWBIBE TR ET PV R EEIRLET)

-3

FRARTEIUAY bH—ER Ors &1 4 aa e Koo
0S# &R Android i0s
Windows =& @ -
Windows ar (3¢9)
TN
aFEFLTL— b Y LAEBROBLE: UTIL9A ARE Omz Oz
Yo LAEBROILE: 55 REHORE Omg Oz
FaUF1
7 S LR EBRDBLE: ST ILOEBEE Ome Oz
mEOY 2 SLHASIPOBLE: O FO—LENRE DA LS —FIEA(%10) wE Oz
Office
EBRER O v CEEE5R 3R OBE T IOOEEHRTS : Excel OmE
IAFATFIVUFa B2 5 (CEEES5Z g0 I700ETEHIRT S : Word O #&E
OvEa -4 [CEEESX ZElEROB ST IO0OSTEHIET S : PowerPoint Omz
SIMik== LB
A5 CEEES = BTREOD S I O0ETESIRT S : Outlook O @z

WindowsiRiRmE

(FIE?)]
[2ZXFLTF1Y7 11T Windows Update IO T ERIREDIEGE I(CFIvIZANE T
BEAZFRIA T SRIBREDME |(F PC OFIRRMICIH>THEZBEEHLF T,

AT OAEFIUT o
T7 AT — LOMER S S, Windows T 7 A —ILEEMET B Ome U
WindowsGuest P o> &b 5 Ose Dz
WindowsEF % BB > A —IL T 3 (36) aE O
WindowsEFE (CfioMicrosoftBROEFTOISAEATIS %i [ s
2= 20—~ DRREIC LD CTERICES Oz Oz
B L AR T b - O s
ZIRADTPHEIT - e
Windoy pdate (3%9)

_—
FOT - TR Bl (2): 8
o7 JEM: E#TEY [17 |
;}E&%ﬁjﬂﬁiﬁﬁm‘)%)l F—ILFBhEE %ﬁ FLE1- BILE - Jr At y
BEEF OIS AOERES 0 |
REFEFH OIS AOHBEEH * o |

8 /29



MIEfSRERN (-2 DMS ~Windows~)

(FIE3]
& FEBOIRIF1ZDUYILET .

EmEsYA N5

URL .
(+7R4 > TIBM: 3004%T) [ +]
HIRA YA ~—E
N
(+7R4 > TIBM: 3004FT) [ +]

#1 Windows 7(x64) Internet Explorer 10/Internet Explorer 11, Windows 8LAIZD& G,

#2 Windows 8.1(x64), Windows 10(x64)LUFEDFHIIG.

%3 Internet Explorer 7T (&, 7+ w2 »JFHBEMEEENCLEFT.

¥4 [BENENNRETEVI MO TOETFEEFA V> AN—LEFAITS] OF Ty oi9NnET.

3#5 Internet Explorer 10L&EDFH G,

3#6 Windows 10LABE EFEHE.

%7 Internet Explorer QR BEMFHITIE,

8 [Ad—Fw b V-2 BREEHTRVFT,

#9 Windows 10FEDFHFIE.

#10 FHEEDRER [T LAEBROMEIL: VP LRE] ORENF T ISNTLV B EEDHFT
YOTEET.

#11 Windows 11LAPE(FFEMIGE.

HEAFAREDIN—TRUS—FRETATVBES, JIL-TRUS—HBEEEZND LD, FEFELL

FONRVESTH0ET.

RAN—TARUZ—(CD TR, MO AT LAERECTRH S,

| 3-2 FIyHURb 2-4 ADRS
| 3-2-1  FPTUH—>3>0HIR |

FATIRER Y IV 2322 555 L ARBOICRE I BIL T, NERT IV -3V HRITENBIRIZ R I DL
WTEFT,

(FIED]
[E%7E I-TWindows |-[ 7 U —23> |- 7V —2a 28 E IH5T + IR TR EREIRLE T .

e&n-3 )
FIRARTXIAY FY—ER Ome & 19— &8 ma PEE

0S#ER Android  i0S m
Windows &% @ R
m 75,

S OiE S B _ _
wETVIL— K BE
T+l r e
FTUH—23> BEE
[
FTUsr—>aEmlE il
MS OfficeZ 1 Z> AEE O &l
® 2519
A —FY KETH] / ZE
1EFIHERE

Endi=sil

Zone Management

9/29



NTEMSRER (Jedn—3% DMS ~Windows~)

(FIF2)

EZEANU. [FFR] 927V 23> #38TEI D 1. F2ld [B1EF37 V-3 %48

DI9IUET

u’-T—‘J?Z:7jU”J' LI VEBTET D (BESNTWVIWT T UT—33 2 (E )
OBIEIZTFIVT—23#BET S EESNTWVIWT TSI — 3 (E5F0])
HETEl  BIHEOT T Uy 23 pBHE, BEFEELESOBEN ST TLEAL,

(FIE3]
WERET DT TVT =202 OREEANU. FIvI2IIILET,

HEFIUTr—23>

2P IUT—2a ‘ |te5tApDI\cat\on.exe | g

HEIFTEZET I 7L Eexe I 7TILDOHTT .
HETIFPAILECIHLET (exe)®EhiFNTIEE 0.

B)AA 2 b (ETT 7 A )L EN mspaint.exe) 2R IET SBS(F Tmspaint] CADLET.
HUWPTTUT —2a>OBa @y r—oI77 U -G THEELTIEZ .

(+/R& > TEM: 3004FT)

10 / 29

EID I EERUIMRIF 12



MIEfSRERN (-2 DMS ~Windows~)

1 3-3 FIYIUAS4-2 AOHIG

| 3-3-1  RHU—>0OYIDEE

IEARDAT)—>OvI%HETDIECLD, ImEMMEFPDEERICLFIBEHRAVOUAIZERLET . COFIEE
BOET. BIHRD/(XD— REEFIITOTIE,

AIV-t—-\N-DBEZIE

(FED]
[E%7E I-[Windows |- ZF1U7 ¢ INSEEOVIZEIRUT + 1N D SRRV ERRZEIRLES

e&-3
FIRARTFIAY hP—ER [ me &1 48 @ma e

0S% &R Android  i0S m
Windows #E R
——— (G- !E! SR

EETIL— b
g S APE

EEROY S

S

(FIFE)

SXERZANUVI A -2 —N-ZBMNCITBFIvIe AN, [Vt - -2\ RT-RTRE IDIEB%ZIH
HCTFB I BERLET .

SRR,

O IR EEEE UL
O 1Y -—DREFELETD
Q27— tr N FECE R

© ROV )\ —FEWCTSD I
RV — A — U8R D~ RTRE
O IR DFTFEREE L7
O #NCTD
A2V —=2C—)N—DIA LTI
© IHRDNEEEE LR
OmmEEE| D

11/ 29



MIEfSRERN (-2 DMS ~Windows~)

(FIE3]
& FMEBCHBMRTF 120 )vILET,

BitLocker
BELEH PS5 T OBStF— =BT 30T, UE— D1 F il s BHaiz
HUET.

(& E0OsDEAT. Bitlocke BN TALBAETAT TES A )

F—AHIB
IT7ALOBRE FSAI0RIA -y MIED, UE— I TZETLET.

A OSOEETER<BDFET, ISVEQALSA VA L —SZTHBDERE
3. FBEShTV3O39 Y —E2R0T —PM8llken3centsnEd. U
E- DA TOT—FHBERETSRIC. 7SI BA L —TH—EADTHA

FHov FEEETAUEESHTIT>TIZEL,

O UE—tOva, D TE2THEN

| 3-4 FIYIUAI5-1 AOHIG
| 3-4-1  A—p—YK—bORER

FAI3ImARD OS (FRERFTHSYIR- bDHZIN-23>ZFALET . BR—MINGD OS ZERALTWSERES
PRESSEMEIESNRBVESD . RIEFIEADEREBH>TLEIBNNIGD. T+1UT1 LOVRIERDFT, OS DYR—b
HARACDOWTIZ, Microsoft #tOY Ak (%) #HEFRI DN Windows OS IR DELS|Ddd SI AA —RIRE(C

FaLTLIZEL,
%  Microsoft 5171 4)LiRJS— (https://docs.microsoft.com/ja-jp/lifecycle/)

ZZTlE, fedn—2 DMS ZFIAU T, fimRD OS N—3> %R I 255258 #ULFET .

0S N—Sa MR &

s |- —BE1REIRNS., fcd—% DMS MM PR R=)lenfcgsn—E2RRUEFT.
BHERDOIOS[CRRSNN =T 325, BHEERD OS DN\ -2 3> 2RI HIENTEFT,

fe&n-3
FIAATETAY M—ER - &1V wan faEr B o

Hess

BTSSR e +3
BAEFIE B2 BDAH
SRS ERT e
ANBEEDHRINAZX 1R B
csveEn )  DESKTOI ;‘]cg“::’ifg \'1\':3‘1603‘”5 Wi (E4 () vesmm 24538
CoETEs O I | 05 1531 testZ)L—7  SHAE
CSVTHIER S _

i 105350

Android 10

7766]

CSVTO A7 > hatlE R

12 / 29


https://docs.microsoft.com/ja-jp/lifecycle/

NTEMSRER (Jedn—3% DMS ~Windows~)

| 3-5 FIYIUAI7-3 AOHIG

| 3-5-1 R=9WAOFIELADHER

R=IIADTFHLA0Y % EHRNICFEDRL . AEBR 11— —HT=dnN—23 DMS (COY 1> U TOWRWHERLET

0% DR i

R=FINOIOT INSEOT 2RI BIENTEFY,

-3 A
FIAATXIAY M—ER Dus &
3 m@erns o[@igsny AT 3> O = @xKOH
HARS: (mE O ns FT
B
- 2022/10/25 2022/10/25 . < - B
B 09123125 09:23:25 I1—-H— IE8E] »OJCDLELE.
° 2022/10/24 2022/10/24 5 =
3] 09:09:25 09:09:25 14— [E8F) fOJ>LELE,
2 2022/10/21 2022/10/21 . < -
B 159836 1603836 I1-H— €85 AOJC>UELE.
- 2022/10/21 2022/10/21 s =
3] 08:47:57 08:47:57 14— [€8%) #OJ Y ULELR,
2] 2022/10/20 2022/10/25 #28 DESKTOP-G1DPOLUJ MI—x > T [WindowsEH S OJS AnFERA) H
17:44:20 17:36:47 FELET,
B 2022/10/20 2022/10/20 #8% [DESKTOP-G1DPOLU) T —T > T [WindowsER /075 AQFRER] A
17:13:56 17:44:18 FELET.
=] 2022/10/20 2022/10/20 #38 [DESKTOP-G1DPOLUJ (IMicrosoft UpdateE#iiea sHRIM FEMHL TLIE
17:13:55 17:13:55 Bh.

13 / 29



NTEMSRER (Jedn—3% DMS ~Windows~)

1 3-6 FIYIUAh 8-1 AOHIG
| 3-6-1  IWkAEBEOEE

IRARDEE - RN GOIIZECRA . AR EBRERLE TERLIERELET . RO BFIREARHTEDLS

(CERTEI BLICLD. K DR - #3 KEHCIRK DM EZIFETES AN EED. [FHRIFROUA IV ZERITS
ENTEEY,

IHARDMUEFIREZEUS I DHICF, TEROFIRZEMEI BILTNMZ T, KA TIEFHRZEUS I 5 EZB/RIIC
LTV mENHDFT,

fIEREROHESE

(FIERD]

fedN—2% DMS R—ABEIENS[ERGE I-I Windows |-[ 7+ 171 |-TAIEBRIREIE 12ER. [ + IN9>2009)0.
RTELY MARRLET

=&n-3
FIARATXFAY MY—ER [we & 1-9— 4 @0 [EEEE
Android i0S
Windows H3E S
[+] - | o] 3R
EH 7 ) O S B
Q&
BEFTL— v TEST o=
B3,
t+aUso
EEOY 2
BS{h -
tiEthmEE E'ML
© TERAH
SATLEFIUT ® 534

(FIFE]

[T-21> MCEBRINL I O:ERIRDSE I TERRRTANI I3 I (CFTvoZ AN, BUSHERR (5. B, B) ZiEEU
[MRIF1ZDIYILET .

@ AR

® FEHM(SEIIY D
® HEdEE: 30 |5
O BEHEE: B
O BgdsE:| | H

14 / 29



MIEfSRERN (-2 DMS ~Windows~)

ImR LIS DTSR &

(FIED]
fedN—% DMS R—AEIE, Fzld[ #8159 SR ROMEROFMBZ I ILET,

t&-3

FIARATRIAY M—ER D & - Sum e Bov

= %%& BN ec
ESUN S Ed ) + B
e esn v | e [
REEA:

ANBEDHRASTAZ e om
I T T
CSVTIEM O DESKTO g;;’fﬁ:;‘:’g;‘;‘;ws 10 Pro (64 £ 1) Version 1 o ®
coveiEs® O D S 1531 - testZ)L—7  SEA ®
CSVTHIBR

O SH-M1 2 I Android 10 109381 @

7766]

CSVT OS5 7> bR ER

(FE]
ARA2DAZ1-5IER]-MIE 120Uy ILET

{1

O

TR

i
\?
H N
G
-

FIUr—23>

TFIUTA

L&

83

:
2

4
%
A

theiE

15 / 29



NTEMSRER (Jedn—3% DMS ~Windows~)

EJ: 1)
[IE | 7&IRE., Xy ICTREDHEADIE BHR R I IENTEET,
78 (DESKTOP- )

SEEE: 2022/11/24 11:37:28 = FH

-: = — 5
-! 2 x
g e
. 1 ' :
. Byt i g

16 / 29



MIEfSRERN (-2 DMS ~Windows~)

1 3-7 FIYIUAh 8-2 AOHIG

|3-7-1  UE-bOYY-UE-PFIMTOET

IR DI K - BEENGOIHE . ERIZBECIRAROOYY (VE—-MOYY) PIHROT -T2 TER (JE-hIA
7) IBILNTEFY ., #35K - BEEMFICIHRFRDOUE— bOYIPUE— I T LD, B=ENSFIERFENBURA D%
ERSERIENTEET.

Jz&h—3% DMS h50YE— MOYIRIT

BIZ(E, ImRZHH RO —BF(CRIBARRIELIEVB S}, VE- MY ZRITLET .

(FED]
K= ABEO[#EE INSITROTNA ZDFHETIILET .

z&n-3

FIARATEIAY hHP—ER D & - Sum e Bov
—E %%& B> -1~ TH
oy RI—o YT e
RAFIE g B3R
ST BREEE:
ANEEHOHRASYIAX 1/17_—2 (34)
X = A B T,
= Microsoft Windows 10 Pro (64 £ w |~) Version 1 =
CsvTign [ DESKTO 909 Build 18363 457
CovTRR O D s 531 I w7 sm @
csvTHIlR
sH-m12 I i
?;5:”2 Android 10 105381 @
CSVTUSA 7> MBS ==

(FE]
AR UCFRRSNZHEE IOT)E- ROV 1209 ILET .

12{F

=
Wl
#a0
|;I.
[
M
2}

17 / 29



MIEfSRERN (-2 DMS ~Windows~)

(FIE3]
OvIXwE—SZ ANU. TRITIZIWILET . CNUICEIDMSRIGRZOVIFBEN TEFT
FRBR(C(SARER O — R EET T, COMRRRO— RESRI - — (LR 3E. IR A0y IOREIRN BIEEICRDFET,

OvIAvz—3

RO E-FOYIEEITUET.

£&:1-9Y-0vJEm|

‘Your computer has been locked safely.

’ﬁ_:—sglmsum. T :
T

18 / 29



MIEfSRERN (-2 DMS ~Windows~)

VE-—bOYS#EER]— ROHER

UE-POYIZRITUIBE, FTRFIECHEEIDI-FMANTBILT. OvIZMEIRI2ENTEET.

(FIED]
R—AEEOESE |- Windows |- BB 7 N OBECEE 12 IUyILET .

ti-5
FIRARTXIAY M—ER 0wz &1-—v— & u5m [(LREE

0S% &R Android  i0S

COEEBETIE, Windowsigzd> ~O—JLT SEHOk

windows HE
SR P T) DEE S EHE

: STEENE
BEFLIL— b

trFa U

FIUF—=3>

&

EATI-NeREBEETERTS

SRS A

A y\

A ER BEATLSLEERTD
Zone Management
[(FIE)
I-S1> MUBEERRON A TOUE— NIV ORISR0/ (20— RElBLET,

edh-5
FRARTIIAY FP—ER [ me=

0S#:&R Android  i0S

windows 3&3E
BEFIUDBAESEEHF

#/ETIL—

TFalso

7IUs—>3> B

A ATy D47

(>l T F LA

R BETOUE— FOvIOERSE
ERlE T — Fap AT 012345

ARSRER BETOT—S > ML - SV RER - T DA h—ILOHE
HRL

Zone Management
S 0T CEEADY Y
JETRT

19 / 29



MIEfSRERN (-2 DMS ~Windows~)

lz&h—3 DMS h'50UE—MILT'EIT

(FIED]
R—ABEEO 28 INSHROT N1 ADFE@EIUILET,

e&n-3

FIARTEIAY M—ER s & - v & am f =%

B oo

-5

Ty hI—IIv T

el 3

R IERE

ANBEROHRAIRAX

Avtz—mA

csveigm O oescro N

CSV iR

Microsoft Windows 10 Pro (64 Ew I~) Version 1
909 Build 18363

O ;5

SH-M1 [
O SH:M12
7766]

CSVTCHIER
Android 10

CSVT IS 77> haliAEHR

245380

testZ)L—T  SH#l

10287

B> = TH|

+ FARLE)

(FE]
AR UCRRSNZHEE IO DRFE R 5 120Uy ILET .

=113

(FIE3]
VE-RDATZIIILET,

Ow 275k

UE—-hICT

20 / 29



MIEfSRERN (-2 DMS ~Windows~)

(FIE@)

DE—RNIATDOEIT/I\NF—> (PC #EA{L. BitLocker. T—4%HlIBR) ZEIRULIRBEIDICTF VI ANEITRI> =2
DwhLE T, BIZIE BIZE, imREDEUYZmREINET Di5E(L. BitLocker Z3&IRUET,

IRz EHEFALEVSE(E PC #HA{LE(X BitLocker ZiEIRLE T,

® PCHIEA(L

Windowso TPCEIERIREEICRE T #Eew
F{TUFT. Windows 10LEHIE.

BitLocker
BELEH PS5 JOESEF—=ERT 3
TET. UE—FIOATJICIBN T e
HLFET.

A BitLockerDBEZNABENERTEE
A

O F—wHis

T7AILOEERT ESAT0IA4—< v T
£, UE—FDATEZFITUET.

A OSH'EHT=G<RANET. I3
TEOASA AL —SEIFA
MBS AN TWEITD R
—ERAOT R Ena o et
HOFET., UE—FIAT0T —SH
BEETTRHEIC. P5IFEARL—
TH—EADZFBF O FEELE
TRUMEEMNTITOTIEEL,

A ETERICEDET C&FlsEEE
A EBLTNUSE TRIET 3] (CFT
YOEANT TET] RIET Y
IULTLIZEL,

21 /29



MIEfSRERN (-2 DMS ~Windows~)

| 3-8 FIYIUAh 8-3 AOHIG |
[3-8-1 mROES{E |

IR DK - BN D OIIZ SRR ImRD/\— R ZAINESEENBLIERELET

N=FF12IDIESIE

(FIED]
R—ABEEOELTE I-[Windows |-+ 1UF 1 |-[BESAE &EIRUT + IR 20Uy USTE oy Me AR ER L& 9o

&-3
FIRAAVXIAY M H—ER Qus & 19— 48 88 e

OS7% &R Android  i0S m
Windows HiE @n |%
TP OBE CEF R
HET>TL— |
trFalFo
EROY Y

BE{

frERmER

(FIE]
HTERZANE(BitLocker DB/ IOIEETIBEMET B ITFIVvIZAN., [RIF IR ZHUET,

OEMET B

@FtT
LT OOoSTOHSESNENEIDFET.
Windows 7
TPMZELESE LTz EnterpriseEz(2UItimate
Windows 8. Windows 8.1
ProZ Jz{ZEnterprise
Wwindows 1054
ProZE Tz (FEnterprise. Education
FUL=) I T o AOEEZHTESELTIEEY,. SELTIERWindowsT—Zz > Rd—

H—<—aFILEISEIEE,

22 1 29



MIEfSRERN (-2 DMS ~Windows~)

1 3-9 FIYIUAI9-2 ADOHIG

| 3-9-1  k&h—3 DMS OOY(V)(RAT—REE

FIHA) (XD — K&, FENMEIEL TOSIDONSRVDT, BN/ RT- REAZHBLITEDICEEIZIET, BERODHS
B=EBDSAETIEATNBVAIZERULET .

(FIHD]
R—LABHEOE LCHBZI-Y-ZOTNIV2FRRESEMEAKE L. /(RD- ROIEEN S HRE1Z2U9ILET,
Eﬁfﬂﬂ{j&i}ﬂyhﬁ'—EZ Onrs &1v— Pan LPH=ar Bos
Ha hewS U Ei2E o D,_,,_;,,,:; .
HiRE
(TS —DEEEEHTS) | | = o
= =1

(FE]
RED/RD—FEANL FILWIRD - R AHE. [RTF 1279 ILET,

MAT—F - g

23 /29



NTEMSRER (Jedn—3% DMS ~Windows~)

| 3-1 0FIYIYAN 9-3 ADHIG |
| 3-10-1 k&h—3 DMS O7HY> bOYIEIEDEE |

fe&—2% DMS OR—=FNADTFILRICHU. OYT7IMDFREZITVES . CNUICED, BE=EICLBIRIETTEZADUR
DEARRLE T .

(FIED]
R—LBEOIEEE |-V —ERIGERTE |- 7HhI > MRUS — 129Uy IUET

E&h-3

FIARATFIAY FY—EZR [mue & 1-—v— & wa e B oo NRIt+2 7757 103
Android  i05  Windows - Y —ERRIRHE

COBETE, AY—EXOBRBREE(TOI LN TEST,

(FE]
IRTEOR)S —NRRENBDT. [HREIZIVYILET.

T bRUS—8E

2 S OB
BRIE L7
THO OOV T R

RIE L;@L\

(FIEG)]

[7h9> boOyI7I M OIREZRIRLET [/NZAD— FADKEIEEL 1 Z AHU. OvI79 NS 2R E A DETRIT ]
Z27)WILES,

FHD PRV —3GE - R

-SZ—T—L)\L
BED) A T— P -

e el

® Z)F LIS

eZ I

ORETE 120 m B

® EHE LR

—
® S2T— FADRHES| 3@
g R [ 60 %

O EBRE LR

24 / 29



MIEfSRERN (-2 DMS ~Windows~)

| 3-1 1 F1yHURH 10-1 ADHHG

| 3-11-1 L&h—3 DMS OEREERDTS

BIEEEREZNS5I21- Y- %ZREIDLET ARMORELEEZTER 1Y - 2L B/ RINZ, BEEDHS
1-H—(cLh. SRUVBVEREEEITONBVRAIZERMIIEN TEET,

fedn—% DMS O1—-Y-ZEMIBHEE. U TOFIET, @RIBHERZF D 1-Y - @Rl ZRELRVELICL T
(AN

[FIFED)
[1—-H—157%7UvIU0 + RIS I - —ZERRLET .
En-5
FIARTXIAY MY—ER
—& ®BZ 1-v-£&
RIE: 1—Y—%
ANEBOHASIAX | @
CSV TiEhn i
_ gEE
CSVTH#RE T R . |

CsvaE4o>O— 1

25 1 29



MIEfSRERN (-2 DMS ~Windows~)

(FE]
I1-Y—-1BRe ANV - ERI NS B HIETAERERLE T .
IO =R ABDUVIMREF 12U ILET

= |

= = |

FZF |

OBEE (2 ToRENTEEY)
OfF

OHEE (EEEFESTEEEA)
ogwa - A7

oo (ERCERERTE)
O—f (OF > TEFEA)

OHIBLL
OsEHBD [ A
ORI

26 / 29



NTEMSRER (Jedn—3% DMS ~Windows~)

| 3-12F1yHURH 10-2 ADG |
| 3-12-1 k&h—3 DMS OOJA>/(R0— KRS —DRE |

SAFACOT1> S 21D/ AT - ROEEZFHDIETAEDT 1> DURIZRRLET

(FIED]
R—ABEEONERE |- -ERRSEERTE |- [ 7h0> MRUS — 127Uy UET .

&h-3 =
FIRART XIS MP—ER [mue &1-v- &0 EEEE B ov NRIZ=F1 757035

0S%EZEIR Android  i0S = H—ERRIRS®E

ST -

Windows

Y—EXRREEE

. COBETE, AY-EXORBEEETOILATEET.

FHI> RYS—

(FE]
IRTEON)S —NRRENBDT. [HREIZIVYILET .

4Y¥J—,{L

20— REL

**thcm

Brlmn

FHAY Y FOOY TS

BELRBL

(FIE3]
[N\AD—-RORSIHBED/CRT— REELE #8732\ 0 — R ZEK I )NZD - FOBRIHAR IITIEZ A D UIMRTF 129V

wILET,

FHI hRUS —SE - Stk

- si; S
©FI$5 10 - 0@

O ER LR
®ET S
O FELRN

£33 10

O ”“Euam

FHI hoOw S FI b

® S AT—FANEEEE T @
BHE[ 604

O REELRN

27 1 29



MIEfSRERN (-2 DMS ~Windows~)

| 3-1 3F1vHURH 10-3 AOHHG

| 3-13-1 kd&h—3 DMS OEBEEROEHE

VERIACLBI AT AT —AINDBEEZRHTHC, —iE1—F—DF7h V> heEmL, EEEIFEDTHD > beFl
. EBER7HY> MOFIRRH/INRICEDHHEZHERLET,

28 /1 29



NTEMSRER (Jedn—3% DMS ~Windows~)

(F5%]
SEMSRENORERVEMZTICHLOTR. kRNBUXFBEORFREEMDS 2ICZKRBBIHBHEZVE
EEFUE. COBEBEDL TRGEHILBL LITET,

29 / 29



	１ はじめに
	２ チェックリスト項目に対応する設定作業一覧
	３ 管理者向け設定作業
	３-１ チェックリスト2-1への対応
	３-１-１ Windows Defenderの設定

	３-２ チェックリスト2-4への対応
	３-２-１ アプリケーションの制限

	３-３ チェックリスト4-2への対応
	３-３-１ スクリーンロックの設定

	３-４ チェックリスト5-1への対応
	３-４-１ メーカーサポートの確認

	３-５ チェックリスト7-3への対応
	３-５-１ ポータルへのアクセスの確認

	３-６ チェックリスト8-1への対応
	３-６-１ 端末位置の把握

	３-７ チェックリスト8-2への対応
	３-７-１ リモートロック・リモートワイプの実行

	３-８ チェックリスト8-3への対応
	３-８-１ 端末の暗号化

	３-９ チェックリスト9-2への対応
	３-９-１ たよれーるDMSのログインパスワード変更

	３-１０ チェックリスト9-3への対応
	３-１０-１ たよれーるDMSのアカウントロック回数の設定

	３-１１ チェックリスト10-1への対応
	３-１１-１ たよれーるDMSの管理者権限の付与

	３-１２ チェックリスト10-2への対応
	３-１２-１ たよれーるDMSのログインパスワードポリシーの設定

	３-１３ チェックリスト10-3への対応
	３-１３-１ たよれーるDMSの管理者権限の管理



