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CSNA COURSE OUTLINE

Certified Stormshield Network Administrator (NT-CSNA)
STORMSHIELD SAS training organization
Business registration no.: 11922154792

Introduction

In the Certified Stormshield Network Administrator (CSNA) course, trainees will learn the main
aspects of operating and configuring Stormshield Network Security firewalls. At the end of this
course, trainees will be able to define and implement filter policies and routing policies, configure
authentication policies, and set up various types of VPNs.

The Stormshield CSNA certification attests to the acquisition of these skills.

Target audience

IT managers, network administrators and IT technicians.

Learning methods

The structure of the course includes both theory and practical exercises. Two methods are
offered:

e in-person courses, either at Stormshield's offices or the client's offices
¢ online courses, including interaction with an instructor via videoconferencing and
over the Airbus CyberRange platform for practical exercises
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Courseware is provided to trainees and consists of course content, practical exercises
(labs) and their solutions. Trainees are given access to a full-scale technical environment
so that they can put into practice what they learn during the course.

In order for trainees to keep their knowledge up to date, all updated versions of courseware
will be available in PDF on our https://institute.stormshield.eu platform for three years. On
= this platform, trainees will also have access to a virtual learning environment in which they
can operate the appliance and replay lab exercises at their own pace.
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Aims of this course
At the end of the course, trainees are expected to know how to:

- operate an SNS firewall and understand how it works
- configure a firewall within a network
- define and implement filter and routing policies
- configure access control to websites in http and https via a proxy
- configure authentication policies
- set up various types of virtual private networks (IPsec VPN and SSL VPN)
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Venue and duration
Stormshield conducts onsite training sessions. The schedule of when these sessions are held can
be found on the Stormshield website.
We can also conduct in-company training for groups of at least five trainees.
Each session is open to a maximum of eight trainees.

The CSNA course lasts 21 hours.
For in-person sessions, the course is spread out over three consecutive 7-hour days.

For online sessions, after an initial 7-hour day, the remainder of the course is spread out over four
consecutive half-days lasting 3.5 hours each.

Registration

All registration requests must be sent to a Stormshield training center (STC) distributor or to
Stormshield’s training department (training@stormshield.eu). Registrations are confirmed only
upon receipt of the order form.

Our standard terms and conditions of sale and service can be found at the following link
https://www.stormshield.com/standard-terms-conditions-sale-service/

Facilities for trainees with disabilities

Our course facilities are equipped to accommodate and cater to individuals with disabilities.
However a prior assessment of the nature of the disability is necessary. To ensure that we anticipate
trainees’ needs and make the necessary arrangements, we ask that they inform our training
department of their requirements as soon as they get in touch.

Cost

The public price is €2550 before tax for in-person or online courses.
Trainees are given two attempts at the CSNA certification to validate what they learned.

Requirements and hardware specifications

Sound knowledge of TCP/IP, prior knowledge of networking is a bonus. Prior to signing up,
prospective trainees for the CSNA course are requested to verify whether they possess the
knowledge required to follow the course by using the self-assessment test at CSNA self-
assessment.

Trainees who do not obtain the minimum required score must revise the basics of networking on
their own.

The hardware requirements depend on the format of the session.
In-person:

- Laptop with a wired network interface, preferably running in a Windows operating system
(physical or virtual with bridged network access) with administrator privileges, on which
the following applications are installed: Firefox, PuTTY (or any other SSH client), WinSCP
(or an equivalent SCP client), Wireshark, VirtualBox or VMWare equivalent (VMWare
Workstation Player or Pro).
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Online:

- Latest version of a web browser: Chrome or Firefox with Javascript installed to enable
access to the CyberRange platform for practical exercises (only these browsers are
supported).

- Internet access of at least 2 Mbps

- A second monitor of at least 22 inches is recommended

For online courses, trainees must have a working webcam and microphone, and permissions to
install the videoconferencing application. Trainees must check the access to CyberRange
platform before the training session (https://customers.cyberrange.cloud/)

Detailed training program

- Individual introduction of trainees
- Training and certification program
- Stormshield: introduction to the company and products
- Getting started with the firewall
o Registering the firewall in the client area and accessing technical resources

o Resetting the firewall and introduction to the administration interface
o System configuration and administration privileges

o Installing licenses and updating the system version

o Backing up and restoring configurations

- Logs and monitoring
o Log categories

o Monitoring and history graphs

- Objects
o Concept of objects and types of objects

o Network and router objects

- Network configuration
o Configuration modes on networked appliances

o Types of interfaces: Ethernet, modem, bridge, VLAN and GRETAP
o Routing types and priorities

- Address translation (NAT)
o Translation of outgoing traffic (masquerading)

o Translation of incoming traffic (redirection)
o Translation in both directions (one-to-one translation)

- Filtering
o Overview of filtering and stateful tracking

o Detailed presentation of settings in a filter rule
o Sequencing of filter and translation rules

- Application protection
o Setting up URL filtering in http and https
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o Configuration of the antivirus analysis and Breach Fighter sandboxing feature
o Intrusion prevention module and security inspection profiles

- Users & authentication
o Directory configuration

o Introduction to the various authentication methods: LDAP, Kerberos, Radius, SSL
certificate, SPNEGO and SSO

o User enrollment

o Setting up explicit authentication via a captive portal
- Virtual private networks

o IPSec VPN (IKEv1 and IKEv2): concepts and overview

o Site-to-site tunnels with pre-shared keys

o Virtual Tunneling Interface

- SSLVPN

o How it works
o Configuration

Certification exam

: To obtain certification, trainees must complete an online exam containing 70 questions
=" within 1.5 hours.
The minimum score required to obtain the certification is 70%.
Access to the exam automatically opens the day after the end of the course on the
https://institute.stormshield.eu platform and remains open for three weeks. If trainees fail their first
attempt or are unable to sit for the exam within this time frame, they will be entitled to a second and
final attempt, which will open with immediate effect for an additional week.
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