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Introduction

The aim of this course is to introduce the advanced network features on Stormshield Network
Security products: link aggregation, SD-WAN, QoS, dynamic routing and others.

Target audience

IT managers, network administrators and CSNA-certified IT technicians.

Learning methods

This course can be conducted in two ways: in-person with other trainees in a classroom, or
online, in which the instructor uses a combination of videoconferencing tools and the
Airbus CyberRange platform. The structure of the course includes both theory and practical
exercises.

Courseware is provided to trainees and consists of course content, practical exercises
(labs) and their solutions. Trainees are given access to a full-scale technical environment
@% so that they can put into practice what they learn during the course.

To allow trainees to keep their expertise up to date, all updated versions of courseware are

available in PDF for 3 years on our platform https://institute.stormshield.eu. On this

~——.  platform, trainees will also have access to a virtual learning environment in which they can
operate the appliance and replay lab exercises at their own pace.

Bl

Aims of this course

At the end of the course, and after revising the fundamentals, trainees are expected to know how to:
- Use advanced network features: link aggregation, transparent mode and dynamic routing;
- Accurately configure the management of Internet access over multiple links (SD-WAN);

- Set up a bandwidth management and quality of service (QoS) policy.
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Venue and duration

Stormshield conducts training sessions, either onsite at its offices in Paris, Lille and Lyon, or online.

Our instructors are also equipped to conduct in-company training (onsite or online) for groups of at
least five trainees.

The duration of the course is 14 hours over two consecutive 7-hour days.
Each session is open to a maximum of eight trainees.

Registration

All registration requests must be sent to a Stormshield training center (STC) distributor or to
Stormshield’s training department (training@stormshield.eu). Registrations are confirmed only
upon receipt of the order form.

Our general sales terms and conditions are available at https://www.stormshield.com/standard-
terms-conditions-sale-service/

Facilities for trainees with disabilities

Our course facilities are equipped to accommodate individuals with disabilities. However a prior
assessment of the nature of the disability is necessary. To ensure that we anticipate trainees’ needs
and make the necessary arrangements, we ask that they inform our training department of their
requirements as soon as they get in touch.

Cost

The public price of the course is €1,850 before tax for 14 hours of course time and two certification
attempts online.

Requirements and hardware specifications
This course is reserved for candidates who have passed the CSNA exam within the three years prior
to the CSNR course.
The hardware requirements depend on the format of the session.
In-person:

- Laptop with a wired network interface, and an operating system (physical or virtual with
bridged network access) with administrator privileges, on which the following applications
have been installed: Firefox, Chrome or Chromium, PuTTY (or any other SSH client),
WinSCP (or an equivalent SCP client) and Wireshark

Online:

- Web browser: Latest version of Chrome or Firefox with Javascript and websocket enabled
to allow access to the CyberRange platform for practical exercises (only these browsers
are supported). Trainees must hold permissions to install plugins in their browsers to
support video conferencing.

- Internet access of at least 2 Mbps.

- A second monitor of at least 22 inches is recommended.

Detailed training program
- Individual introduction of trainees

- Advanced network features
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o Link aggregation

o Transparent mode
o Special network options
o Routing
o Dynamic routing
- SD-WAN: management of Internet access over multiple links
o General definition of SD-WAN
o Router objects
o Link availability indicators and thresholds
o Monitoring and logs
- QoS: quality of service and bandwidth management
o How it works
o Bandwidth reservation and limitation

o Priority queues

Certification exam
To obtain certification, trainees must complete a 1 hour 15 minutes online exam containing
9 40 questions.
The minimum score required to obtain the certification is 70%.

Access to the exam automatically opens the day after the end of the course on the
https://institute.stormshield.eu platform and remains open for three weeks. If trainees fail their first
attempt or are unable to sit for the exam within this time frame, they will be entitled to a second and
final attempt, which will open with immediate effect for an additional week.

February 2024



https://institute.stormshield.eu/

