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Protect your business data
Business data – a company's most valuable asset – 
is exposed to a large number of risks for loss or 
theft of sensitive data. Stormshield Data Connector 
guarantees optimum, effective protection for your 
information assets.

Data includes its own protection
•	Encryption meets security requirements for sensitive data
•	Separation of access to and viewing of confidential data

Integration with business flows
•	Automatic application of the security policy
•	Transparent to the end user
•	Facilitates adoption of the protection solution

Confidentiality guaranteed
•	 Technology certified by the various applicable bodies 

(Common Criteria, NATO)
•	 Possession of encryption keys
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FEATURES
Control of all Stormshield Data Security modules

Sharing (internal external)

Email protection (encryption and signature)

S/MIME and PGP interoperability

Visibility

Centralised administration

Separation of rights (host, administrator and user)

Compatibility with Microsoft's “Cryptography API: Next 
Generation” (CNG)

Control over user management

Directory backup and restoration

Smart Card

TPM chip support

COMPATIBILITY
Windows OS
V10 (32 & 64 bits)
V11 

Windows Server
Windows Server 2019                                                                            
Windows Server 2022

Supported languages
Powershell, C++ and C#

Microsoft .NET
Version 4.5.2 

Algorithms
PKCS11
PKCS12
256-bit AES
RSA 2048-4096 bit
SHA 256-512 bit
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SECURITY CLEARANCE
Stormshield Data Security

ENCRYPTION VERIFICATION

Allowed

DIFFUSION

AUTHORIZATION

Stormshield Data Security Connector
Use case


