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Monitor the confidentiality of your company’s sensitive information

Sharing
OF CONFIDENTIAL 

DATA

Total 
independence
FROM THE INFRASTRUCTURE

Confidence
A CERTIFIED

SOLUTION

Easy
PROTECTION 

BASED ON IDENTITY

Encryption
In the context of constant communications and 
exchanges, Stormshield Data Enterprise can provide 
completely transparent and automated encryption for 
a perfect integration in your Office 365 environment.

Easy management of zones of confidence
•	 Integration with email customers for the ratification and 

confidentiality of email messages
•	Security for data shared between internal and external 

employees

Guaranteed confidentiality
•	 Dissociation of confidential data access and consultation
•	 TPM chip support
•	 Technology certified by various bodies (Common Criteria, 

NATO)					   

Centralised administration
•	 Management of security policies 
•	 Management of user identities
•	 Key management (PKI)
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FEATURES
Sharing (internal/external)

Secure and shared containers

Email protection (encryption and signature)

Interoperability between S/MIME and PGP

Visibility

Support of Office 365, OneDrive and Sharepoint

Automatic encryption in local folders and on file servers 

Centralised administration

Separation of rights (outsourcer, administrators and users)

Compatibility with Microsoft Cryptography Next Generation 
(CNG) API

Smart Card						    
						    
TPM chip support

COMPATIBILITY
Windows OS
V10 32 bits (only for SDS E V10 LTSB)
V10 and V11 64 bits

Administration tools
Windows Server 2016
Windows Server 2019                                                                           
Windows Server 2022

Algorithms
PKCS11
PKCS12
AES 256 bits
RSA 2048-4096 bits
SHA 256-512 bits

Stormshield Data Security
Centralized administration


