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As protection needs may be multiple and vary according to each
individual business, Stormshield has designed a set of security service
packs that are as simple as they are attractive while meeting the needs
of specific uses.

These packs guarantee the continuous update of protection systems
considered essential for the running of your business. In addition, they
integrate hardware maintenance, software patches and upgrades,
access to technical support 5 days a week through our partner network
and the provision of the Stormshield Security Research area.

INDUSTRIAL SECURITY PACK

This pack is specifically designed to protect industrial infrastructures
that can be connected to the IT infrastructure. It is tailored to carefully
finely filter and manage access to the operational network while ensuring
in-depth inspection of industrial protocols.

The IPSec VPN connection feature in particular provides a secure
access point for remote maintenance operations.

INDUSTRIAL PLUS SECURITY PACK

Created for industrial companies that want complete control of their
operational network's security, this pack pairs combines security
features with a complete map of your industrial environment. This map
displays all the PLCs, operator consoles, cameras, and other elements
components that communicate over the operational network. The
filtering, inspection, and VPN connection features are identical to those
in the Industrial Security Pack.

The Stormshield Network Vulnerability Manager module provides a
real-time visibility overview of vulnerabilities on the network or on the
components deployed elements. Being able to discover communicating
elements components within the operations system constitutes is a
strategic asset for risk management.

UPDATES

Industrial environment mapping and intrusion prevention are built on
a signature database. An up-to-date signature database ensures an
optimal level of security. Signatures can be updated at your convenience,
during scheduled maintenance, or automatically on a regular basis.
Regardless of the operating procedure, you can also connect your
signature database to an update server within your installation.

Hardware exchange

All security packs include hardware
maintenance in order to ensure
business continuity in the event of
a hardware failure. Your appliance
will simply be exchanged for a
similar replacement product. Three
levels of service are available.

Standard exchange

Your appliance will be exchanged
once our customer service center
receives the defective appliance.

Express exchange

Your appliance will be exchanged
in advance. As soon as our support
centers diagnose a hardware
failure, the replacement product
will be sent, which you would
receive the next working day'.

Serenity4all

With this service, you replace the
product yourself once our support
centers have diagnosed the
malfunction fault 2.

' Please check with us regarding the eligible
countries and cities. Applies to diagnoses
made before T p.m.

2 Replacement products must be acquired
in advance for this service.



Standard Unified Security

Industrial
Security Pack

Features

v
NGFW + IPS

v
VPN (IPSec & SSL)

v
Industrial Protocol

.*.#

Vulnerability Manager”

Updates

v/
Firmware

v
IPS

v
Applications

v
Vulnerabilities

Services
v

Support via certified partner

v
Security Research

Advanced Unified

Security

Industrial Plus
Security Pack

Features

4
NGFW + IPS

v
VPN (IPSec & SSL)

v
Industrial Protocol

v
Vulnerability Manager

Updates

v
Firmware

v
IPS

v
Applications

v
Vulnerabilities

Services
v

Support via certified partner

4
Security Research

* Availability depends on selected options




STORMSHIELD SECURITY RESEARCH

The results of Stormshield’s continuous security watch to
improve the protection on our products are published in a
dedicated web site.

The web site security.stormshield.eu lists all vulnerabilities
and attacks that Stormshield Customer Security Lab team
has analyzed and are currently managed by Stormshield
Network Security solutions.

As such, you obtain a full overview of the level of protection
our solution provides.

Y EHEOED

Stormshield, filiale a 100% d’Airbus CyberSecurity, propose des solutions de
sécurité de bout-en-bout innovantes pour protéger les réseaux (Stormshield
Network Security), les postes de travail (Stormshield Endpoint Security) et

STORMS H I E L D les données (Stormshield Data Security).

www.stormshield.com


https://security.stormshield.eu

