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Stay ahead of new threats

Real-time Availability Visibility Action

CONTINUOUSLY MANAGE UNINTRUSIVE APPLICATIONS AND CORRECTIONS
VULNERABILITIES ENGINE OPERATING SYSTEMS TO BE APPLIED

Real-time detection

To counter these modern attacks, detecting and

fixing the vulnerabilities that they target are only the

first line of defense. Opt for a solution that detects
——— vulnerabilities continuously and in real time.

= Dedicated tool for operations team
e Dashboard and reports dedicated to vulnerability
management
e Map for a constant visibility over your deployment
(operating systems, applications in use and their
vulnerabilities)
e Alert as soon as a vulnerability appears on your network

0o Business continuity

Natively embedded in the intrusion prevention engine of any e Unintrusive solution
Stormshield Network Security appliance e Zero impact on the availability of servers and sensitive
devices

& Flow analysis
e Traffic inspection
e Applications and OS identication
e Association with known vulnérabilities

NEXT GENERATION UTM VULNERABILITIES WWW.STORMSHIELD.COM
& FIREWALL MANAGEMENT
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Stormshield Network Vulnerability Manager offers a set of dedicated reports
as well as a real-time dashboard that allow you to stay in control of your
deployment.

You will therefore be able to easily identify vulnerable applications, operating
systems and hosts. Reported vulnerabilities are classified by criticality and
method of exploitation (remotely or locally).

The reports intuitively suggest appropriate corrective actions to take. If none
of the suggested fixes can be applied to a particular vulnerability, the creation
of a filter rule to mitigate the risk will be easy as it can be performed directly
from the graphical interface. This guidance during the remediation process
allows you to save a considerable amount of time during the administration
of your information system.

With Stormshield Network Vulnerability Manager, you can respond more
quickly to internal requests relating to the compliance of your information
system. You will be able to anticipate audits and thereby demonstrate the
added value of your assets.

STORMSHIELD NETWORK VULNERABILITY MANAGER
PASSIVE SCANNER

OTHER SOLUTIONS
ACTIVE SCANNER

- Inspection of in use applications + Exhaustive

+ Real-time + Scans scheduling

+ Unintrusive engine - Potential disruption of services
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