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If you had to sum up the year 2020, 
what would you say? This year will 
remain an extraordinary one from a 
health, economic and political per-
spective. And in the cyber sense? 

All over the world, malicious cyber acts 
have played on contemporary circum-
stances, and even adapted to it – often 
taking advantage of the urgency of the sit-
uation and lower levels of alertness. And 
despite the growing media 
exposure these malicious 
cyber-acts are attracting, the 
work of raising awareness of 
cybersecurity issues clearly 
remains more relevant than 
ever. And this constant exam-
ination forms an integral part 
of the mission we have set for 
ourselves at Stormshield. In 
addition to providing protec-
tion for critical infrastructures, their sen-
sitive data and operational environments, 
our mission is also to question, analyse, 
understand and share. Just as we did last 
year, we have decided to create special 
content that ties together all of our lines of 
thought drawn from 2020. 

These reflections and questions are the 
result of a collective initiative which com-
bines the opinions of our Product Mar-
keting, R&D, sales and pre-sales teams. 
In these pages you will meet fresh faces 
who have joined us to enrich the quality 
of our teams and make this content more 
relevant. And because an initiative like 
this cannot be a solo effort, I am delight-
ed to see even more external contributors 
featuring in these pages – whether part-

ners, customers, researchers, 
academics... or just curious 
minds.

In this work of just over 150 
pages, you’ll find several dif-
ferent reading levels – to ad-
dress varying levels of ma-
turity and audience types. 
Papers to educate and raise 
awareness, pieces provid-

ing a more expert and cutting-edge angle, 
business perspectives and future projec-
tions: you’re sure to find something of in-
terest for you here. ●

Pierre-Yves 
Hentzen
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Nebras Alqurashi
Business and Technical Development Manager for 
the Middle East and Africa Stormshield

“An attack on the electrical industry is an attack 
on the heart of how society operates. For example, 
if a cyberattack causes a blackout, this could have 
dramatic consequences and cause a wide range of 
human and material damage” p. 55

Charles Blanc-Rolin
CISO for a French regional hospital group

“In French regional hospital groups, only 1% of the 
overall budget is assigned to digital technology in 
general (including security), compared to 5-6% in 
Northern European countries” p. 68

Philippe Blot
Lead Expert Certification at the ENISA

“The idea is to create European pathways, a 
European form of governance, where all stakeholders 
agree on the rules of the game” p. 127

Markus Braendle
Head of Airbus CyberSecurity

“Europe must ask itself how dependent it wants to 
be on others for its cybersecurity, and find the right 
balance” p.127

Manon Deveaux
In charge of cybersecurity issues within TECH IN 
France’s Public Affairs team

“The general public has realised that public services 
such as hospitals could also be affected, and that the 
consequences could be serious” p. 131

Franck Gicquel
Partnerships Manager Cybermalveillance.gouv.fr

“If we maintain a philosophy based on prohibition 
and punishment, we are perpetuating a view of the 
employee as a weak link in the security chain. And 
yet the whole point of awareness training is to make 
them the strong link!” p. 86

 
Raphaël Granger
Account Manager Stormshield

“From a cybersecurity perspective, by having access 
to this data, a hacker might more easily find out how 
to turn up the heat to the maximum setting, cut off 
the air intake, or prevent a fire alarm from going 
off... The tragic consequences are easy to imagine” 
p. 81

Alice Louis
Winner of the 2020 “Cyber Woman Trophy” in the 
category "Jury's favourite"

“This approach to ethics explains that the morality 
of an action must be assessed in terms of the 
consequences of that action. From this perspective, 
hackers become clear allies for organisations” p. 96

Jean-Christophe Mathieu
Head of Industrial Security Orange Cyberdefense

“When IT/OT governance is unified, there is a 
better integration of cybersecurity for industrial 
systems” p. 36

Fabien Miquet
Product and Solution Security Officer Siemens

“The world of IT has a strong focus on 
confidentiality and integrity: in the case of 
suspected attacks; there is an immediate tendency to 
disconnect the system. A factory, by contrast, needs 
to maintain uninterrupted production, and has to 
deal with both human and environmental risks”  
p. 42

Vincent Riondet
Head of Cybersecurity Projects and Services teams 
Schneider Electric France

“A person with an IT background won’t use the 
same definition of SCADA as someone from OT” 
p. 38

Contributors
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Every year, Stormshield experts put together an analysis of struc-
tural trends for the coming year. What major issues will the world 
of cybersecurity be facing in 2020? As with last year, we've been 

looking closely at a number of weak signals, the latest industry analyses, 
and the opinions of our experts. We project these into 2020, examining 
four assumptions (and four scenarios) which may shape cybersecurity in 
this new year. And not a crystal ball in sight...

Victor
Poitevin

By

cyber trends
be?

What will 2020’s

January 27, 2020
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Trend 1: 

the rise of multi-
level phishing?
Weak signals from 2019:
In 2019, the share of main attack vectors composed 
of phishing attempts increased, according to a Mi-
crosoft report. And the level of sophistication seen 
in the methods used presents a challenge, with fake 
404 pages, fake pages indexed with Google and even 
phishing campaigns disguised as assessment inter-
views!

The deepfake threat became tangible in 2019. In Sep-
tember, a British company fell victim to a CEO scam 
after an employee made a payment of £200,000 to 
a Hungarian provider. The employee had thought 
they had received a telephoned instruction from the 
CEO, but it was in fact a deepfake produced from 
a voice recording. Another example (this time in-
volving images) was a video released in November, 
showing footage of Donald Trump announcing the 
worldwide end of the AIDS epidemic. But it was a 
false alarm: in fact, it was a campaign from a French 
association, based again on a deepfake. In addition 
to these items, Google announced that the rollout of 
Duplex, an automated phone calling system using 
artificial intelligence, was to be brought forward. So 
will 2020 be the year of deepfake-driven social engi-
neering?

 

Possible scenarios for 2020:
The addition of deepfakes to the cybercriminal's ar-
senal poses a genuine technical challenge in terms 
of prevention and security. And most experts are 
fretting as they ponder the complexity of this threat. 
With deepfake production tools now starting to be-
come universally available, it is highly likely that 
2020 will see an increase in deepfake-driven phishing 
campaigns. So how does it work? Practically speak-
ing, a deepfake could be used as part of a phishing or 
spear-phishing campaign. For example, imagine an 
audio deepfake presented as a call from an executive 
committee member, informing you that she's about 
to send over a PDF requiring urgent attention. And 
no sooner have you clicked on it than the ransom-
ware is installed...

The threat of a 'deepfake-as-a-service', serving to in-
crease the effectiveness of cyberattack campaigns, is 
therefore a serious one. So much so, that a report from 
the Forrester consultancy firm estimates the costs of 
deepfake attacks could be as high as 250 million dol-
lars in 2020. However, creating a credible deepfake 
would appear to be a complex & expensive business. 
And it is precisely this cost factor which adds a ca-
veat to the anticipated explosion. A team from the 
French newspaper Le Monde tried, and gave up: too 
complex and expensive. But will the same be true of 
cybercriminals with more substantial resources; for 
example, of the State-sponsored variety? Or small-
scale independent experts? All this leads to the con-
clusion that 2020 could be the year of multi-layered 
phishing attacks, with simple campaigns – playing 
on the credulity of their targets using tried and tested 
techniques – and more complex campaigns, making 
use of the latest technologies to fool more seasoned 
warriors.Events of 2020

In June, the American NISOS security firm published a report about an audio deepfake used by attackers to impersonate a company CEO. The voice mes-

sage was created using computer software, but failed to deceive the targeted employee. 

In October, mobile security solutions publisher Lookout conducted an educational phishing campaign targeting the top cyber players, meeting for the As-

sises de la Sécurité security conference in Monaco. Using the list of subscribers and phone numbers retrieved from LinkedIn, the publisher sent a message 

with a shortened URL, posing as a trusted sender. And the results speak for themselves: almost half the recipients clicked the text message link. Like the 

proverbial shoemaker whose own children go barefoot… 
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Trend 2: 

will cyberattacks 
against food 
companies 
become 
commonplace?
Weak signals from 2019:
In April 2019, French giant Fleury Michon paid the 
price of a successful cyberattack which forced it to 
freeze its operations for five days. In December 2019, 
the Italian catering brand Fratelli Beretta was hit by 
the Maze ransomware, as was the Belgian beer com-
pany Busch afterwards. More than ever, the food in-
dustry seems to be in the eye of the cyclone, attract-
ing the enthusiastic attention of cyberattackers of all 
flavours.

At the same time, public awareness of the issues 
involved in food production is increasing, and con-
sumers are becoming more demanding. A telling sta-
tistic: 92% of Yuka users put products back on the 
shelf if they are badly rated by the app (according to 
co-founder Julie Chapon, citing an impact study in a 
September 2019 article on Forbes).

Possible scenarios for 2020:
A hypersensitive industry, a largely automated pro-
duction chain and a quality assurance system which 
is a vital cornerstone of the industry: all these as-
pects combine to ensure that the food industry will 
remain a high-risk area in years to come.

Whether from a state-sponsored actor or a cyber-ter-
rorist, it is highly likely that 2020 will see increasing-
ly frequent cyberattacks against key players in the 
food industry. And some fairly grim scenarios can be 
imagined. For example, one in which a targeted at-
tack could affect the programming of machinery, or 
force some industrial components to operate while 
empty, causing premature wear. Why? To sabotage 
the industrial installations in question. How? With a 
good old-fashioned USB key or a phishing campaign, 
designed to infect a workstation before spreading 
through the network. Some industry giants have 
foreseen this scenario and have implemented effec-
tive protection, and have as a result secured their as-
sets. However, small- to medium-sized actors in this 
industry seem more vulnerable to this kind of cyber-
attack – which could lead to serious financial losses 
and a PR disaster in terms of brand image.

Events of 2020

In August, French company MOM (which owns brands such 

as Materne, Pom’Potes and Mont Blanc) fell victim to a cybe-

rattack, probably via ransomware. The result was immediate, 

halting production at its four sites in France and the United 

States. 

At the same time, the Brown-Forman company (one of the 

US’s largest wines and spirits companies, owning brands 

such as Jack Daniel’s), was also hit by an attack. The target: 

a terabyte of stolen data, which – according to the attackers 

– included confidential information on employees, company 

agreements, contracts, financial statements and internal cor-

respondence.
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Trend 3: 

is tomorrow's 
malware already 
in place?
Weak signals from 2019:
"Mass cybercrime is on the increase," emphasised Guil-
laume Poupard, Director General of the France’s 
ANSSI cybersecurity agency, in an interview with 
Libération, another French newspaper, reflecting on 
developments in 2019. And indeed, 2019 did see the 
propagation of complex, large-scale cyberattacks. 
Consider, for example, the ransomware that hit the 
M6 TV station and Rouen's University Hospital in 
France.

In March 2019, the US attack on a power station in 
Venezuela provided an illustration of such large-
scale cybercriminality, often conducted at State level.

In November 2019, a study revealed that some flaws 
and vulnerabilities have been in use for more than ten 
years by cyberattackers, and are still being exploit-
ed today. In some cases, the companies in question 
know where the vulnerabilities in their systems lie, 
but lack the resources needed to replace the affected 
applications. This scenario is a common one in the 
medical sector, which uses applications that are only 
capable of running on old operating systems. In the 
industrial sector, some IT components are retained 
even when obsolete, accentuating the risk of being 
targeted by an attack 'planted' several years ago. 
Which prompts the question: does a vulnerability's 
disruptive potential increase with its age? We may 
learn the answer to this in 2020...

Possible scenarios for 2020:
In that same way that certain viruses can lie dormant 
in the human body for many years, some attacks 
have been 'sleeping' for long periods of time follow-
ing their installation on sensitive information sys-
tems. This makes it easy to conceive of a scenario in 
which key sectors (health, food&beverage, energy 
industries) could be infected by malware that has 
lain dormant for years.

And it is relatively easy to imagine a catastrophe sce-
nario here. How would a major international firm 
cope if, in the middle of the night, all of its produc-
tion plants around the world were to stop working 
simultaneously? A disastrous image on the TV news, 
and guaranteed financial losses. The cause? A dis-
creet, successful phishing campaign several years 
ago, leading to the infection of various company 
networks with dormant malware. The malware then 
spreads locally to workstations which are still run-
ning an old version of Windows, and is activated re-
motely. Since it has already propagated to all work-
stations, even the emergency measure of unplugging 
the cables is useless. Cue black screens everywhere.

Events of 2020

In mid-September, a council employee in France’s Gironde 

department noticed that their computer was being operated 

remotely. The council’s IT manager then discovered that a nu-

mber of computers had been infected by malware since... 2017. 

Cyber-espionage? An attack on democracy? An isolated act? 

The jury’s still out.

In October, Kaspersky teams discovered spyware on Asian di-

plomats’ computers. The software was capable of reinstalling 

itself on a computer even after the hard drive had been wiped 

or replaced. An endless malware story.
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Trend 4: 

are hacktivists 
about to make a 
big comeback?
Weak signals from 2019:
Although attacks by hacktivists are said to have fall-
en by 95% since 2015, recent world news reveals a 
rise in emotive causes to be fought: criticism of the 
Australian Prime Minister's response to the country's 
bushfires, revolts in Hong Kong against the Chinese 
government, French protests against plans by public 
bodies to use facial recognition systems, etc.

In December 2019, during demonstrations against 
pension reforms in France, the MEDEF employer 
federation's website suffered a DDoS attack which 
took it offline for a couple of hours. Shortly before 
that, in November 2019, the hacker Phineas Fisher 
launched his personal bug bounty against oil compa-
nies and capitalist institutions.

Possible scenarios for 2020:
Could 2020 mark the return of large-scale hacktivist 
attacks, matching the growth in social movements? 
It is probable that militants from a new genre (strik-
er-hacktivists – 'Strhactivists?') could use their tal-
ents as a vehicle for a political message. If there is 
a trade union dispute, why bother getting involved 
face to face when you can strike the IT system in-
stead? Rather than physically blocking entrances to 
bus depots, why not lock the gates remotely? And 
any automated metro lines still in operation can be 
brought down with a quick visit to the IT network. 
By applying the same mechanism to certain media 
publications or places symbolising power, it would 
also be possible to amplify protestors' voices, and the 
media impact of their actions.

On another level, other brand-new scenarios could 
emerge – for example, one linked to the vegan cause, 
in which a hacktivist succeeds in removing all meat 
from some ready-made meals. Alternatively, a group 
of hackers could take control of a major distribution 
platform to ship consumer goods to those in need, in 
a 'Robin Hood 2.0' spirit.

Events of 2020

In April, French hacker Baptiste Robert (alias Elliot Alderson) undertook an in-depth analysis of personal tracking applications. Having 

detected and exposed weaknesses in the Indian Aarogya Setu application, he set his sights on the French (StopCovid) and Pakistani 

(COVID-19 Gov PK) versions. On each occasion, he revealed serious technical issues relating to personal data protection. 

In October, amid the debates over the US presidential elections, Donald Trump’s website was hacked by someone declaring that the 

world has had enough of the fake news.
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Since early 2020, ransomware attacks have 
increased in number and made front-page 
headlines. All professionals – large compa-

nies and small operations alike – seem vulnerable 
in the face of this evolving threat. And the number 
of cases of attacks – with varying degrees of success 
for the attackers – is becoming a concern. We take 
a dive into troubled waters to examine the No.1 cy-
bercrime phenomenon of 2020.

“Organised cybercrime is now using cyber tools to hold its 
victims to ransom,” noted Guillaume 
Poupard, Director General of 
France's ANSSI cybersecurity agency, 
addressing French senators in 
November. And whether in France, 
Europe or worldwide, the effects of 
ransomware continue to reverberate. 
From the SAOG insurance company in 
the Sultanate of Oman to the Campari 
spirits group, and taking in Bouygues 
Construction and the Brazilian court 
of justice along the way, it seems that 
no-one is immune. Furthermore, the 
trend in ransomware is towards an 
increasingly professional approach, 
with a well-developed economic ecosystem between 
the creators and operators of malware, operating as 
a fully-fledged business featuring partnership levels 
and discounts, etc. 2020 has confirmed the rise of the 
ransomware threat, with increasingly well-prepared 
and organised attacks employing a more technical 
approach. This fundamental trend is prompting 

companies to rethink their defence measures and 
improve their ability to counter-attack. 

Encryption, propagation... how is 
ransomware evolving?
For as long as ransomware has existed, its end goal 
has remained unchanged: to exact a ransom payment. 
And the same is true on a technical level, where very 
little has changed. Indeed, the modus operandi of 
malware remains essentially the same: scan through 
a disk, search for files by extension type and encrypt 

whatever is likely to have the most 
impact on the target’s business activi-
ty. The choice of data to be encrypted 
will depend on the cybercriminals’ 
strategy: having access to the com-
puter without access to the file is 
sometimes worse than having a com-
puter that won’t even start. For this 
reason, cybercriminals are careful to 
encrypt only certain extension types. 
On the other hand, it is clear that ran-
somware is changing in terms of how 
it propagates and infects systems. 

The actual mechanics of extortion 
have also changed significantly since the early days. 
Ransom demands via PayPal are no longer the fla-
vour of the month for attackers, as they are too easily 
traceable; most cybercriminals demand ransom pay-
ments in Bitcoin. It is a payment method that appears 
to be more stable for ransomware operators, and also 
makes it more complex to track the ransom through 

Sébastien
Viou

   		       	
By

What's new in the world of 
ransomware in 2020?

December 14, 2020
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mixing platforms (Smartmixer, BitcoinMix, etc.). In 
addition, in early 2020, the FBI stated that between 
2013 and 2019, ransomware-related extortion opera-
tions amounted to a value of no less than 144.35 mil-
lion dollars in Bitcoin.

In terms of propagation, “ransomware 
operators are constantly monitoring news 
of the latest vulnerabilities in information 
systems to enable them to bypass protec-
tion mechanisms” , explains Thomas 
Gendron, Malware Research Engineer 
at Vade Secure. Since mid-2019, several 
VPNs have been exposed to a number 
of key vulnerabilities which have at-
tracted the attention of several groups 
of cybercriminals, who have seized the 
opportunity to launch waves of ran-
somware.  

Although emails with infected files re-
main popular, other forms of infection 
have been observed in recent months. 
Leaks of passwords used on VPNs, 
VPN flaws, distribution by botnet, etc.; 
ransomware operators today seem to 
have a substantial arsenal of resources 
for propagating ransomware.  Once an 
infection has succeeded, cybercrimi-
nals will attempt to extend the attack laterally and 
detonate the ransomware payload on as many com-
puters and devices as possible. A recent example has 
been the Zerologon vulnerability, which has been 
heavily exploited by operators of the Ryuk ransom-
ware. Operators can use this flaw to gain quick ad-
min access to the Active Directory before extending 
the attack laterally across the IT infrastructure and 
obtaining access to privileged accounts. Infection, 
lateral movement, privilege escalation: all the cyber-
criminal then needs to do is to implement their “ac-
tion on objective.”

Opportunistic vs. targeted attacks
Of course, the main ransomware trend to be borne 
in mind relates to the current extraordinary health 
crisis. Although phishing campaigns generally show 

little evidence of careful planning, ex-
perts have noted increased efforts by 
cybercriminals in the social engineering 
approach. Anxiety-provoking health 
and economic news has proved to be 
the perfect lever for playing on fears, 
such as false orders for masks, false re-
dundancy notices, etc. “Companies have 
invested heavily in protecting their perime-
ters with workstation protection solutions, 
IS security configurations, etc., explains 
Adrien Gendre, Chief Solution Archi-
tect at Vade Secure. Ransomware opera-
tors are therefore looking for ways to cir-
cumvent this protection and gain internal 
access to companies. Phishing is a means 
by which mailboxes can be compromised, 
thus enabling ransomware and even spear 
phishing attacks to be launched from with-
in the company”. 

And there has been a proliferation in 
the methods used to force victims to 
pay ransoms, too. In October 2020, for 
example, a group of cybercriminals 

published a set of health data on the dark web that 
they had stolen from a Finnish company that con-
trolled a chain of psychotherapy centres… in 2018! 
When the health company refused to pay the ran-
som, the cybercriminals first turned to patients’ fam-
ilies before deciding to sell the precious data to the 
highest bidder… Another recent example was the 
attackers who used the Facebook social network to 
publish malicious fake advertising intended to force 
an Italian spirits group to pay a ransom.

However, these attacks seem to be mainly opportu-
nistic in nature. And we should not allow them to 

“Ransomware 
operators are 
constantly 
monitoring 
news of 
the latest 
vulnerabilities 
in information 
systems to 
enable them 
to bypass 
protection 
mechanisms”
Thomas Gendron
Malware Research Engineer 
Vade Secure
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obscure the main trend in 2020: ransomware is be-
coming increasingly professional.

Increasingly professional 
ransomware
The trend towards ransomware-as-a-service (RaaS), fol-
lowing its first emergence in 2016, is gaining strength 
in 2020. “You can now actually buy ransomware, and 
even tutorials teaching you how to use it, says Edouard 
Simpère, Technical Leader Stormshield. It's all sold 
as a service, in the same way that malware is sold in the 
form of ready-made tools that have long been available on 
the dark web”. Ransomware or extortion applications 
are sold on the dark or deep web, and are becoming 
products in their own right, with their own market 
rules (competition, etc.). For example, a number of 
cybercriminal operations have formed structures in 
which each majors in a particular task. But that's not 
all: “As they have become more professional, attackers 
have each developed their own speciality: ransomware de-
veloper, phishing specialist, payload deployment operator, 
etc.,” Thomas Gendron explains.  By forming a com-
plex, more dynamic, more efficient ecosystem, these 
cybercriminals also protect themselves against dis-
turbances to their important operations in the event 
that one link in the chain is arrested.

This increasingly professional approach by attackers 
goes hand in hand with the rise in targeted attacks 
against large companies and organisations. “The cur-
rent trend in ransomware attacks is towards an improve-
ment in the infection methods employed. The use of tools 
to deliver the ransomware to the most appropriate place is 
more akin to the technical level one would associate with 
some APT or FIN groups, and shows a sharper operational 
intelligence than before,” explains Grégory Baudeau, 
Technical Leader Cyber Threat Intelligence at Air-
bus CyberSecurity. Working alongside associate 
researcher Frédéric Boissel and analyst Quentin Mi-
chaud, Grégory Baudeau recently produced a model 
of an operation to deliver a Sodinokibi (also known 
as REvil or Sodin) payload that was discovered when 

responding to an incident. This RaaS – which has 
been available since April 2019 – has targeted a mul-
titude of sectors such as energy, finance, construc-
tion, biomedical, aeronautics and even the telecom-
munications sector. One of the specific characteristics 
of this ransomware is also that it publishes exfiltrated 
data on dark web forums, and even holds auctions. 
This is what happened in the USA in June: the group 
behind Sodinokibi is said to have auctioned off 50Gb 
and 1.2Tb of data belonging to two US legal practic-
es. In addition to data theft and extortion, therefore, 
new ways are emerging for cybercriminals to make 
financial profit from their attacks.
 
Lastly, in an age in which smart objects are part of 
our daily personal and business lives, questions 
must be raised over the attack surfaces of such de-
vices. Whether the threats are proven cyberattacks 
against cash registers in supermarkets or printers, 
or even proof-of-concept attacks against smart coffee 
machines, the surface is expanding with the advent 
of devices offering low levels of security. “This at-
tack surface provides accessible gateways: attackers scout 
around, waiting for the right time, the right target, the 
right place to deploy their ransomware. It's just the thin 
end of the wedge,” Edouard Simpère maintains.

The world of ransomware is becoming more profes-
sional and attacks are becoming ever more sophisti-
cated and precise. And that makes them increasingly 
complex to detect for companies who, in turn, must 
be ruthlessly organised if they are to fight this cyber-
criminal trend.

What are the best anti-ransomware 
strategies?
Has it become acceptable to pay ransomware de-
mands? The answer is no. However, the “to pay or not 
to pay?” question remains, especially for infrastruc-
ture such as hospitals. They are critical infrastruc-
tures which, when they fall victim to ransomware, 
become unable to carry out their vitally important 
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activities. Because from an operational point of view, 
attempting to circumvent ransomware is a complex 
process that takes time – a luxury such organisa-
tions cannot afford. In addition, from a moral point 
of view, it should be remembered that ransomware 
is blackmail. Paying the blackmailer will indicate a 
weakness that is hard (or even impossible) to defend 
in media terms, as well as ethically. Lastly, from a 
strategic point of view, there is no guarantee of a 
return to normal following a payment, whether in 
terms of actual data restoration or the continued exis-
tence of a back door left behind by the attacker. “Pay-
ing ransomware means providing oxygen to the business 
behind it, and on principle, that is never acceptable. So 
what you need to do is to set up alternatives to avoid ever 
being in that position,” Adrien Gendre warns. In the 
United States, for example, the US Treasury is seek-
ing to prevent the payment of ransoms by companies 
by imposing civil penalties on third-party companies 
(such as cyber-insurance, cybersecurity companies, 
etc.) who assist victim organisations in paying their 
ransoms. The goal that organisations should strive 
for is never to be in a position that forces them to 
decide whether or not to pay a ransom. 

At the same time, publishers and cyber players are 
also stepping up to counter the increase in attack sur-
faces and the propagation of ransomware by devel-
oping appropriate cyber solutions that provide sup-
port for such organisations. There seems therefore 
to be an increase in awareness, making it possible 
to implement the best protection against this type of 
malware. 

A number of mechanisms are possible to fight against 
attacks that deliver ransomware payloads, including 
training employees in good digital hygiene, imple-
menting appropriate patch management policies, 
adopting a rigorous rights and authorisations man-
agement policy (compulsory password changes ev-
ery 90 days for privileged accounts, use of two-factor 
authentication, etc.). “One way you can protect yourself 

against ransomware right now is to implement protection 
and digital hygiene standards that are high enough to de-
ter potential attackers, Grégory Baudeau adds. It is im-
portant to have employees who are sufficiently well trained 
in phishing techniques and monitoring security events on 
VPNs, ADs and equipment that has experienced critical 
vulnerabilities providing access to networks or central 
equipment of the company in the last six to nine months. 
It is also important to train security teams to detect sus-
picious behaviour. All companies and organisations need 
to have incident response teams, and the ability to shut 
down services and restore them again to provide a rap-
id response to an intrusion, avoid delivery of the payload 
wherever possible, and ensure that services can be restored 
as quickly as possible”. 

In addition to these available means, there is a solu-
tion that provides an effective defence against such 
ransomware: the backup. Every organisation and 
company – even the smallest – needs to implement 
a backup policy, and all systems in all organisational 
structures must be equipped with solutions of this 
type. The backup is the cornerstone of an effective 
anti-ransomware policy, and this includes the im-
plementation of offline backup systems that cannot 
be encrypted, and also a system of regular backup 
control procedures. In April 2019, agri-food busi-
ness Fleury Michon fell victim to a ransomware at-
tack, halting production for three days. However, 
the company was able to restart its operations fairly 
quickly thanks to its backup systems, which enabled 
it to recover the data it needed to recommence pro-
duction and thus avoid paying the ransom demand. 

The outlook for ransomware may still be bright for 
now, but companies are far from beaten, and should 
be able to keep strengthening their defensive pos-
tures and rejecting ransom demands as often as pos-
sible. If this is in fact the case, will cybercriminals 
perhaps be seeking, in the next few years, to switch 
to new and more lucrative activities? ●



THE IMPACT OF 
THE HEALTH 
CRISIS
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At the peak of the pandemic, companies 
were obliged to focus their efforts on en-
suring business continuity even if this 

meant taking a few liberties with cybersecurity. So, 
how do you remain agile in a storm without jeop-
ardising digital security? How do you avoid the 
risks of malicious cyber activity for 
organisations? And above all, how 
do you predict what comes next? 
Here we provide some clues to the 
puzzle.
 
The pandemic’s 
repercussions in 
cyberspace
The pandemic saw millions of staff 
working from home, with an explo-
sion in requests for remote access 
and access via VPN. “With the crisis, 
everyone found themselves working from 
home virtually overnight with infra-
structure which was simply not up to the 
task in terms of performance,” explains Stormshield’s 
Customer Service Director Alain Dupont. For his 
part, Stormshield’s Technical Support Manager Far-
id Ichalalène estimated that “We experienced activity 
levels 30% higher over the last 15 days of March, partic-
ularly concerning requests from network and systems ad-
ministrators who had to set up remote access connections 
virtually overnight”.

But faced with the urgency of the situation, IT man-
agers have also had to accept compromises where se-
curity is concerned, even if this meant downgrading 
it. They have had to grant more access and set up 
remote desktops, without being able to apply all of 
the usual IT security procedures and with no prelim-

inary risk analysis being performed. 
This reduced vigilance and digital 
uncertainty can only be beneficial to 
cyber criminals hoping to penetrate 
networks and steal sensitive data.

Among the organisations most con-
cerned are those which had never 
or rarely used remote working and 
who therefore were not fully familiar 
with the organisational procedures 
needed to protect IT systems in such 
a situation. Governments, ministries, 
town halls, local authorities and other 
sensitive public operators saw their 
IT systems sorely tested during this 

pandemic. And their digital fragility laid bare for 
the whole world to see. There are numerous inter-
national examples, and here we will simply mention 
one from Germany, where the federal state of North 
Rhine Westphalia suffered a phishing attack with 
losses running into the tens of millions of euros, and 
one from the United States, where hackers actively 
targeted organisations involved in research to com-

Covid-19 and cybersecurity:
anticipating

tomorrow’s threats
July 1st, 2020

Julien 
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bat Covid-19. In France, it appears to be small and 
medium-size businesses which have been most af-
fected. Everywhere we look, the Covid-19 epidemic 
has revealed the weaknesses of the IT and operation-
al networks of companies and local authorities, of 
their dedicated applications and of the devices used 
by their employees.

“Currently, thanks to the procedures forming part of the 
Business Recovery plan / Business Continuity Plan, we 
are able to maintain the availability of the IT systems in 
the event of natural disasters or of a fire in a datacentre 
for example. And we actually had an anti-pandemic plan 
which had sat in the draw for several years, but nothing 
could have prepared us for this,” explained the CISO of 
a major industrial group.
 
The urgent need for good 
diagnostics
Although we seem to slowly be getting back to a sit-
uation resembling normality, this would appear to 
be the right time to carry out a thorough 'digital 
autopsy'. During the pandemic, we advised every-
one to carefully trace all special accesses which had 
been established in order to review them. It’s now 
time to take stock. After the acceptance phase, it 
would appear logical to move on to the inspection 
and verification phase. CISOs should now perform 
a forensic examination in several stages, with the de-
tection and removal of pockets of infection and the 
implementation of remedial measures. In the case of 
structural defects with the architecture, a redesign of 
the IT infrastructure will be required (in addition to 
the OT infrastructure, its counterpart in the opera-
tional world). We’re talking about another scale of 
investment here. The ultimate goal is to durably re-
gain control of the data and access systems. Because 
although computer hackers have taken advantage of 
the general haste arising from the coronavirus crisis, 
they do not appear to have created new forms of cy-
ber threats. They have simply adapted their attacks 
to the prevailing conditions.
In Farid Ichalalène’s view, there are a number of 

common-sense responses, such as for example “only 
allowing necessary access according to the departments 
concerned”. For example, the R&D and accounts de-
partments don’t have the same requirements. Getting 
back to basics with perhaps more simplicity. Should 
we restrict what users can do, for their own good? 
The question is open for discussion… “I feel that it’s 
essential to simplify infrastructure, which has become too 
complex due to the sheer quantity of technologies and solu-
tions proposed. We’re also increasingly seeing that not all 
infrastructure has the necessary human expertise required 
for its satisfactory operation. The use of excess security 
layers is a problem in this respect: we need to get back to a 
simpler situation to be able to manage things more effec-
tively. Even if this only means setting up a security con-
trol station to detect incidents as quickly as possible and to 
prevent cyber criminals from gaining long-term access,” 
adds the industrial CISO.
 
Adopting good digital health 
measures
The widespread use of teleworking has made the IT 
manager’s mission more complex: this new situation 
must take account of the companies’ security poli-
cies and IT departments must continue their systems 
adaptation strategies in line with this. Firstly, the 
Covid-19 pandemic should not be seen as a “one-off” 
event: the IT structures must be ready if a new critical 
period comes around, backed by the right responses 
and dedicated tools when the time comes. It’s now 
important to be able to quickly respond to remote ac-
cess requests under satisfactorily reliable and secure 
conditions. This period of mass teleworking looks 
set to continue until the end of the year and become 
commonplace in future. It brings with it a require-
ment to support staff with the new requirements and 
practices associated with working off-site – with vid-
eoconferencing systems and the issue of their securi-
ty being just one example among others.

CISOs must expect new challenges every day and 
prepare for the future. According to the CISO of 
the major industrial group, the most complex part 
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lies in the fact that: “Sometimes with no other choice,  
CISOs find themselves in the position of having to approve 
infringements of the security or IT systems policies that 
they themselves have put in place over the years to guaran-
tee minimum security. When employees are able to return 
to their place of work, it will be necessary to reduce their 
scope for action and restrict open access 
to the exterior through necessity. Going 
back to the way things were will probably 
be complicated as many people will now 
consider these special measures as being 
the rule. With so much lost ground to be 
caught up, each new access authorisation 
request must be based on preliminary stud-
ies. Question: with what budget? Although 
some suppliers have offered their services 
free of charge during the crisis, let’s not 
forget that during all this urgency and 
haste, a number of VPN accesses have been 
purchased without having had the time to 
negotiate the prices with the different sup-
pliers”.

All added complications, further add-
ing to the ever-present stress under 
which CISOs have laboured for several 
years now.
 
Reviewing your IT budget to stay in 
good health
For several years now, managers have become in-
creasingly aware of cyber risks, often highlighted 
during digital transformation projects. And even 
more so with the health crisis. But at the moment, 
the economic impact of the pandemic where the IT 
and cyber security fields are concerned is limited to 
simple hypotheses.

Astonishingly, 40% of IT decision-makers in Germa-
ny, the United States, France and Great Britain state 
that they would like to reduce their cybersecurity 
budget to limit the financial impact of the Covid-19 

crisis. The CESIN’s members, all of whom are drawn 
from major French companies and public authorities, 
have put forward similar figures with almost a third 
of respondents mentioning a reduction in the cyber 
budget. But another study is more optimistic: almost 
48% of respondents stated that the cybersecurity 

budget should not affected by the cri-
sis. And according to the same study, 
almost 20% envisage increasing their 
cybersecurity budget.

“The risk of a new lockdown is real and 
with it the need to work from home. De-
cision-makers are now taking account of 
this in their IT projects and IT security 
projects,” explains Farid Ichalalène. 
“Although certain investments may be 
reviewed to save money, for their part the 
cyber budgets will be maintained for the 
simple reason that it’s one thing to work 
from home but it’s another thing to guar-
antee the same security levels as when 
you’re in the company,” adds Alain Du-
pont. Part of any revised budget must 
go to providing better training and 
awareness building for employees. 

Franck Nielacny, Stormshield’s IT Director, explains 
that: “Naturally, our staff are very familiar with digital 
resources, which helps things. This is why we must also 
place our trust in the teams. They are able to adapt and 
display good resilience”.
 
And very often, it’s during such difficult times that 
people reveal the best of themselves: Franck Nielacny 
mentions the excellent solidarity present in his own 
team, with the goal of “working together as a team and 
displaying a high degree of responsiveness and a sense of 
service in dealings with our internal clients”. Whatever 
people may say, company life goes on… ●

“It’s one thing 
to work from 
home but it’s 
another thing 
to guarantee 
the same 
security levels 
as when 
you’re in the 
company”
Alain Dupont
Stormshield Customer 
Service Director



The digital transformation barometer:

putting maturity to 
the test?
Just like every year for the past three years, we have been interview-

ing companies and organisations – large, small and medium – to find 

out more about their digital projects and security. Just like every year? 

Not really, as you can imagine. 2020 is already – and will remain – a 

remarkable year on all fronts. 

That’s why, in this third edition of our Digital Trans-

formation Barometer, we are conducting a more in-

depth analysis of the short and medium-term ef-

fects of current events.

White paper



The 2020 edition of our Barometer survey marks a clear break with pre-
vious editions. The widespread use of teleworking and the enforced 

switch to working electronically have 
acted as a catalyst, and in some cases a 
trigger, in terms of the transformation 
of certain organisations. For more ma-
ture organisations, 2020 will have pro-
vided a real-life test of their ability to 
maintain and develop their operations 
in a predominantly online environ-
ment. And as always, cybercriminals 
have taken advantage of these ex-
traordinary circumstances, exploiting 
certain people’s anxieties or applying 
pressure in areas where harm could be 

done; hospitals, which are already under great strain, have been parti-
cularly hard hit by this phenomenon.

Against this background, sharp changes in the trends observed in the 
first two editions of the survey were to be expected. But have things 
really turned out this way? The answer is not so simple. Based on 
feedback from more than 200 decision-makers, the 2020 survey pre-
sents a highly diverse and nuanced picture. The survey revealed 
many advances in terms of digital transformation and cybersecurity, 
and it would be extremely reductive to claim that these developments 
stemmed solely from the public health crisis that we have been living 
through for the past several months. New challenges for cybersecu-
rity have also emerged, requiring companies to adjust some of their 
approaches or to invest in new, enhanced systems for protecting their 
intangible assets and maintaining business continuity.

We hope that you will enjoy reading this latest digital transformation 
Barometer survey as much as we have enjoyed creating it.

A word on  

2020
barometer

Matthieu Bonenfant
Chief Marketing Officer Stormshield
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What sort of  

for industrial
systems 

in the industry 4.0 
era?

cybersecurity is required  

The industry 4.0 is flourishing, bringing its 
fair share of threats... But also misconcep-
tions. How can we guarantee overall secu-

rity in an area which increasingly combines indus-
trial systems, the Internet of Things, 
the Cloud and Big Data? Spoiler: it’s 
not all about sensors.

You’ve probably heard the story of 
the web-connected coffee machine 
which resulted in ransomware be-
ing introduced in an industrial pet-
rochemicals business. This story il-
lustrates the challenge of protecting 
an increasingly connected industry 
4.0 – namely that of securing an ev-
er-increasing attack surface. It’s a bit 
like trying to track down draughts in 
a building in which ever more doors 
and windows are constantly being opened. The grad-
ual introduction of smart sensors and/or Cloud links 
has created new connections with the outside world. 

These are all potential breaches in an industrial sec-
tor which is already significantly targeted by cyber-
attacks and which is certainly not safe from internal 
errors.

A multi-layered 
technological 
environment
In practice, industrial systems are 
comprised of physical items of equip-
ment within the factory (motors, 
pumps, valves and sensors), managed 
by control systems, whether remotely 
or otherwise, (PLCs and SCADA ap-
plications) and IT systems (for data 
analysis). “What we today refer to as 4.0 
is a concept based on the digitalisation of 
industry with the aim of achieving con-
tinuous improvement, stresses Thierry 

Hernandez, Stormshield Account Manager and in-
dustry specialist. This concept is based on several factors 
including changes in tools and resources (robotics, AGVs, 

Khobeib
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augmented reality software, etc.) and technologies (tele-
communications protocols, sensors and connected items to 
supply data). All of this is interconnected throughout the 
factory. The end purpose is to feed data to a cloud or edge 
computing system hosting solutions offering extensive cal-
culation capacities based on state-of-the-art algorithms. Its 
main role is to offer operational excellence through energy 
efficiency, time reductions, reduced material consumption 
or predictive maintenance”.

Production is now optimised, flexible and more fluid 
as a result. Thanks to predictive maintenance, it can 
even anticipate breakdowns, therefore maintaining 
throughput. 

“Put simply, production is organised into four layers, ex-
plains Thierry Hernandez. The first layer is comprised 
of the PLCs, which run all of the actuators and all of the 
valves. The second is the SCADA (the supervision and ac-
quisition software based on the data supplied, to ensure 
that everything is going well and that the tanks are being 
filled properly for example). The third layer is management 
with the MES, which handles all of the production track-
ing and planning processes. Finally, the fourth layer is the 
ERP system, which among other things issues production 
orders”. These software packages make it possible to 
manage all of the company’s processes, making them 
an essential factor which should not be overlooked as 
part of the overall cyber-protection strategy. 

If we add the cloud and 5G into this, it’s clear that a 
4.0 factory is a multi-layered technological environ-
ment with a complex architecture, operating in ac-
cordance with its own rules and codes.

Designing industrial cybersecurity
Although it’s in the process of taking shape, cyber-
security for industrial systems must contend with a 
certain degree of inherited 'baggage'. And this can be 
precisely the problem. “In France, an industrial sys-
tem has a life expectancy of around 15 years on average. 
This is the average age of the production machinery. For 

trains and metro systems, these life expectancies stretch 
out to 30 or 40 years. And if we examine even more criti-
cal systems such as the nuclear sector, the power stations 
have a life expectancy of 60 years. Naturally, these sys-
tems, which are sometimes very old, are vulnerable,” adds 
Jean-Christophe Mathieu, Head of Cybersecurity Or-
ange Cyberdefense. 

“Historically, this infrastructure has often been intro-
duced haphazardly. In other words it’s been designed and 
automated on an ongoing basis according to requirements, 
with people wiring things up however they wanted (or 
however they could!), explains Stéphane Prévost, Prod-
uct Marketing Manager Stormshield. As a result, all 
of these automated systems have been installed on a 'flat' 
network. To secure them today, it’s necessary to compart-
mentalise them”. The segmentation of the IT system 
has therefore emerged as one means of isolating the 
most sensitive assets from the others and protecting 
them. The result is that cyber threats are contained 
and performance is optimised for the different items 
of equipment. At a time when increasing numbers of 
sensors, machines and production flows are being 
interconnected in factories, segmentation offers an 
essential bulwark for industry 4.0.

An 'OT first' approach
These '4.0' problems are no longer only managed by 
the factory’s operational staff. What’s now required 
is a skilful combination of disciplines to ensure suc-
cessful IT/OT convergence. And these two worlds 
must come to understand one another. “We are still 
finding that in far too many companies the IT and OT 
teams are still not communicating effectively with one 
another. Significant cultural differences persist and petty 
squabbles still occur. However, it’s impossible to achieve 
an overall approach to security if people are not talking to 
one another and not working together,” Jean-Christophe 
Mathieu points out. 

For the IT activities, this means adapting their cyber 
approach to encompass the challenges of OT. “The 
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OT people have one key obsession, and that’s to keep ev-
erything running. It’s therefore important to find the right 
balance between the protection system and the need to en-
sure production and business continuity,” explains Thi-
erry Hernandez. This means that a firewall is okay 
on condition that it doesn’t obstruct anything down 
in the factory.

Another words, IT protection should not be achieved 
to the detriment of production. “Security must be 
guaranteed in a manner which ensures the availability of 
the system and keeps it running,” stresses Stéphane Pré-
vost. This key requirement has led to a new approach 
including the emergence of industrial cybersecurity, 
which is well on the way to becoming a discipline 
in its own right. With increasingly specialised cyber 
service providers, including Stormshield, who can 
propose transparent solutions for the existing sys-
tem. “This transparency must be available during the 
integration phase but also later, should hardware faults 
occur, to avoid penalising production, adds Stéphane 
Prévost. Our industrial firewall solutions are all equipped 
with several guarantees to underpin operational security, 
with bypass or safe mode features, the notion of equipment 
clusters or redundant power supplies”.

Cloud and Edge computing, new 
factors to be considered
Data feedback is a key component of industry 4.0. 
“It’s important to ensure the perfect integrity of the infor-
mation arriving from the PLCs and sensors, and for this 
data to be quickly forwarded to the ERP and the Cloud, 
explains Thierry Hernandez. Protecting the lower layer 
of the operational network is an initial key objective, which 
makes it possible to secure this information at source, be-
fore it is used further up the line”.

This is before we even begin to consider the appli-
cations and the information transiting via the IoT. 
“Edge computing, including everything related to the cal-
culation of energy consumption, is fed back at a point lo-
cated as close as possible to the operational network, which 

is directly connected to the Cloud infrastructure, adds 
Stéphane Prévost. This adds further interconnectivity, 
making the operational system more vulnerable to cyber 
threats”.

Industry 4.0 must therefore have a comprehensive 
overview of its security. With the identification and 
mapping of sensitive assets, segmentation (or even 
micro-segmentation for the IIoT) to isolate each part 
from the others and to avoid an attack spreading, in 
addition to securing PLCs and control stations, in-
dustrial cybersecurity now seems to be maturing. 
But in Jean-Christophe Mathieu’s view, this pre-
supposes that everything works in a highly organi-
sational manner. “We need to know who’s doing what, 
when and how, accompanied by extensive traceability. To 
prevent anyone accessing the system. Or, when someone 
accesses it, to be able to know exactly who this is and what 
they’re doing there.”

And the security solutions deployed in the factories 
must be able to track this. “At Stormshield, we go as 
far as inspecting the messages issued by the command 
and control system to the machines, explains Stéphane 
Prévost. When an engineering workstation submits a 
change of settings to a PLC, it must be possible to check 
that it’s the right workstation with the right person logged 
in, and that the command being sent is authorised”. This 
message control function also makes it possible to 
check that the values being sent to the PLCs are fully 
compliant with the operational process. “We can tell 
whether a value exceeds a certain level, in a manner likely 
to compromise or break an item of equipment or even pose 
a threat to the whole production system.”

Industry: a prime target for hackers
As is often the case in the cybersecurity field, stan-
dards provide an important guide for the deploy-
ment of 'safety nets'. In the case of industrial systems, 
the IEC 62443 standard is the reference in this field. 
Each sector then proceeds according to its own spe-
cific characteristics, particularly in industries clas-
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sified as OSE (operator of essential services), which 
require very high security levels. The Clusif, a French 
association for IT systems users, has produced an 
overview of the standards in the field of cybersecu-
rity for industrial systems. And at around fifty, there 
are many of them!

Despite these standards, industrial systems nev-
ertheless remain vulnerable. Particularly because 
physical equipment (PLCs, controllers, regulators, 
etc.) whether connected or not, are used for vastly 
different purposes and occupy a central role in many 
systems. As an example, we find the same types of 
PLCs being used to handle the management of a 
building (heating, ventilation, air conditioning) or on 
a production line for making cars, for example. Once 
a vulnerability is discovered on one of these widely 
used items of equipment, all of these systems must 
then be considered at risk. “We find a great deal of anal-
ogy between the different industries, notes Thierry Her-
nandez. A cosmetics company can be compared to one in 
the pharmaceutical sector as the infrastructure and archi-
tecture used can be similar. But the level of security will be 
dependent on governance”. And therefore to a certain 
extent on awareness of cyber threats.

And these threats are very real. Over and above data 
theft and industrial espionage, the hackers’ targets 
now include PLCs and security controllers, threaten-
ing the production system with a major ransomware 
event. This also risks bringing about disasters such as 
operating incidents or the stoppage of production, all 
seen as harmful risks. “Whatever the consequences of a 
malicious act or internal error, the greatest threat comes 
from a stoppage of production. There’s a huge economic 
cost,” adds Thierry Hernandez. The shipping com-
pany AP Moller-Maersk put a value of 300 million 
dollars on the cyber-attacks it suffered in 2017.

Attacks can target supply chains, which are becoming 
increasingly complex, extensive and interconnected. 
For example, a sensor which has been 'reconfigured' 

by a cyber-criminal may allow a valve to open more 
than it’s supposed to. In the case of a water tower, 
this could result in the whole area being flooded. 
Or cause a serious operating incident. In November 
2020, Israeli researchers even suggested a scenario in 
which it would be possible to create a biological vi-
rus from a computer virus. Scary stuff.

As we have seen, IIoT solutions and industrial sys-
tems are insufficiently prepared for operation in a 
connected environment, more exposed to cyber-at-
tacks. The information which these connected items 
collect and pass on should not directly interact with 
the core system. “However, if it does, it must be suffi-
ciently filtered in a unidirectional manner to ensure that 
it only heads towards the exterior, towards these famous 
connected items, and not to the heart of the system, warns 
Jean-Christophe Mathieu. It’s important to ensure that 
the system core is insulated from the rest”. And to man-
age the architecture effectively from end to end. ●
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USB drives are a paradox for industry. They 
play leading role in how operational envi-
ronments function, but can 

also cause incidents if they are man-
aged or handled improperly. They 
are also one of the most coveted 
means of attack by cyber criminals. 
Here is a situational review of the 
ambivalent role of USB drives in the 
industrial world. Between opera-
tional effectiveness & necessity and 
intentional or accidental danger.

Even if they are relatively isolated, 
the industrial world and its opera-
tional networks with its factories, 
production sites, and automation must come to terms 
with the threat posed by USB drives. While we might 
be tempted to see it as a malicious threat only, it may 
also simply be a matter of chance. In fact, some in-
dustrial CISOs are more worried about the acciden-
tal introduction of malware that could jeopardise the 
production line via, for example, an employee’s USB 
drive that they had previously used in their person-

al life. It is hard to judge a person harshly who sim-
ply copied a seemingly harmless file onto their USB 

drive. And yet, it can happen. 

So should industry therefore move 
away from USB drives? Is that con-
ceivable for all branches of the sector? 
Can USB drives be replaced by alter-
native solutions that are appropriate 
for the operational infrastructure? 
How can we ensure a site’s IT secu-
rity without slowing down or stop-
ping production? There are so many 
questions and the issues inherent to 
industry are very real. Insights.

USB drives a necessity in OT
For all of those years when OT machines and work-
stations were not connected to the internet, USB 
drives were the preferred – sometimes the only –  
means of exchanging data. Furthermore, for a long 
time, people in industry have believed that the inter-
net posed the biggest risk of cyberattacks rather than 
physical devices. USB drives therefore have historic 

Vincent
Nicaise
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value in OT, which tends to evolve and transform at 
a slower rate than IT. “OT has a lower-level focus and is 
applied in a context where the systems cannot be stopped 
or slowed down. In industry, therefore, the paradigm is 
the opposite of that used in other sectors: continuity and 
fluidity are prioritised over security. We prefer to take the 
risk of using USB drives rather than take the risk of block-
ing production,” explains Thierry Hernandez, Global 
Account Manager Stormshield.

The inherent operating methods of the industrial 
world include that the people in 
charge of maintenance at industrial 
sites (for automated systems, sen-
sors, and more) are external con-
tractors who are not always able 
to connect to the network. USB de-
vices, including drives, are vital for 
these integrators who use them for 
all sorts of operations such as install-
ing updates and recovering saved 
copies or backups. However, there 
is nothing to guarantee to an indus-
trial site that this type of action by 
third party companies is conduct-
ed with the same rigorous security 
standards as those followed by the 
company itself, which can lead to risks. 

But choosing to forgo USB drives and this operating 
method in OT can prove to be particularly complex 
depending on the specific industrial sector in ques-
tion. In so-called ‘heavy’ industry (such as the agri-
food, steel, water, and chemical industries, among 
others), machines and workstations are not very con-
nected and USB drives are essential for intervening 
on each workstation directly. But the practical nature 
of these USB devices is counterbalanced by the fact 
that they are a formidable vector of contamination.

USB drives as vectors of malware
A USB drive makes it possible to exchange any data 
and brings unknown elements into a network. This 
includes sensitive elements within an industrial site. 
Additionally, a USB drive does not go through all 
of the perimeter defences of a structure, arriving in-
stead directly at a user workstation. “A USB drive can 
have anything on it and the negligence of users who do 
not have the instincts to check its contents before inserting 
it into a machine is commonplace and dangerous,” states 
Thierry Hernandez. 

With the advent of Industry 4.0, fac-
tories are increasingly connected 
and therefore increasingly vulnera-
ble to malware. For attackers, USB 
drives are a point of entry to gain ac-
cess to a system and infect all or part 
of a network. There are many cyber 
risks, from production line blockage 
to the installation of malicious pro-
grams, remote espionage, or even 
data locking. 

When it comes to malicious actions, 
critical industrial infrastructure are 
the targets of attacks and according 

to SANS, 56% of security incidents targeting them in-
volve USB drives. Cyber criminals are increasingly 
inventive and creative and have used many forms 
of USB-based cyber attacks in the IT world. In 2005, 
the AutoRun feature, which Microsoft intended to 
automatically launch programs when a USB device 
was connected to a workstation, created the perfect 
opportunity for attackers. Simply plugging a device 
into the workstation could trigger the automatic exe-
cution of malicious applications or codes on the drive. 
In the early 2010s, the rubber ducky USB drive-based 
attack became a common means for cyber criminals 
to pirate IT systems. The PHUKD attacks (Program-
mable HID USB Keystroke Dongle) used the same 
ideas, imitating the activity of a keyboard or mouse. 

“In industry, we 
prefer to take 
the risk of using 
USB drives rather 
than take the 
risk of blocking 
production”
Thierry Hernandez
Global Account Manager 
Stormshield
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In 2014, the BadUSB hack appeared, exposing a flaw 
that some researchers considered critical for indus-
trial control systems. Then 2017 was the year of the 
P4wnP1, a programme designed to conduct attacks 
using Raspberry Pi Zero and Raspberry Pi W. Several 
years later, it was Bash Bunny that made a splash. 
Then, much more recently, the USB Killer attack has 
been able to crash a machine in seconds just by plug-
ging in the malicious drive to the targeted worksta-
tion.

Applied in the world of industry, these infection 
methods have led to many cases of cyberattacks. In 
2017, critical infrastructure in the Middle East was 
targeted by Copperfield malware distributed by a 
USB drive at a workstation shared by several dozens 
of employees at the structure in question. Copper-
field is a remote access Trojan (RAT) that specifical-
ly targets critical industries. As soon as the infected 
USB drive is connected to the workstation, the mal-
ware spreads, using the Windows Script Host to take 
control of the machine. That same year, in their re-
port entitled The Guidelines on Cyber Security Onboard 
Ships, several actors in the maritime sector raised 
alarms about the risks related to USB drives for their 
industry. The report analyses many cyberattacks 
including two that were possible due to the use of 
USB drives. The first attack involved negligence or 
a lack of knowledge on the part of the crew. A mem-
ber of the security team on a merchant marine vessel 
accidentally connected an infected USB drive to the 
ship’s IT system. The USB drive then spread the mal-
ware throughout the systems and the crew did not 
find out until several days later due to abnormal be-
haviours in those systems. Another example involves 
the core of a ship’s energy management system. IT 
service providers in charge of the ship’s systems 
detected dormant malware there. It was inactive be-
cause the device in question was not yet connected to 
the internet, but it would spread within the systems 
once connected to the network. Finally, much more 
recently, the automotive industry narrowly avoided 

what could have been a large-scale attack. In August, 
a Tesla employee was approached by a Russian cyber 
criminal who offered the modest sum of one million 
dollars to spread malware within the company’s IT 
systems using an infected USB drive. If the employee 
had not informed the FBI and foiled the attack, Tes-
la could have joined the long list of victims of USB 
drive attacks.

The world of industry finds itself caught between a 
rock and a hard place, needing to ensure sustained 
and fluid operational activity while also taking into 
account the risks of using USB drives within the com-
pany.

Securing or eliminating USB drives
To protect themselves and limit risks, some struc-
tures are relying on software solutions to control 
USB drives. The goal is to be able to continue using 
these external devices while strengthening control 
over the data being exchanged. “It is possible to use cy-
ber security kiosk procedures to ensure secure use of USB 
drives within the company, explains Adrien Brochot, 
Stormshield Product Manager. It comes down to scan-
ning the drive to ensure that there is no malware, but also 
to calculate the footprint of its content to know its current 
state and check it when it is connected to any workstation 
that needs protection. If the footprint has been changed, 
then the person needs to verify if those changes are autho-
rised on an internal workstation that is also protected. If 
not, access is denied”. Controlling and inspecting USB 
drives means excluding certain ones. In privileged 
settings, only authorised USB drives will be allowed 
for use. To secure the USB drives, endpoint security 
solutions may also be used. In any event, ensuring 
the reliability of a USB drive is particularly important 
for critical industrial workstations, especially those 
that perform supervision operations. 

Some companies opt more for security policies with 
very restricted lists of authorised USB devices. In 
2019, the France’s ANSSI cybersecurity agency tack-
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led the difficult subject of USB drives head on, pre-
senting its open source project Wookey, intended to 
strengthen the security of workstations and specif-
ically combat BadUSB-type attacks. Finally, struc-
tures simply banned the use of USB drives to reduce 
the risk of attacks, following in the footsteps of IBM 
and the American army. 

Industry 4.0: A potential 
alternative to USB drives
Additionally, a new trend is emerg-
ing in OT to potentially replace USB 
drives by using servers like in IT, 
true spaces for file sharing or appli-
cation flows.

The USB drive is, in some structures, 
much less used than previously and 
files are increasingly shared via the 
network. Network connections and 
telemaintenance could therefore be 
an interesting alternative to these 
devices. “Replacing USB drives with 
digital systems could save significant 
time and provide real user comfort. The 
people in charge of backups at industri-
al sites could, for example, save 3 to 4 
days of work per month with a digital system, explains 
Fabrice Tea, the Schneider Electric Technical Direc-
tor of Digital Transformation, adding: We must have 
an alternative to USB drives before considering replacing 
them and increasing the connectivity capacity of a network 
can be a good option”.

One point to note, however, is that the 4.0 approach 
is not generalised in Industry. Many facilities do not 
currently have it in place and interconnecting critical 
workstations can prove to be a sensitive cybersecuri-
ty issue for operational systems. By connecting work-
stations to one another and especially to the outside 
world, you create more potential areas of industrial 
infrastructure to attack. This is particularly true for 

small facilities that do not have the resources of large 
industrial actors. Publishers therefore have a key role 
to play in assisting organisations as they adapt to the 
culture of Industry 4.0 cyber. ●

“We must have 
an alternative 
to USB drives 
before considering 
replacing them 
and increasing 
the connectivity 
capacity of a 
network can be a 
good option”
Fabrice Tea
Schneider Electric Technical 
Director of Digital Transformation
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In 2020, we have seen the 

importance of managing 

OT/IOT cybersecurity too. 

Malicious acts, espionage 

and the disruption of vital 

activities are no longer in 

the theoretical realm; they 

are actual events that are being witnessed 

practically every day in France, Europe and 

worldwide.

There must be a strong, co-ordinated res-

ponse to such cyber threats from govern-

ments, of course, but also from the com-

panies that are stakeholders in this new 

ecosystem. However, we must not overlook 

the fact that this environment and its opera-

tional networks can be endangered as much 

by malicious acts as it can by internal errors. 

To help professionals become more mature 

in cybersecurity matters, Stormshield is 

therefore increasing the volume of content 

it produces for this new ecosystem and its 

players.

Eric Hohbauer
Sales Director and Deputy 
Managing Director of 
Stormshield

The 
importance of 
OT and IOT 
cybersecurity



35Strong signals in 2020

Operational information systems are ubiq-
uitous, from manufacturing plants to 
museums, shopping centres and public 

transport. By misuse of language, they are often 
reduced to industrial information systems or OT. 
They discreetly accompany our every move on a 
daily basis to guarantee our comfort and safety in 
all circumstances. This is a paradigm shift from tra-
ditional IT information systems which favour data 
security rather than safety and security of opera-
tion. However, the cybersecurity of industrial sys-
tems should not be neglected as the risks associated 
with cyberattacks are very much present. Let’s take 
a more detailed look. 

The omnipresence of OT
In a certain collective imagination, 
OT (for Operational Technology) 
should only concern sectors such as 
the manufacturing industry, energy, 
health or transport. But the number 
of fields of application covered by OT 
is far greater than this popular belief: 
operational information systems are 
absolutely everywhere.

“For example, in an airport, there is a 

visible part with lighting, fire detection, video-surveillance 
or air-conditioning. And a less visible part with baggage 
sorting systems, access controls for restricted areas, run-
way lighting...,” says Jean-Christophe Mathieu, Head 
of Industrial Security at Orange Cyberdefense. And 
examples abound: escalators, check-in kiosks, un-
derground trains, cash registers, ticket dispensers 
or security gantries...even if these tools do not evoke 
the industrial world because they do not produce 
anything, they are operational systems in their own 
right. And, by the same token, they are critical sys-
tems.

“These operational information systems control equip-
ment that acts on the physical world. An 
attack on the fire safety system can ren-
der the safety systems of a public building 
inoperative, for example, says Vincent 
Nicaise, Industrial Partnership and 
Ecosystem Manager Stormshield. 
Imagine a football stadium plunged into 
darkness by a cyberattack targeting the 
lighting system...it is not hard to imag-
ine the crowd moving in a panic and the 
disastrous consequences that would en-
sue. Similarly, a malicious attack on the 
dynamic signalling system that modifies 

Stéphane
Prévost
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OT and cybersecurity
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the lane assignment signals in a tunnel can cause seri-
ous accidents. Cybersecurity for OT systems is therefore 
of paramount importance, as it contributes to their opera-
tional safety”.

The specific constraints of OT 
safety
While it is common to confuse OT with IT because of 
their convergence, these two worlds are total oppo-
sites in their operational constraints. 
Thus, despite IT/OT convergence, 
the objectives are not the same: 
where IT processes data, OT steers 
it to operate a physical action with 
an impact in the real world. More-
over, while it is relatively easy to 
update a 'classic' information sys-
tem, its counterpart on the OT side, 
this 'industrial IT' or 'operational 
IT', is more complex. For example, 
you cannot cut off the activity of a 
sanitation and drinking water sup-
ply network without direct conse-
quences on the distribution - which 
requires the finest organisation and 
planning of updates.

Moreover, information systems set up in industrial 
environments are generally set up for long periods 
(thirty years or more). They are ageing and, there-
fore, fragile: obsolete components, no or few in-
tegrated cybersecurity mechanisms, management 
patches that are complex to implement, etc.

Finally, the environments are often restrictive, even 
hostile, with their specific operating conditions 
(dust, very low or high temperatures, vibrations, 
electromagnetism, harmful products in the vicinity, 
etc.) and the sometimes difficult access possibilities 
(tunnels, pumping stations, electrical substations, 
isolated places, etc.).

Thus, the main concerns of OT security are to avoid 
personal injury, environmental and material dam-
age, and to maintain industrial activity, even in dete-
riorated conditions. “It is above all a question of dealing 
with episodes such as the attempted attack on the Israeli 
water network last April, during which chlorine or oth-
er chemicals could have been mixed with the water in the 
wrong proportions,” describes Vincent Nicaise. An at-
tack in line with those against the French factories 

of Fleury Michon in April 2019 or 
Honda in June 2020, with the im-
possibility in both cases to continue 
operations on the production lines. 
In addition to this concern for opera-
tional safety in OT, system availabil-
ity takes precedence over data in-
tegrity and privacy. A big difference 
with IT, which is going to prioritise 
privacy first and foremost. “There are 
exceptions in certain sectors where pri-
vacy is still important. This is the case, 
for example, with pharmacology, which 
scrupulously protects its manufactur-
ing recipes. Here, intellectual property 
is a real competitive advantage. But, for 
most factories, protecting manufactur-

ing secrets is not a challenge in itself: in any case much 
less than having to keep hundreds of machines operation-
al with operators who are not necessarily careful,” says 
Jean-Christophe Mathieu.

OT in the face of cyber risks
With IT/OT convergence and the ubiquity of digital 
technology, traditionally isolated operational infor-
mation systems are becoming more efficient and ag-
ile. But this new flexibility goes hand in hand with 
new cyber risks. To protect against this and to guar-
antee cybersecurity for OT systems, let's look back at 
a few basic principles of digital hygiene.

•	 Network segmentation: IT/OT convergence and 
the digitisation of operational information sys-

“Cybersecurity 
for OT systems 
is therefore 
of paramount 
importance as 
it contributes to 
their operational 
safety”
Vincent Nicaise
Industrial Partnership and 
Ecosystem Manager Stormshield
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tems is leading to a breach in these historically 
hermetic critical systems. Therefore, it is essential 
to set up network segmentation as provided for 
in the IEC 62443 standard dedicated to the cyber-
security of operational installations. It provides 
system isolation and limits the spread of a cyber-
attack.

•	 Secure process communications: controlled se-
curity requires a detailed knowledge of exchang-
es at process level. “It is important to know the com-
munication flows between the automatons as well as 
the exchanges with supervision, says Vincent Nica-
ise. Once you have this visibility, you need to be able 
to analyse the patterns and authorise only legitimate 
communications. In this way, any illegitimate order or 
exchange can be blocked. At this level of the informa-
tion system, work on security is only possible if the se-
curity equipment is capable of analysing the industrial 
protocols used to control the process”. Implementing 
protocol analysis goes a step further by guaran-
teeing the legitimacy of messages exchanged be-
tween automatons.

•	 Securing remote maintenance and remote con-
trol: within the framework of plant maintenance, 
the system integrator may be required to connect 
to the production network. Therefore, it is essen-
tial to authenticate the operator and to secure the 
communication flows between the industrial site 
and the maintainer, for example by encrypting 
them alongside installing a firewall or VPN. On 
the other hand, it is recommended to define their 
scope of intervention and to allow access only to 
what is strictly necessary. “This is all the more im-
portant since there may be several dozen external par-
ticipants who may intervene on various scopes of in-
dustrial systems,” Vincent Nicaise points out. The 
same applies to the remote control of distributed 
processes for which it is essential to ensure the 
security of communications and guarantee data 
integrity.

•	 Securing monitoring workstations: in this inflex-
ible and ageing environment, malware can spread 
in no time at all. Supervisory workstations use 
operating systems that are often obsolete, which 
makes it difficult to secure them. “In this case, we 
need to be able to harden the workstation and imple-
ment a whitelist (or allowlist) of the applications that 
are strictly necessary, says Vincent Nicaise. This 
way, we will be able to block any malicious application 
or process that tries to get started. We should not forget 
that most of the production stoppages in recent years 
have occurred because of ransomwares that have tak-
en over the supervisory workstations in the factories. 
Hardening them is therefore essential”.

•	 Controlling the fleet of USB flash drives: a point 
not to be underestimated, since many USB flash 
drives are still used in the operational world. 
Whether employees or outsiders who wish to col-
lect data on the supervisory workstation or up-
date automated devices. The same list principle 
can be applied in this case: any operation from an 
unauthorised profile is rejected.

•	 Data security: data protection is essential in the 
pharmaceutical and food industries where it is vi-
tal to have traceability of everything that has been 
produced or processed. But, generally speaking, 
in the event of a cyberattack, a manufacturer must 
be able to recover their data at any time and rein-
ject it into the information system. In this case, a 
backup of the PLCs (programmable logic control-
ler) is required, as well as a business resumption 
plan.

“All these layers of security are elements of an in-depth 
defence system,” says Vincent Nicaise. This approach 
is encouraged by the France’s ANSSI cybersecurity 
agency, whose memo published in 2004 remains ful-
ly relevant.
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The need for IT to understand OT
The IT world often considers the world of OT to be 
too standardised with many requirements to be re-
spected. However, if IT understands 
the OT ecosystem and its issues, 
it can prove to be a real added val-
ue for the latter. “The elements to be 
protected are sometimes located in geo-
graphically remote, almost inaccessi-
ble places: therefore, they lack human 
resources, real experts. The only on-
site maintenance agents are those who 
manage the firewalls, which is a prob-
lem in itself, since they do not have the 
network and cyber knowledge to replace 
faulty equipment. One of our custom-
ers had this problem: together with the 
integrators, Stormshield has developed 
a specific process that meets this chal-
lenge, says Khobeib Ben Boubaker, Head of Industri-
al Security Business Line Stormshield. Another of our 
customers, who had chosen our Endpoint solution, was 
wondering how to shut it down in case of maintenance, 
without an expert on site. The idea was to put a specific file 
on a USB key recognised only by our solution and unread-
able by third party solutions; this would then go into an 
unrestrained phase during maintenance time. These kinds 
of little things, which IT people are used to doing, help the 
OT people a lot”.

In a webinar on hospital buildings, we asked the 
question of who is responsible for the OT network. 
For two-thirds of respondents, IT will manage this 
operational network, improving its understanding 
of the subject as it goes along. But this lack of collab-
oration between IT and OT teams is a hindrance to 
the overall cybersecurity of companies that wish to 
take full advantage of their convergence to increase 
their competitiveness. According to Jean-Christophe 
Mathieu, “very often the subjects surrounding industrial 
security are entrusted to the IT teams. However, while OT 
is an environment with which IT is becoming increasingly 

familiar, it is not yet familiar enough to decide unilateral-
ly on the solutions to be implemented. For cybersecurity 
to integrate harmoniously into industrial systems, there 

must be joint work between IT and OT 
teams”.

Finally, is the main challenge of op-
erational and industrial cybersecuri-
ty a human one? Dialogue between 
IT teams, with their experience in 
cybersecurity, and OT teams, with 
their specialist skills in their own 
operational network, would there-
fore be the real key to better security 
of the overall infrastructure. Some 
manufacturers seem to have under-
stood that these industrial cyberse-
curity issues require an increase in 
their teams' skills. And encourage 

their CISOs to train in OT and the operational and 
organisational constraints of these systems. This in-
crease in skills is reflected in the appointment of first 
OT positions reporting to CISOs. What if IT/OT con-
vergence also involved a convergence of teams? ●

“When IT/OT 
governance is 
unified, there is a 
better integration 
of cybersecurity 
for industrial 
systems”
Jean-Christophe Mathieu
Head of Industrial Security at 
Orange Cyberdefense
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Nowadays, industrial systems are increas-
ingly digitally controlled, raising their 
exposure to cyberattacks. In the face of 

this mounting risk, a knowledge of the basics of 
industrial cybersecurity – and the associated tech-
nical terms – is now an essential requirement for 
effectively dealing with threats.

SCADA, ICS, DCS, HMI, PLC... Be-
hind the innocuous initials 'OT' (Op-
erational Technology – as opposed 
to IT, Information Technology) – lies 
a maze of industrial jargon with a 
host of meanings whose interpre-
tation varies from sector to sector, 
and company to company. “Even the 
term ‘OT’ itself has a complex, diverse 
set of meanings, says Vincent Rion-
det, Head of Cybersecurity Projects 
and Services teams Schneider Electric 
France, having been orphaned from the 
traditional information system”. These 
industry-specific terms, often poorly translated or 
understood in different ways, can be a source of con-
fusion, not least among information security teams. 
If we are to protect industrial equipment and imple-
ment appropriate defences, we need to have a precise 
understanding of how it operates and the terms that 
describe it... and all the more so when a response to a 

cyberattack is required.

What is SCADA?
The term SCADA (Supervisory Control And Data 
Acquisition) is a veritable crossroads of industrial 
jargon. However, its definition is subject to a range 
of interpretations which can vary not only by geo-
graphical area, but also by business area. SCADA 

can mean software installed on a PC 
to collect data, or refer to a general 
monitoring system. And this initial 
approximation is a problematic one.

“This SCADA terminology is what cre-
ates most confusion for IT actors, ex-
plains Vincent Riondet. A CISO will 
tend to use SCADA as a blanket term 
for all forms of operational technology“. 
”But for an automation engineer, SCA-
DA refers to a system which is able to 
acquire and process a large volume of 
data. It is a monitoring application. For 

those not involved in the automation sector, the word can 
be twisted to mean any industrial control system,” adds 
Fabien Miquet, Product & Solution Security Officer 
Siemens. Similarly, an integrator will invoke SCADA 
to described all installed parts of an industrial sys-
tem, up to and including the controllers.

Khobeib
Ben Boubaker
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stop talking about 	
			   SCADA?
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February 20, 2020
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In reality, SCADA is generally taken in Europe to re-
fer to a remote management and telemetry system 
with a real-time communication mechanism, used 
to monitor installations. But on the other side of the 
pond, it’s a different story.

ICS, DCS, HMI, PLC: cutting 
through the industrial jargon
Particularly in the United States, the 
term SCADA is given a wider defini-
tion than its European cousin, refer-
ring to a general monitoring system 
consisting of ICS, DCS, HMIs and 
other PLCs.

The ICS (Industrial Control System) 
is an acronym that encompasses 
the industrial system as a whole. Its 
purpose is to control everything, in-
cluding – according to the Europe-
an conception – the SCADA, with 
which it is often confused. “Through 
a corruption of language, the ICS is 
what ‘non-automation specialists’ refer 
to as a SCADA,” explains Fabien Miquet. As an over-
all system, it is often viewed as the 'Achilles heel' of 
industrial cybersecurity as its attack surface – that is, 
its exposure to cyber risk as a function of its size – is 
by nature larger.

As well as ICS and SCADA, the term 'DCS' (Distrib-
uted Control System) is also used... and confused 
with the two other terms. In connected form, this oth-
er system enables multiple robots to be networked 
(and possibly replaced) to make it possible to man-
age more complex processes, with distributed local 
tasks.

Human-Machine Interfaces (HMIs), for their part, are 
interfaces enabling the user to connect to a system or 
robot. This is the communication channel between 
the SCADA (which collects the data) and the human 

(who needs to have access to the data). In France, this 
term is often confused with SCADA. “Sadly, they’ve 
missed out the rest of the translation, sighs Vincent Ri-
ondet. French automation specialists tend to use the term 
SCADA only to mean the upper layers of the control-com-
mand process (for data logging and monitoring), while 
other European automation specialists understand it also 
to refer to the controllers themselves”.

Lastly, another commonly-used 
term, the PLC (Programmable Log-
ic Controller), is a device for con-
trolling independent robots. Are 
you following all this?

“Each of these domains... IT, OT, auto-
mation... have their own jargon. If you 
use the term SCADA to refer to the 
whole setup, your staff will get pretty 
confused. And failing to agree on tech-
nical terms creates potential vulnerabil-
ities in the event of an attack,” Fabien 
Miquet explains with hindsight.
 

The importance of mastering 
industry jargon
And this confusion between genres could be part-
ly responsible for the industrial cyber risks of the 
future. Using the wrong terms – or confusing terms 
that look similar but have different functions and 
purposes – makes cybersecurity in industrial sys-
tems an even taller order.

Without getting into a “spot the difference” game, it 
is possible to give a quick summary of the main dif-
ferences between SCADA and DCS – a real minefield 
of industrial jargon.

•	 A  DCS is process-oriented, whereas a SCADA 
system is more focused on data collection;

•	 A DCS is controlled by processes through the in-
terconnection of sensors, controllers, terminals 

“A person with 
an IT background 
won’t use the 
same definition 
of SCADA as 
someone from OT”
Vincent Riondet
Head of Cybersecurity Projects and 
Services teams Schneider Electric 
France
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and actuators, while a SCADA is controlled by 
events (chemical, physical or linear);

•	 A DCS is more integrated and can perform more 
complex tasks, but a SCADA is more flexible.

Knowing this means being better able to anticipate 
their respective vulnerabilities and cyber threats... 
and being able to tackle them upstream, thus offering 
more effective protection for your industrial system.
 
Providing industrial cybersecurity 
in today’s world
From a manufacturing point of view, the main cyber 
risk relates to production units. A cyberattack can 
disrupt and damage or even halt them, with often 
heavy financial losses as a result and, in some cases, 
human and environmental impacts. This vulnerabil-
ity stems mainly from the fact that the OT world is 
not developing at the same speed as its IT counter-
part.

“OT is developing more slowly than IT. Cybersecurity 
needs to adapt to industry, and not the other way around. 
It’s a fairly rigid system. Sometimes you have to reverse 
engineer what you already have to find the best possi-
ble solutions,” says Franck Bourguet, Stormshield’s 
Vice-President of Engineering.

After all, production equipment is designed to last 
for several decades, and has to work constantly. 
This is not ideal when it comes to updates outside of 
maintenance phases, which are rigidly planned for 
minimal impact on production lines. In addition, the 
OT world has historically operated without the In-
ternet, and therefore in isolation from threats coming 
directly from the Internet. But with the digital rev-
olution and automation, factories are getting online 
and must now deal with cyber risks.

“The increased connectivity of industrial systems, and 
their interfaces with IT networks, increase security risks 
as they present new attack surfaces,” Franck Bourguet 

explains. Today, cybersecurity companies and pub-
lishers need to be able to respond to global issues 
that include IT and OT and take a customer’s overall 
architecture into account, as part of the concept of 
protecting these attack surfaces at all times.
 
Using the right tools and adopting 
best practices
Creating a defence in depth featuring several bar-
riers – cryptographic signatures, principle of least 
privilege, blocking of USB ports and other periph-
erals, network segmentation – is the beginning of a 
response. But let’s not forget that human beings still 
remain the best defence to date. “The rules of digital 
hygiene (password management, updates, backups, etc.) 
provide efficient protection and can eliminate 80% of cy-
ber risk,” concludes Fabien Miquet.

In the interests of improved protection, harmonising 
industrial jargon must be a priority, to ensure that 
staff can understand one another and make the right 
decisions. In today’s corporate world, digital best 
practice is everyone’s business. ●
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For many years, cyber risks in the industrial 
world seemed to apply only 
to sensitive areas such as the 

energy or nuclear sectors. However, 
recent cyberattacks have shown the 
reverse to be true: regardless of the 
nature of the operational networks 
and their scope of application, they 
can find themselves exposed to crim-
inal digital acts at any time… and 
all the more so as they increasingly 
overlap with the world of IT. The IEC 
62443 standard forms an automatic 
part of this discussion regarding the 
issue of cybersecurity in industrial 
installations. We explain why.

A common foundation for 
industrial cybersecurity
In 2007, the first standards specific to industrial cy-
bersecurity were created, at the initiative of the ISA’s 
99 committee. A few years later, the IEC 62443 inter-
national standard was born. It provides an in-depth 
cyberdefence benchmark for industrial systems of all 

kinds, whether employed by your local artisan choc-
olate producer, a water purification 
plant or a transport network. “A cy-
berattack, even on a small bottling plant, 
can result in disruptions to production; 
and consequently, a financial impact 
which in turn could potentially have fa-
tal consequences for the company,” ex-
plains Khobeib Ben Boubaker, Head 
of Industrial Security Business Line 
Stormshield.

Up until that point, there had been 
two standards: one was for informa-
tion security management systems 

(ISO 27000), and the other for industrial safety (op-
erational reliability and functional safety with IEC 
61508 and sector-related standards). The IEC 624443 
standard now serves as a link between these two 
environments, which are indeed seeing increasing 
convergence. It forms a virtuous circle for manag-
ing cybersecurity risks in industrial installations as 
a whole. However, this area of overlap between OT 
and IT is still a complex one. “The world of IT has a 

Vincent
Nicaise
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strong focus on confidentiality and integrity: in the case of 
suspected attacks; there is an immediate tendency to dis-
connect the system. A factory, by contrast, needs to main-
tain uninterrupted production, and has to deal with both 
human and environmental risks,” points out Fabien Mi-
quet, Product and Solution Security Officer Siemens.

However, the IEC 62443 standard is a set of recom-
mendations; it is not binding upon either manufac-
turers or their critical infrastructure. This flexibility 
ensures that the standard can be adapted to the spe-
cific characteristics and contexts of critical installa-
tions. “The IEC 62443 standard is a useful cybersecu-
rity benchmark for industrial installations, because 
it provides a common foundation. It can be used par-
tially, depending on requirements, or be supplemented by 
another business standard. For example, IEC 61850 refers 
to electrical installations, which will take different practi-
cal forms in the context of a sub-station, a Smart Build-
ing, or a hospital,” Khobeib Ben Boubaker points out. 
This standard therefore seems to provide a necessary 
framework, especially as “the industrial world is very 
heterogeneous in terms of the number of different trades 
it encompasses, says Anthony Di Prima, Senior Man-
ager at Wavestone. Components and systems will differ 
between, say, the worlds of chemistry and energy. The IEC 
62443 standard incorporates a proposed harmonisation 
of best cyber practice for this fragmented market, which 
is used to operating inside closed systems. This standard 
enables a move towards greater interoperability, and with 
international scope”.

IEC 62443: what it's all about
The IEC 62443 standard consists of several docu-
ments – for informed audiences – grouped into four 
sections.

•	 “General 62443-1”: this first section groups to-
gether documents covering general concepts, ter-
minology and methods. In particular, it defines a 
glossary;

•	 “Policies & procedures 62443-2”: this second sec-
tion specifies structural measures, and is aimed 
at operators and maintainers of automation solu-
tions. It also contains recommendations for cor-
rections and updates to system components, in 
compliance with the specific characteristics of 
critical industrial infrastructure (IEC-62443-2-3);

•	 “System 62443-3”: this third section focuses on 
operational security methods for ICSs (Industri-
al Control Systems) – or rather, IACSs (Industrial 
Automation and Control Systems, not to be con-
fused with SCADA), as the standard provides its 
own definition of command and control infra-
structures. It provides an up-to-date assessment 
of the various cybersecurity tools, describes the 
method and resources for structuring their archi-
tecture into zones and channels, and provides an 
inventory of cyberattack protection techniques. 
In this way, it provides a means of segmenting 
IACSs into zones, based on equipment criticali-

“The world of IT has 
a strong focus on 
confidentiality and 
integrity: in the case of 
suspected attacks; there is 
an immediate tendency to 
disconnect the system. A 
factory, by contrast, needs 
to maintain uninterrupted 
production, and has to 
deal with both human and 
environmental risks”
Fabien Miquet
Product & Solution Security Officer Siemens
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ty levels (62443-3-2), yet with an understanding 
that these zones can then communicate with one 
another – whether by USB key, network cable 
or VPN link. It is certainly the most interesting 
part, in its in-depth examination of the compo-
nents of a cyberdefence system;

•	 “Component 62443-4”: lastly, this fourth section 
is intended for manufacturers of command and 
control solutions: PLCs, monitoring systems, 
engineering stations and other switching equip-
ment. This part describes the safety requirements 
for such equipment, and sets out best practice for 
product development.

“IEC 62443 is the most comprehensive standard on the 
market: it takes into account both pure IT security 
and operational reliability. It is pragmatic. In indus-
trial environments, unlike office environments, you can't 
implement a cybersecurity system without taking oper-
ational reliability into account. That's one of the main 
reasons why the IEC 62443 standard really comes into 
its own when talking about the security of industrial IT 
systems,” Khobeib Ben Boubaker points out. So it’s 
vitally important to define the zones and channels of 
each industry’s infrastructure and the level of risk for 
each of these zones, and to apply the related security 
measures as defined in IEC 62443-3-3.

The seven fundamental requirements of the IEC 
62443 standard should be added to this zone distri-
bution:

•	 identify and authenticate all users (people, soft-
ware processes and devices) before authorising 
access to a system;

•	 control use (enforce the privileges assigned to an 
authenticated user);

•	 ensure the integrity of data, software and equip-
ment;

•	 ensure the confidentiality of information in data 
flows, and in data storage spaces;

•	 restrict unnecessary data flows;

•	 respond to attacks by informing the competent 
authority in a timely manner;

•	 and ensure that the system is resilient against a 
DDoS attack.

To address most of these security requirements, “the 
firewall is one of the most appropriate security measures. 
However, it needs to be optimised and hardened physical-
ly. A traditional firewall can't be deployed in a refinery 
or water network, because the physical constraints are not 
the same as in a traditional computer room. It needs to 
be able to withstand extremes of temperature, dust and 
electromagnetism,” explains Simon Dansette, Product 
Manager Stormshield.
 
A plea for in-depth cyber defence
The principle of defence is the clear message that 
embodies the standard; it amounts in practical terms 
to ensuring that each sub-assembly of the system 
is secure. It stands in contrast to a perimeter-based 
view of system security. “A system's security must 
not be based on one single barrier,” Fabien Miquet 
says. And that’s why the IEC 62443 standard advocates 
this principle of defence in depth. Compliance with this 
standard is therefore an assurance of maturity in terms of 
cybersecurity”.

As an actor with a commitment to the protection of 
sensitive systems, Siemens was one of the first ma-
jor groups to make use of the IEC 62443 standard to 
certify its development processes for automation and 
drive products, including industrial software. “The 
IEC 62443 standard is one of the only standards to cover 
security at an industrial level for not only an individual 
product, but a group of products – a system, a solution 
– and even the development process for the product. In 
addition, it is internationally recognised across the en-
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tire industrial sector: which is perfect for Siemens, whose 
activities cover diverse areas such as energy, health, pure 
industry (food, drink, etc.) and construction. That made 
it an obvious choice, Fabien Miquet continues. Siemens 
has around thirty IEC 62443-certified factories. We have a 
lot of confidence in this standard, as do our customers: and 
that ensures we're all on the same page”.

But it must not be forgotten that the industrial sec-
tor is a complex one: most factories lack maturity in 
terms of cybersecurity, particularly 
as a result of systems introduced 
for long periods of service (20 to 30 
years, or even longer), which are be-
coming obsolete. For this reason, the 
challenge is not to set up cybersecu-
rity systems for the processes oper-
ated by the factories of tomorrow; 
but rather, for those of the factories 
of today and yesterday. Changing 
machines and controllers would 
represent an expenditure of millions 
of euros – something likely not to be 
within many companies’ reach at the 
present time. Today, the important 
thing is to implement an initial level 
of cybersecurity before it ultimately 
becomes an essential requirement in 
the factory's development strategy.

IEC 62443: a constantly-evolving 
standard
Although the IEC 62443 standard was drafted sev-
eral years ago, it is still ongoing. The standard is the 
fruit of working groups from the ISA (Internation-
al Society of Automation), or more specifically, the 
GCA (Global Cybersecurity Alliance) ISA under the 
aegis of the IEC (International Electrotechnical Com-
mission). “Like other standards, the IEC 62443 standard 
needs to be continually re-assessed, even during its devel-
opment process. Regular updates are required, especially 
in an industrial environment. An environment – and more 
generally, a 4.0 industry – in which more and more objects 

communicate with the outside world, and in which sensi-
tive subjects such as the IIoT, the cloud and even remote 
systems must be constantly re-examined,” says Anthony 
Di Prima. “The more new functions and new modes of 
operation there are, the more the standard will evolve; and 
as it does, so will its adoption rate: many domestic and 
international calls for tenders now make reference to the 
IEC 62443 standard. There has been a real trend in this 
direction over the last five years,” Khobeib Ben Boubak-
er says.

 
Indeed, developing Secure by de-
sign products means thinking about 
cybersecurity from the start of the 
process. “The traditional approach of 
designing the product first, and consid-
ering security issues later, is now out of 
date. Cybersecurity is no longer an op-
tion: it has become an operational per-
formance requirement in its own right,” 
concludes Fabien Miquet. ●

“The IEC 62443 
standard is one of 
the only standards 
to cover security 
at an industrial 
level for not only 
an individual 
product, but a 
group of products”
Fabien Miquet
Product & Solution Security Officer 
Siemens
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Communicate, inform, order... in the indus-
trial world, PLCs have their own language 
to communicate with each other and oper-

ate an entire operational infrastruc-
ture. This is what’s known as indus-
trial communication protocols. It 
is a lexical field which has laid se-
mantic foundations for the notions 
of safety, efficiency, productivity 
and, since the Stuxnet cyberattack, 
cybersecurity. This event forced the 
industrial world to become aware of 
the vulnerabilities of industrial con-
trol systems. And to get on the cyber 
train.

Ten years ago, Stuxnet 
attacked
Back in 2010, this computer worm targeted the pro-
grammable logic controllers (PLCs) that controlled 
the centrifuges on a uranium enrichment site in Iran. 
It damaged the nuclear infrastructure by disrupting 
the working of the centrifuges. As a result, it also 

opened the industrial world’s eyes to the vulnerabili-
ties of control systems and the need to apply security 
solutions to industrial communication protocols.

The sector became aware that the 
PLC data exchange formats, devel-
oped decades ago, were no longer in 
sync with the reality of an increas-
ingly connected world. Cybersecuri-
ty had not been a concern until then, 
and few industrial protocols offered 
native security features. And this is 
still the case.

The BlackEnergy and Industroyer 
attacks, specifically designed to dis-
rupt electricity grids in Ukraine, are 

a leading example of such cyber methods. Water 
pollution, pipeline ruptures, explosions, or physical 
damage - there are many different disaster scenarios. 
“Industrial PLCs are interconnected and communicate 
with each other – and with the supervision station – using 
industrial protocols specific to these environments, says 

the security
How can 

of industrial protocols

Marco 
Genovese
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Vincent Nicaise, Industrial Partnership and Ecosys-
tem Manager Stormshield. This form of language has 
a major impact in the real world since it enables physi-
cal systems to be controlled. For example, opening a tank 
draining valve, switching a traffic light to green, or con-
trolling a building’s boiler. As the level of criticality of 
such communications is very high, it is essential that a 
layer of cybersecurity be added to en-
sure they are legitimate”. But is it that 
simple?
 
Industrial cybersecurity 
up against the 
temporality of OT
Even after the Stuxnet attack, most 
industrial protocols do not in-
clude a cybersecurity dimension. 
Nor they do provide any authenti-
cation or encryption mechanisms. 
This situation is all the more dan-
gerous because the OT equipment 
that uses these protocols has a much 
longer lifecycle than IT equipment. 
The cyber risk therefore grows over 
time... This is particularly true for 
best-known protocols such as Modbus, Profinet, 
BACnet (specific to building management systems), 
IEC 60870-5-104 and DNP3 (specific to power distri-
bution grids). In recent years, proposals have been 
put forward in an attempt to improve the security of 
some of these industrial protocols.

“Nevertheless, in most cases, none of these solutions guar-
antee an acceptable level of security, says Vincent Nica-
ise. Mainly because automation equipment suppliers had 
developed them without any knowledge or experience of 
the cyber risks. Today, the number of secure protocols can 
still only be counted on one hand.”

A lack of awareness of the risks accompanied by 
deeply ingrained misconceptions. The most com-
mon misconception is that held by industrialists, 

who believe they are protected from cyberattacks if 
they use proprietary protocols and databases. While 
proprietary solutions may provide reassurance to 
some, they may also not have undergone any secu-
rity analysis. It all depends on how much attention 
the designer paid to the security of their solution, on 
code auditing, security analysis, etc. In a sector that 

has historically not been particularly 
vulnerable to cyber threats, the risk 
now is more than legitimate. Fur-
thermore, it is important to bear in 
mind that while a protocol might 
not be vulnerable, the entire chain 
underlying the protocol may well 
be. Take the OPC UA protocol for 
example, which introduces the use 
of signatures and encryption as pro-
tection: since it is itself based on the 
TCP transport protocol, it is vulner-
able to TCP, IP, and Ethernet attacks. 
From the protection of isolated in-
dustrial networks to restrictions in 
response times that are incompatible 
with security mechanisms, there are 
many other myths related to indus-

trial systems out there.
 
The importance of knowing your 
equipment
“Most industrialists are aware of the protocols used by 
their equipment, but they do not have a detailed knowledge 
of all the communications that may be exchanged, such as: 
which PLCs are communicating with each other, and with 
which actuator and sensor are they also communicating, 
etc.? It is important to know the physical and logical map-
ping of your network. Finally, and most importantly, it is 
important to be able to monitor and update this informa-
tion regularly, because infrastructures evolve over time,” 
says Simon Dansette, Product Manager Stormshield. 
A network probe can respond to this need: listening 
on the network, it analyses protocols and commu-
nication flows, and can map the installation’s flow 

“Automation 
equipment 
suppliers had 
developed them 
without any 
knowledge or 
experience of the 
cyber risks”
Vincent Nicaise
Industrial Partnership and 
Ecosystem Manager Stormshield
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matrix. But its actions are limited as it has no mecha-
nism that could block flows or isolate equipment that 
it identifies as ’infected’. “This solution is only useful 
for increasing visibility when used alongside an industrial 
firewall, as it does not in any way secure flows by blocking 
malicious actions,” says Simon Dansette.

In addition, it is essential to understand how in-
dustrial processes work. Unfortunately, most OT 
training courses for IT professionals are limited to 
understanding HMIs (Human-Machine Interfaces) 
and PLC configuration. However, it is essential to 
know which industrial protocols are used to trans-
port a command or activate a service, and what type 
of anomalies can occur on the net-
work. Cyber experts in charge of se-
curing OT networks find themselves 
at a disadvantage in that they do not 
know the industrial environments, 
how they work, or their operation-
al constraints. These shortcomings, 
linked to the convergence of IT and 
OT networks, are reminiscent of the 
divide between VOIP (voice over 
IP) and traditional telephony that 
occurred 20 years ago. At that time, 
there were two worlds: that of net-
work experts and that of telephony 
experts. Each was unaware of the 
other’s problems. Compared to the telephony con-
vergence that occurred 20 years ago, we now have an 
advantage: virtualisation. In the age of digital twins, 
it is now possible to create virtual replicas of an in-
dustrial plant to test attacks and solutions.
 
Viable security solutions
Fortunately, some industrial protocols propose na-
tive security mechanisms. This is the case, for exam-
ple, with DNPSec (a secure version of DNP3), OPC 
UA (signed/encrypted), IEC 62351, and CIP Security 
(an extension of the CIP protocol). However, chang-
ing equipment to support these protocols is too 

time-consuming and costly for manufacturers, so the 
short-term solution is to apply a layer of industrial 
cybersecurity to their non-secure protocols.

The sector currently has two main approaches to ap-
ply this layer of industrial cybersecurity. This first is 
the use of detection probes to detect an illegitimate 
flow or process drift. However, as mentioned above, 
they will not be able to block illegitimate traffic or 
intervene in the system. The second approach is the 
use of industrial firewalls. Generally based on sig-
nature detection technology, they use a database of 
known malware signatures to recognise, in real time, 
intrusion attempts and block them. Yet, this method 

of protocol analysis also has its lim-
its: if a new, unknown attack occurs, 
it will not be associated with a sig-
nature and will thus have no trou-
ble passing as a legitimate commu-
nication flow. “In addition, signature 
analysis can slow down communication 
between PLCs and seriously affect pro-
cesses, says Vincent Nicaise. This is 
problematic in an industrial system, 
where each piece of information sent is 
expected to arrive at a specific time for 
processing”. It should be noted that 
an industrial control system with 
about fifty PLCs will generate near-

ly 20,000 requests per second. And just as many re-
sponses. The system as a whole therefore generates 
a total of 40,000 packets per second - or 40 packets 
every millisecond. Hence the importance of choos-
ing a suitable industrial firewall solution to avoid 
latency. An alternative is the use of an IPS (Intrusion 
Prevention System) plugin, which contextualises the 
analysed data to identify the industrial protocol and 
its specificities. This way, the industrial firewall be-
comes capable of identifying the codes or functions 
used and letting them pass through (according to 
the defined security policy). As such, legitimate 
flows that are strictly necessary to control a process 

“It is important to 
be able to monitor 
and update this 
information 
regularly, because 
infrastructures 
evolve over time”
Simon Dansette
Product Manager Stormshield
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are recognised – and are the only ones that can pass 
through, like with whitelists (or allow lists). And to 
go even further, this protocol analysis can be coupled 
with firewall rules. This is particularly interesting in 
the context of remote maintenance: the use of a cer-
tain protocol can be authorised to an authenticated 
person only and/or only during a specific interven-
tion time slot.

In such situations, “it is preferable to choose an intru-
sion prevention system that will contextualise communi-
cations according to the protocol detected and thus focus 
the conformity analysis,” says Vincent Nicaise. Indeed, 
these systems limit false positives, facilitate the man-
agement of custom function codes – which often go 
hand in hand with industrial protocols – and provide 
comprehensive contextual protection for communi-
cations between PLCs and control stations.
 
And to go further still, an industrial firewall must 
be able to integrate custom patterns by customising 
and specifying certain functionalities. “I can thus en-
sure that the temperature of my oven should never exceed 
500 degrees, regardless of the data being exchanged. The 
custom pattern, via the firewall, analyses the rules and 
allows precise control of certain variables. So, if the or-
der ’turn the oven to 1,000 degrees’ comes through, it will 
be blocked and not processed,” explains Khobeib Ben 
Boubaker, Head of Industrial Security Business Line 
Stormshield. These customised rules allow man-
ufacturers to adapt to the industrial context and to 
control communication flows with even greater pre-
cision in situations where a threshold is exceeded, or 
rules have not been previously established. It is one 
step closer to cybersecurity for industrial systems. ●

“It is preferable to 
choose an intrusion 
prevention system 
that will contextualise 
communications 
according to the protocol 
detected and thus focus 
the conformity analysis”
Vincent Nicaise
Industrial Partnership and Ecosystem Manager 
Stormshield
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The discovery of new forms of ransomware, 
specially designed to attack operational 
networks, marks a new development in the 

field of industrial cyberattacks. By directly target-
ing production lines, this malware is changing the 
digital security perimeter of industrial groups by 
striking at their very heart. What if destabilising 
production lines was the cyberattackers’ new ob-
jective?

The news arrived in a tweet. On 6 
January 2020, the researcher Vitali 
Kremez, from the Malware Hunter 
Team group announced the discov-
ery of Snake (or Ekans), a ransom-
ware program able to take down 
industrial networks and paralyse 
production lines.

This news caused quite a stir in the 
cyber community. However, Snake 
is not the first ransomware program 
to target OT networks. Back in 2019, 
the LockerGoga ransomware program caused major 
disruption, particularly for the Norwegian alumini-
um producer Norsk Hydro – jeopardising their oper-
ational activities and causing serious financial losses. 
So why all the fuss about Snake then? This is chiefly 
because this ransomware program is believed to be 
able to attack even more services used only within in-

dustrial networks. With the number of cyberattacks 
and their complexity increasing, should we now ex-
pect industrial production to become a prime target 
for cyberattackers? After Industroyer, does the ad-
vent of Snake mark a new development in the field 
of cybersecurity for industrial systems?

Manufacturing and the industrial 
environment
Manufacturing is a sensitive sector 
with a number of specific characteris-
tics, which are all potential vulnerabil-
ities. The first challenge concerns the 
life expectancy of equipment, which 
is designed for an average of twenty 
years’ use. On most industrial sites, 
“you’ll find a combination of infrastruc-
ture of differing ages, with recent and 
not so recent network architectures and 
operating systems, which don’t all feature 
advanced security standards as upgrades 
are expensive,” stresses Vincent Rion-
det, Head of Cybersecurity Projects 

and Services teams Schneider Electric France. This is 
the case for example with IT workstations dedicated 
to the command and control of machines: they often 
run very old versions of the Windows operating sys-
tem, which were usually not connected to the Inter-
net. “Many legacy plant control systems may be running 
outdated operating systems that cannot easily be swapped 
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out or a custom configuration that isn’t compatible with 
IT’s standard security packages,” adds the researcher 
Nisarg Desai in a blog article.

Another challenge is the lack of uniformity between 
the suppliers of equipment, control software and 
components. Not all of them meet the same require-
ments, standards or conditions concerning creation, 
control and other factors. A single vulnerability or 
a single back door can then bring down the entire 
production line. As these production lines are often 
complex, involving stakeholders 
who do not communicate with 
one another, they can be particu-
larly vulnerable to outside attacks. 
And to further complicate matters, 
some maintenance operations can 
be performed by off-site operators 
using USB-based media to update 
or configure the equipment. Here 
too, this type of work can provide a 
channel for cyberattacks, as in most 
cases the servers are not protected.

Finally, much like the rest of the 
industrial environment, the pro-
duction chain, which was long 
considered as an isolated system, is 
increasingly less so. The very term 
IT-OT convergence implies the con-
nection of OT networks, one of the 
main infection routes. As a result 
of this connectivity, the production 
chain is now faced with new cyber 
risks, already very familiar to the 
IT world...

Manufacturing-related risks
From the supply chain to networks, the extent to 
which manufacturing is exposed to the risk of cyber 
threats has grown considerably over recent years. 
And with it, the scope for potentially devastating ef-

fects. As an example, the Danish manufacturer De-
mant, which produces hearing aids, has already been 
the victim of a blockage of its assembly lines in Sep-
tember 2019. The estimated cost of the ransomware? 
More than 95 million dollars. Most of these losses 
stem from lost contracts and the firm’s inability to 
honour its orders, explained the company.

It’s easy to imagine that a targeted attack against vul-
nerable operating systems for example, would make 
it possible to compromise the command and control 

systems of several companies in 
the food industry or the pharma-
ceutical sector, leading to the pro-
duction of defective products. This 
would pose a major risk for these 
companies, which are required to 
guarantee the complete traceabili-
ty of their products as part of their 
quality control systems. There is 
also a major risk of industrial espi-
onage via targeted attacks. Finally, 
we should not ignore the fact that 
certain cyberattacks against pro-
duction lines could endanger the 
physical well-being of the opera-
tors themselves and also result in 
serious environmental incidents.

To fully understand the attraction 
of the manufacturing sector for 
cyberattackers, we must consid-
er the business model of these in-
dustrial companies. Because apart 
from guaranteed media coverage 
in the event of sustained disrup-
tion, the cyberattackers are above 

all motivated by the desire for financial gain. Indeed, 
stopped production lines entail clear losses for busi-
nesses, a factor which may make these industrial 
companies more disposed to pay ransoms promptly. 
Though with no guarantee of recovering anything.

“And so you’ll find 
a combination of 
infrastructure of 
differing ages with 
recent and not so 
recent network 
architectures and 
operating systems, 
which do not all 
feature advanced 
security standards 
as upgrades are 
expensive”
Vincent Riondet
Head of Cybersecurity Projects and 
Services teams Schneider Electric 
France
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Industry 4.0: extending the scope of 
the attack
At a time when the industry of the future is emerg-
ing, the development of the Industrial Internet of 
Things (IIoT), the digitisation of factories and artifi-
cial intelligence technology are making OT networks 
ever more connected and communicative, particular-
ly with regard to IT networks. But this ultra-connec-
tion exposes them even more to the threats. “Espe-
cially as OT networks often have no network barrier or 
endpoint barrier,” adds Vincent Riondet. The many 
different components of OT are therefore all possible 
entry points, in particular because the convergence 
between IT and OT is still largely a delicate one or 
even inoperative in certain cases.

“With industry 4.0, the number of access points has in-
creased in response to a requirement for interconnection, 
which has been undertaken with no real thought given 
to security-by-design,” explains Vincent Riondet. The 
arrival of the IIoT and automatic order integration 
or the arrival of augmented and virtual reality have 
opened up new vulnerabilities. In May 2017, in col-
laboration with the Polytechnic University of Mi-
lan, another stakeholder in the cybersecurity sector 
demonstrated that it was possible to take total con-
trol of a robot and to install malware on it capable of 
'reprogramming' it. 
 
Guaranteeing the integrity of the 
OT sector
How are companies in the sector facing up to these 
new threats, which mark a new development in the 
industrial cybersecurity world? For the moment, ef-
forts to guarantee the cybersecurity of the manufac-
turing perimeter are not uniform in nature. “Improv-
ing the security of the OT sector firstly means securing the 
operating systems of network equipment more effectively,” 
explains Vincent Riondet. But at the same time, one 
of the major challenges where manufacturing infra-
structure security Is concerned is to fully control net-
work communications.

Encrypting all communications between the ma-
chines is therefore an additional step toward greater 
security. “In addition to appropriate network segmenta-
tion, it’s possible to focus on securing data flows by guaran-
teeing the privacy and integrity of the data, adds Vincent 
Seruch, ICS Security Team Leader at Airbus CyberSe-
curity. This means mapping all communications on the IT 
networks and encrypting them using cryptographic meth-
ods. But this must also be achieved while taking account of 
the need to inspect the data flows”. Remote maintenance 
is another opportunity. The performance of remote 
updates makes it possible on the one hand to do 
away with potentially dangerous USB-based media 
and secondly to limit the risk of errors inherent to 
excessively frequent changes of operators. The result 
is greater efficiency where updates are concerned, on 
condition that access to this remote maintenance is 
also secured.
 
The Covid-19 health crisis today raises the question 
of industrial sovereignty and the relocation of certain 
factories in strategic sectors back to Europe. The im-
plementation of such a plan could then serve as a life-
size test, in as far as this 'industrial de-globalisation' 
would be accompanied by increased automation. 
The OT sector would be increasingly exposed. It’s a 
fair bet that between now and then, industrial cyber-
security will have assumed a greater profile. ●

Events of 2020

In June, Japanese giant Honda announced a malfunction in its 

computer networks and the suspension of some of its produc-

tion lines. Sources close to the case have suggested that the US 

subsidiary’s IT department may have been hit by ransomware. 

In August, German carmaker Volkswagen and Tesla in the US 

were in turn targeted by malware. The second case featured 

a scenario straight out of Hollywood; the networks were sup-

posedly infected by an employee of Russian origin, with atten-

dant suspicions of state-sponsored interference.



ELECTRIC 
FACILITIES
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The International Electrotechnical Commis-
sion writes the standards that govern how 
the electrical industry works. And among 

this proliferation of standards – which sometimes 
come with rather forbidding ab-
breviations – one has a very special 
role to play, as it specifies commu-
nications for electricity distribution 
infrastructure. We explain IEC 61850 
and the cyber risks it faces.

Riding on public transport, watching 
TV, listening to the radio and even 
boiling the kettle may seem com-
pletely straightforward, but that’s be-
cause the entire energy sector – and 
the electrical industry in particular – 
is hard at work to ensure continuous 
distribution and access to energy. This sector is high-
ly standardised, and must satisfy the requirements 
of many international standards. These include the 
IEC 61850 standard, governing the operation of 
smart grids. And smart grids are synonymous with 
networks connected to the outside world, and also 

with interoperability. In both cases, such commu-
nications introduce an additional aspect for this in-
dustry, which is as a result also required to address 
the question of cybersecurity in electricity distribu-

tion infrastructures. However, cyber 
players – with software publishers at 
the forefront – are there to facilitate 
the transition towards the adoption 
of cybersecurity, considering not 
only the constraints imposed by the 
IEC 61850 standard but also security 
issues.

IEC 61850: the issues 
behind the acronym
What is the IEC 61850 standard? This 
international standard is dedicated 
to the world of energy in general, and 

the electrical industry in particular. Although hard-
ware requirements for electrical environments are 
also part of this standard, we will be concerned main-
ly with the protocols it specifies. More specifically, 
these protocols related to 'IEDs' (Intelligent Electron-
ic Devices) – intelligent network components located 
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in electrical substations. And what is the purpose of 
these protocols? To scope and ensure the operation 
of these smart grids, covering the specification of 
communications, the connections between energy 
production sources and electrical 
networks, etc. “IEC 61850 provides a 
structure for communications and in-
teraction between equipment, making 
it possible to specify a template for ex-
changed data and the level of abstrac-
tion: who does what in an electrical en-
vironment? Etc. This provides a route 
from design through to operation,” 
explains Simon Dansette, Product 
Manager Stormshield.

The purpose of the IEC 61850 stan-
dard is therefore to simplify the 
management and control of elec-
trical substations, and to ensure 
their integrity and availability. For 
example, the tasks performed by 
these substations are subject to very 
short latency times, and IEC 61850 
satisfies this constraint by recom-
mending that system operations 
are monitored in real time. In order 
to properly fulfil the specifications 
inherent in electrical substations, 
this standard therefore includes 
several protocols which play a reg-
ulatory role and guarantee the run-
ning of the electrical grid. Among these, three major 
communication protocols for IEDs should be borne 
in mind: the MMS (Manufacturing Message Specifi-
cation) protocol, which sends configuration actions; 
the GOOSE (Generic Object Oriented Substation 
Event) protocol – a real-time protocol that provides 
meaningful interoperability between equipment of 
different brands and very low latency times for de-
cision-making – and lastly, the SV (Sampled Values) 
protocol, which is also a real-time protocol, dealing 

with the transmission of values to the IEDs. This all 
provides an orderly framework to ensure the smooth 
running of electrical substations.

Although the IEC 61850 standard 
imposes a very standardised and 
formalised framework, all commu-
nications being conveyed via the 
various protocols appear vulnera-
ble from a cyber point of view. The 
data carried via these communica-
tions are in plain (i.e. unencrypted) 
format, and there is no mechanism 
for verifying message authenticity 
(which is particularly true of the 
'SPAC' system protection, auto-
mation and control system). “Elec-
trical substation infrastructures were 
not originally connected to external 
grids, which means they were not de-
signed with cybersecurity issues in 
mind. However, with the arrival of 
smart grids, that paradigm has been 
changed,” explains Simon Dansette. 
To address business and environ-
mental requirements, electricity 
production and transmission op-
timisation work needs to take the 
form of greater interconnectedness. 
And that means facing cyber risks.

Although it was already possible 
for electrical grids to be targeted by cyberattacks, 
such as bounce attacks (in which, for example, a 
workstation could be infected in order to gain access 
to the heart of an electrical grid and compromise its 
communications), smart grids clearly raise the ques-
tion of cybersecurity in electrical substations. 

“Electrical 
substation 
infrastructures 
were not originally 
connected to 
external grids, 
which means they 
were not designed 
with cybersecurity 
issues in mind. 
However, with 
the arrival of 
smart grids, that 
paradigm has been 
changed”
Simon Dansette
Product Manager Stormshield
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Smart grids: a target for 
cyberattacks
Consequently, the IEC 61850 standard has little or 
nothing to say about communications security and 
the question of cybersecurity (these concepts are 
covered by a different standard, IEC 62351). And 
yet electrical substations are key points in the entire 
energy distribution process, where 
the shutdown or sabotage of the 
electrical system could prove to be 
extremely critical. “An attack on the 
electrical industry is an attack on the 
heart of how society operates. For exam-
ple, if a cyberattack causes a blackout, 
this could have dramatic consequences 
and cause a wide range of human and 
material damage,” warns Nebras 
Alqurashi, Business and Technical 
Development Manager for the Mid-
dle East and Africa Stormshield.
 
Because of the interconnection be-
tween all the points which com-
prise it, the entire electrical indus-
try's infrastructure is fragile and 
sensitive. And whether the issue is 
the failure of an electrical line, an 
energy overload or a total black-
out, the electrical industry needs to 
have the ability to react quickly to 
limit potential impacts. Italy still re-
members its largest blackout back 
in 2003, caused not by a cyberattack 
but by a tree falling on an electrical 
line. Most of the country was then 
unable to function normally and, among other prob-
lems, trains running at that time were stopped in 
their tracks, affecting 30,000 passengers. “You have to 
start from the assumption that if the electricity stops, pret-
ty much everything stops working and there are immedi-
ate consequences: for example, traffic lights stop working, 
causing a cascade of accidents, or the water supply to re-

mote regions runs dry…,” Nebras Alqurashi explains. 
Obviously, then a failure in the energy sector is 
bound to cause a domino effect that impacts a num-
ber of dependent sectors – backup systems notwith-
standing. In 2011, Germany produced a report listing 
the potential material consequences of a blackout: a 
reduction in telecommunications, paralysis of water 

treatment plants, shutdown of cold 
chains, etc.; and in 2015, British in-
surer Lloyd’s produced a calcula-
tion of economic damage, taking 
the example of a blackout that si-
multaneously hit 15 US states: the 
potential bill to the United States 
was a modest sum ranging from 
243 billion to 1,000 billion dollars.

A successful cyberattack on an 
electrical industry will there-
fore have a phenomenal impact. 
However, an excellent knowledge 
of electrical grids’ protocols, sys-
tems and infrastructure would 
be required to deliver such an at-
tack. And attackers who engage 
in such practices are often groups 
sponsored by state actors. Indeed, 
the energy sector in general, and 
the electricity industry in partic-
ular, are targets for cyberattacks 
of geopolitical scope. Ukraine 
and its electricity network have 
already been hit several times. In 
2016, BlackEnergy malware was 
used to knock out a portion of the 

country's electricity resources, affecting around 1.5 
million people. The attackers targeted an electricity 
supplier in western Ukraine, bringing down a num-
ber of lines. According to researchers, the attackers’ 
modus operandi was as follows: use of BlackEnergy 
malware functions to erase part of the power sta-
tion's hard drive and prevent operating systems from 

“An attack on the 
electrical industry 
is an attack on 
the heart of how 
society operates. 
For example, if 
a cyberattack 
causes a blackout, 
this could 
have dramatic 
consequences and 
cause a wide range 
of human and 
material damage”
Nebras Alqurashi
Business and Technical Development 
Manager for the Middle East and 
Africa Stormshield 
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restarting prior to the remote hijacking of computers 
infected by the malware. It is suspected that Russia 
was behind the attack.

In 2017, another attack targeted the Ukrainian capital, 
aimed at energy supplier Ukrenergo and plunging 
part of the city of Kiev into darkness. Although Rus-
sia was once again suspected of having sponsored 
the attack, the attackers’ MO was different, this time 
using the Industroyer malware, known for its ability 
to take control of electrical substations by adapting 
to the communication protocols they use. “An attack-
er will be able to take advantage of these protocols’ func-
tions to conduct their attack, explains Marco Genovese, 
Pre-Sales Engineer Stormshield. In the case of the IEC 
61850 standard, the GOOSE protocol's role is to provide 
high-speed communications, which means it does not have 
time to wait for confirmation that packets have been suc-
cessfully received. An attacker could take advantage of this 
weakness to inject malicious packets into the network”.

In 2018, following the Ukraine, it was the turn of the 
United States, which – via the country's Department 
of Homeland Security – reported that it had been tar-
geted by cyberattacks against energy infrastructure 
since 2016. The attacks were thought to have been 
conducted by the Energetic Bear group (also known 
as Dragonfly), with links to Russia. According to US 
authorities, Energetic Bear had first infected the net-
works of small production facilities, then conduct-
ed targeted spear phishing campaigns in a gradual 
move towards the largest industries in order to re-
motely hijack the networks of companies in the en-
ergy sector.

The electrical industry is therefore one of the most 
critical sectors in terms of cyberattacks, and, al-
though awareness is rising as the cyber risk increas-
es, systems and infrastructure remain complex. And 
change is coming in small steps. This means that soft-
ware publishers have a key role to play in support-
ing these industries by offering solutions that meet 

the operational constraints of the IEC 61850 standard 
while ensuring that IT infrastructures remain secure. 

What’s the right balance between 
cybersecurity and the requirements 
of the IEC 61850 standard?
The task of taking the requirements of both informa-
tion security and the IEC 61850 standard into consid-
eration poses a sizeable challenge to publishers. Be-
cause if publishers do not provide a response to the 
business requirements of this industry, it is difficult 
(or impossible) to see them responding to the cyber 
requirements: within the context of IEC 61850, the 
three protocols mapped by the standard – GOOSE, 
MMS and SMV – are among the few that can be used, 
even though other protocols such as IEC 104 can also 
sometimes provide a solution to this security require-
ment. The standard thus imposes stringent hardware 
requirements, while the protocols have business 
implications to which cybersecurity solutions must 
adapt. The task facing publishers is therefore to place 
a cybersecurity layer over existing infrastructure. 
“It must be possible to integrate solutions transparently 
within electrical networks and check the compliance of 
messages for all three protocols,” Simon Dansette points 
out. Another important aspect: given that the electri-
cal industry operates with very short latency times, 
there is a need to avoid presenting solutions that 
would impact the speed at which electrical substa-
tions operate, if at all possible. Lastly, a small addi-
tional difficulty: publishers need to consider security 
problems at electricity substations outside the world 
of the OT. For example, because the GOOSE proto-
col runs on Ethernet networks, all successful attacks 
against this network will work equally well with the 
GOOSE protocol.

But what solutions will satisfy IEC 61850 require-
ments while also providing the cybersecurity layer 
that the electrical industry needs? Several options are 
possible, following an essential first stage of network 
segmentation for the various electricity network in-
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frastructures in order to minimise 
the risks of intrusion into the sys-
tems. IPS (Intrusion Prevention 
System) functions in some indus-
trial firewalls are based on signa-
ture detection as a countermeasure 
against attacks or anomalies. How-
ever, this system is insufficient on 
its own to ensure the security of 
electricity networks because, as 
Marco Genovese explains, “Signa-
ture-based IPS can only detect what 
is already known and listed. But it's 
difficult to make advance predictions 
about cyberattacks and the forms they 
may take”. Some publishers have 
also developed solutions with inte-
grated plugins that can strengthen 
compliance checks on communica-
tions for electrical substations, and 
ensure that these communications meet the require-
ments of IEC 61850. “By implementing industrial fire-
walls, this approach enables deep packet monitoring and 
inspection that takes the communication context into con-
sideration (Stateful DPI), with a simple goal: to allow only 
what is deemed to be legitimate,” says Nebras Alqurashi. 
The electrical energy sector needs to have access to 
systems capable of analysing and reconstructing 
traffic to recontextualise it and establish whether it is 
legitimate, or whether (for example) there has been 
an attempt to inject packets with a malicious payload 
into the communications.
 
In the electricity industry, a consideration of cyber 
risks needs to be viewed in the same way as the IEC 
61850 standard is in the world of electrical substa-
tions: as an essential component! ●

Events of 2020

In March, the European Network of Transmission Sys-

tem Operators for Electricity (ENTSO-E) announced that 

it had been the victim of a cyberattack. Fortunately, it 

seems that no critical control systems were affected.

In May, US President Donald Trump declared a national 

emergency after foreign cybercriminals threatened the 

country’s power grid. He even went so far as to prohibit 

the purchase of foreign equipment.

At the same time, a cyberattack struck the heart of the 

British electricity grid. Fortunately, “only” the Elexon 

company’s IT structure was affected.

“If publishers 
do not provide 
a response to 
the business 
requirements 
of this industry, 
it is difficult or 
impossible to see 
them responding to 
the cyber issues”
Khobeib Ben Boubaker
Head of Industrial Security Business 
Line Stormshield



Nothing in our modern 

world operates with-

out electricity – from 

our industries through 

to service-sector com-

panies, and including 

cities and homes.

Cyberattacks that are 

sufficiently well con-

ducted that they par-

alyse a power plant or 

even cause a blackout 

can also have a major impact on populations 

and states. Being able to inflict damage on 

power grids means having a powerful means 

of political and financial destabilisation. Cyber-

criminals have understood this and, in recent 

decades, have made a special effort to focus on 

energy systems.

We present a white paper that examines this 

evolving and contagious threat.
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Attempted cyberattacks targeting dams, ir-
rigation systems or wastewater treatment 
plants have received little coverage in the 

media. However, these attacks exist and present an 
unusual strategic challenge. What’s 
the worldwide situation with cyber-
security for water systems?

Generally speaking, cyber protection 
for human beings is a major chal-
lenge, ranging from the supply as-
pect to that of health and water man-
agement. Over and above the critical 
issues inherent to this sector and the 
vital importance of this resource, the 
water industry must also deal with 
the scale of the cyberattacks directed 
against it. Just like the industry itself, 
the cyberattacks targeting the water sector are com-
plex and sophisticated. They are often orchestrat-
ed by state-sponsored bodies whose objective is to 
destabilise a country’s economy. Water companies 
must therefore simultaneously reconcile important 

production challenges and critical security require-
ments. The goal is to effectively protect all critical in-
frastructure and equipment by adopting a defensive 
position aimed at limiting the damage which could 

be caused by large-scale cyberattacks 
as far as possible.  

What’s the current 
situation with 
cybersecurity for water 
systems?
The main digital developments in the 
water infrastructure field are related 
to the replacement of RTC connec-
tions (the communication method 
formerly used) which have become 
obsolete, and migration to the ether-
net network or 4G and 5G networks 

which offer improved connectivity. All water indus-
try sites are gradually implementing this migration 
and are therefore being connected to the outside 
world, which was not the case previously. In the 
good old days of RTC, most systems (such as PLCs) 
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were insulated from the Internet. But with the end of 
this communication method, these systems are now 
being connected and are consequently facing new cy-
ber threats.

This paradigm shift presents the water industry with 
a twofold challenge: converting ageing industrial 
systems and equipment (Windows XP and others) to 
better performing – and better connected – technolo-
gies and taking onboard the notion of cybersecurity 
as an integral part of their industrial activities. “The 
water industries are now having to give thought to secur-
ing their systems as they are part of the IoT or even the 
IIot (Industrial Internet of Things) landscape, with all of 
its inherent security issues,” explains Raphaël Granger, 
Account Manager Stormshield.

However, the water industry must also face threats 
inherent to its very nature. Due to the existence of 
numerous physical sites (water treatment basins, 
distribution centres and water towers for example), 
the water industry uses distributed architectures 
through which messages and orders travel. The chal-
lenges of guaranteeing the integrity and privacy of 
such information flows have now become critical 
in order to guarantee the quality of a vital resource 
at the end of the chain, at a time when remote man-
agement is becoming commonplace. But these chal-
lenges also require genuine cyber-awareness by all 
participants - like the remote maintenance operators.

A multi-speed regulatory approach
In France, for several years now sensitive infrastruc-
ture assets related to the water industry have been 
categorised as operators of vital importance, as part 
of the military planning law. As a result, they are 
monitored closely by the France’s ANSSI cyberse-
curity agency. By necessity, this close attention from 
the state is forcing the water sector to become more 
aware of the cyber challenges inherent to its activi-
ties.

Internationally, most major stakeholders in the water 
sector in the developed countries are also beginning 
to incorporate cybersecurity as a prerequisite. “The 
cybersecurity levels of water systems do not yet match the 
threat levels with which the water industry is faced, ex-
plains Nebras Alqurashi, Business and Technical De-
velopment Manager for the Middle East and Africa 
Stormshield. But more and more authorities are sound-
ing the alarm and would like to get things moving for the 
better”. On the other hand, in the developing coun-
tries, cybersecurity is way down the list of priorities 
for water companies. “For these countries, the challeng-
es are of a completely different kind: water scarcity, water 
treatment, efficiency of distribution networks, wastewater 
disposal, etc. Where water management and water access 
are concerned, not all countries are on an equal footing”, 
stressed Tarik Zeroual, Global Account Manager 
Stormshield. When you have inequality and scarcity, 
you soon get rivalry and conflicts developing around 
water and the control of its related industry. These 
economic and political circumstances help create an 
environment conducive to cyber attacks, which then 
become a means used by states to pressurise and de-
stabilise one another.

The high stakes involved in the 
cyberattacks
You could almost say that the water industry spawns 
problems when we consider the particularly vulner-
able facilities and equipment (run on older operat-
ing systems), transition to the IIoT or the geopolitical 
and strategic challenges related to water resources. 
It’s therefore impossible for critical infrastructure to 
avoid the unwelcome attention of cyber attackers.

As a result, water-related infrastructure is today in 
the cyber firing line and the preferred weapon used 
by attackers appears to be ransomware. According to 
the American company Gray Matter, more than 22 
cyberattacks of this kind were recorded in 2019 in the 
United States alone. And if we go back still further to 
2017, cybersecurity researchers at Georgia State Uni-
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versity developed a new form of malware capable 
of poisoning water by changing the chlorine levels 
used in drinking water production facilities. To sim-
ulate this attack, the researchers took control of the 
facility’s PLCs (Programmable Logic Controllers). In 
their report retracing the simulation, the researchers 
described the operating methods attackers could use 
to take control of these vulnerable PLCs. These first-
ly involved a reconnaissance phase to detect Inter-
net-connected PLCs (including by using the Shodan 
specialised search engine), and to 
use them as access points. Once in-
side the system, the attackers could 
then proceed to propagate through-
out the facility’s system, collecting 
key data about the facility such as 
information for accessing and con-
trolling the PLCs. Finally, the last 
stage involved increasing the quan-
tity of chlorine added to the water 
and displaying false readings.

Because this is also one of the ob-
jectives of the cyberattacks directed 
against water infrastructure: ad-
vanced strategic attacks, the impact of which may 
endanger the lives of part of the country’s popula-
tion. And bring about the destabilisation of an entire 
country. The challenge of protecting public health 
linked to water is a critical one, which the water 
companies must take into account as part of their ef-
forts to combat cyberattacks. “If you can affect a water 
distribution site you can affect the population, with the 
risk of significant physical harm. A successful cyberattack 
against the water industry is an attack which can generate 
an immediate risk,” warns Tarik Zeroual.

Looking beyond the work carried out by this univer-
sity, changing the chemical treatment of water could 
pose a real risk. Last April, Iran attempted to do just 
this using cyber attackers to affect the quality of the 
water supplying part of the Israeli population. The 

attackers firstly took control of American servers to 
cover their tracks before then moving on to attack 
the target water distribution systems. The attack ulti-
mately failed, but had it succeeded, the harm to pub-
lic health would have been considerable, with part of 
the population probably being poisoned.

Last July, Israel reported two new attacks against its 
critical water infrastructure. This time, it wasn’t the 
urban water systems being targeted but those used 

for the agricultural sector. It was 
therefore a lower level attack, al-
though Iran is suspected of being 
the originator of these attacks with 
the aim of destabilising the state of 
Israel and weakening it politically. 
For both attempts, the attackers 
once again used American servers 
to the affect the pump control pro-
grams.

Cyberattacks against water in-
frastructure seem to be generally 
well-run and executed: they are an-
ticipated, prepared and extremely 

well-documented. The attackers are familiar with the 
systems they are targeting. Nothing is left to chance 
and none of this is the result of opportunism. This 
leads us to suppose that cyberattacks targeting the 
water industry seem to be ordered by or for states 
and that the groups of cyber attackers carrying them 
out are certainly no amateurs. “The cyber attackers act-
ing against the water industry are organised groups – gen-
erally Russian, Chinese or Iranian APT groups – financed 
or headed by state bodies”, explains Tarik Zeroual.

Water therefore offers the possibility to carry out 
large-scale cyberattacks with a real strategic dimen-
sion involved. The water companies consequently 
need to equip themselves to limit as far as possible 
the hijacking of their infrastructure for cyber warfare 
purposes, against a geopolitical background.

“A successful 
cyberattack against 
the water industry 
is an attack which 
can generate an 
immediate risk”
Tarik Zeroual
Global Account Manager Stormshield
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The water industry’s answer: 
improved protection through 
segmentation
Major problems require major solutions. To counter 
the cyberattacks targeting it, the water industry needs 
to filter everything arriving in its facilities from the 
outside world. To do so, the sector has introduced 
a segmentation policy on its different sites. This is 
a vital approach when it comes to protecting water 
infrastructure, all the more so as it can take varying 
forms. “The water companies are segmenting each of their 
sites and controlling the communication flows transiting 
through them,” explains Raphaël Granger. Over and 
above the segmentation of their operational sites, the 
water industry is also separating the IT environment 
(PCs, servers, users) from the OT environment (the 
operational environment) within them. This segmen-
tation is designed to isolate the operational part in 
the event of an attack. Finally, within the OT part, it’s 
possible to find another form of segmentation, with a 
separation between the supervision part and the im-
plementation part (PLCs).

The key stakeholders in the cyber sector, including 
the software publishers, are supporting the water 
companies in this move to segmentation and through 
a certain number of security solutions aimed at im-
proving their capacity to prevent cyberattacks. “To 
guarantee cybersecurity for water systems, the software 
publishers are helping the companies operating in this sec-
tor to check the reliability and compliance of their network 
protocols. Using industrial firewalls, the idea is to ensure 
that these protocols are not modified or compromised by a 
cyber attacker,” adds Raphaël Granger. For this indus-
try, it’s therefore very important to have solutions 
able to verify the legitimacy of the orders performed 
by the PLCs and to introduce systems making it pos-
sible to manage and secure remote access (for remote 
maintenance or alert management, etc.).

The water industry is organising to fight back against 

cyberattacks, but this is only just the beginning. In 
the near future, the industry will need to face a new 
challenge, that of extending its security policies 
throughout the whole chain, beyond the water treat-
ment facilities, and adopting a more advanced IIoT 
approach which involves securing communications 
and systems from end to end, from the plant through 
to the consumer. ●

Events of 2020

In January, a water supplier in North Carolina (USA) was hit by 

a cyberattack. There appears to have been no impact on inte-

grity and distribution, but online payments for half a million 

people were complicated.

In April, during the Israel-Iran conflict, Israel accused Iran of 

hijacking SCADA systems in water distribution installations.

In July, the same players were back in the news again. Fresh 

attacks were reportedly carried out against sensitive water in-

frastructure, this time used by the agricultural sector.
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The Covid-19 health crisis has seen hospi-
tals on the front line like never before in 
terms of their exposure to cyber risks. A 

combination of phishing campaigns, Trojans and 
ransomware has created a constantly shifting cyber 
risk. But what’s behind the digital weakness of the 
hospital sector?

Between February and March 2020 – 
the months that marked the start of 
the pandemic in Europe – malicious 
attacks against hospitals have risen 
by 475% – a figure five times high-
er than in normal times (according 
to another cybersecurity player). So 
much so, in fact, that Interpol has 
become involved, publicly stating its 
concern at the proliferation of cyber-
attacks in health establishments. This 
warning message was echoed in late 
May by an opinion column signed 
by the likes of ex-heads of state and 
government, former leaders of international organ-
isations, companies and lawyers – Ban Ki-moon, 
Desmond Tutu, Mikhaïl Gorbachev, with Brad Smith 
as its principal signatory. The article called for con-
certed action by governments in the face of the cyber 
threat.

The Covid-19 crisis has been a depressing confir-
mation that systems in hospital environments are 
hypersensitive to cyberattacks. But is this situation 
purely a product of current circumstances... or is it 
a public demonstration of digital weaknesses and is-
sues that have been affecting the health sector for a 
number of years?

Hospitals on the front 
line
When asked about his daily work as 
CISO for a regional hospital group in 
France, Charles Blanc-Rolin confirms 
that in addition to the considerable 
work the sector has faced in dealing 
with the crisis and the creation of 
new dedicated technology units, hos-
pitals are indeed being targeted by 
malicious attacks themed around the 
Covid-19 issue. These malicious at-
tacks range from traditional phishing 
attempts, targeting hospital staff with 

requests to install false webmail updates, through to 
more sophisticated CEO fraud. “Some cyberattackers 
have claimed to have stocks of FFP2 masks in their at-
tempts to conduct bank transfer fraud against a number 
of health establishments,” he explains. In France, uni-
versity hospitals in Paris have fallen victim to a de-
nial-of-service attack (DDoS) aimed at disrupting 
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access to hospital staff email accounts. According to 
a press release from France’s ANSSI cybersecurity 
agency, the incident was “handled quickly and efficient-
ly by hospital teams, without any critical impact”.

Operations may not have been disrupted in this case; 
but for other hospitals, the im-
pact of such cyberattacks has been 
greater: there have been numerous 
occurrences of this kind in recent 
months, with cyberattacks in the 
United Kingdom, the Czech Re-
public and in Romania.
 
A lack of cyber 
maturity
But what sense can we make of the 
motivations behind cyberattacks? 
The evidence shows that hospi-
tals have always been a target of 
choice for cyber attackers. “There 
are two main types of financially-mo-
tivated attacks against hospitals: 
health data extraction, and ransom-
ware. Health data is information of 
ultra-sensitive, strategic value in the 
running of hospital services – which makes it a target of 
choice for cyberattackers, being of greater value than ordi-
nary personal data. And when dealing with ransomware, 
hospitals are unfortunately more likely than other organi-
sations to pay out because of their obligation to ensure con-
tinuity of care,” points out Raphaël Granger, Account 
Manager Stormshield. “And let’s not forget, either, that 
just like any other company or organisation dealing with 
this sudden health crisis, hospitals were unprepared for 
this double blow,” Charles Blanc-Rolin continues.

In comparison to other strategic sectors such as in-
dustry or the banking system, it also appears that 
health systems generally suffer from a lack of matu-
rity in terms of digital sensitivity and cybersecurity. 
For example, the widespread adoption of telework-

ing among some health staff has not made matters 
easier for already overworked hospital CISOs. Simi-
larly, the remote appointments solutions implement-
ed to deal with the influx of patients have increased 
the attack surfaces presented by hospitals.

The truth is that the suddenness of 
the crisis has compounded an al-
ready difficult situation. And ini-
tial flashes of optimism at the start 
of the crisis – with some hackers 
having stated that they would not 
attack hospitals – have quickly 
evaporated, highlighting the un-
derlying structural problems. 

Chronic 
underinvestment in IT
As an example, “the French health 
system’s IT systems have been com-
promised by chronic underinvest-
ment,” according to a stark warn-
ing issued by French senators 
Olivier Cadic and Rachel Mazuir 
in an opinion piece published in 
early May. “In French regional hos-

pital groups, only 1% of the overall budget is assigned to 
digital technology in general (including security), com-
pared to 5-6% in Northern European countries,” warns 
Charles Blanc-Rolin. And this issue is made all the 
more critical by the policy of grouping hospitals 
together (which has led to the creation of France’s 
GHT regional hospital clusters). “The need to link and 
interconnect hospitals, and to make use of various types of 
smart equipment, has resulted in an increase in the attack 
surface, and thus in the vulnerability of hospital IT infra-
structure. At the same time, inadequate IT budgets and se-
curity in the healthcare sector is a limiting factor for such 
organisations, which are not sufficiently well equipped to 
face such threats,” explains Raphaël Granger.

This underinvestment is particularly visible in the 

“In French regional 
hospital groups, 
only 1% of the 
overall budget is 
assigned to digital 
technology in 
general (including 
security), compared 
to 5-6% in Northern 
European countries”
Charles Blanc-Rolin
CISO for GHT15
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area of healthcare equipment, which is frequently 
automated. With its coverage of domains such as 
medical imaging (MRI, scanners), probes and blood 
and genetic analysis, the ecosystem of automated 
devices is a particularly varied one. And although 
some hospitals have the resources to afford the lat-
est equipment, most have to make do with old ma-
chinery. “We’re talking about 6-digit invoices for these 
devices. They’re extremely costly, which means that hospi-
tal investments are in the 15-20-year timeframe. In most 
cases, the control stations that operate such equipment 
are running obsolete operating systems such as Windows 
XP or Windows 2000,” explains Raphaël Granger. So 
when there’s a problem, or a machine breaks down, 
CISOs find themselves stuck: the devices are very 
often subject to medical certification which prevents 
the application of security patches. “The only solution 
is to isolate these devices within specific networks, avoid-
ing connections with the outside world as far as possible 
and controlling any necessary data transactions,” says 
Charles Blanc-Rolin. But such precautions obviously 
come at a cost. In the face of dwindling public fund-
ing and ever-increasing demands for return on in-
vestment, cybersecurity for medical devices seems to 
have become an issue of secondary importance.
 
CTM / BMS: a question of 
operational cybersecurity
As hospitals are transformed into connected, auto-
mated systems, we need to bear in mind the role of 
cybersecurity in operational technology (OT) net-
works if we are to understand its vulnerabilities. 
Within a hospital building, this covers energy and 
fluids, such as air conditioning, air pressure levels 
and fire safety – factors which lie at the heart of smart 
buildings and their connected infrastructure. And all 
the more so considering that sensitive hospital envi-
ronments such as operating theatres, MRI machines 
and resuscitation rooms require constant air pres-
sures and temperatures. These systems are encom-
passed within the terms 'centralised technical man-
agement' (CTM) and 'building management systems' 

(BMS). “Because of the configuration of hospital buildings 
and certain spaces, air handling is vitally important, and 
the health risks obvious. Sadly, it’s all too easy to imagine 
the importance of air renewal in operating theatres, and 
even in rooms, to avoid the spread of bacteria or virus-
es. Temperature and humidity management are equally 
crucial; for example, in neonatal and burns departments. 
And we also need to remember that there can be financial 
risks, too; for example, when controlling an MRI’s cooling 
system to avoid damaging it,” points out Vincent Nic-
aise, Industrial Partnership and Ecosystem Manager 
Stormshield.

And in a more general sense, “some medical activi-
ties performed by a hospital – such as resuscitation, A&E 
and intensive care – are sufficiently critical to warrant 
the use of specific installations that provide a continuous 
power supply, Vincent Nicaise continues. This is an as-
pect covered by French legislation in public and private 
health establishments, which demonstrates a clear need 
to maintain a secure supply of energy at such facilities”. 
Such a vulnerability was highlighted by the attack on 
Rouen’s University Hospital in France, recalls Rémi 
Heym, the hospital’s director of communication, 
writing in France’s Le Monde newspaper: “Shutting 
down the entire system is no trivial matter for a hospital, 
where everything is computerised: prescriptions, analyses, 
reports, etc.”.
 
Hospitals are vital infrastructure, yet vulnerable, and 
subject to very specific threats. They have shown 
their resilience during the recent crisis... but for how 
much longer? How many more weeks before another 
hospital finds itself in the eye of the storm? In addi-
tion to the enormous challenges that accompany the 
'return to normality', we predict that the cybersecu-
rity issue will be a central feature of discussions re-
garding hospital administration. Will the topic of an 
increase in ring-fenced budgets be on the agenda? ●
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This is the story of one industrial revolution 
meeting another: for even the rail industry 
is subject to digital transformation. Elec-

tronic tickets, onboard WiFi... the benefits in terms 
of traveller experience are obvious, but change is 
also taking place at industrial level, 
amid national infrastructure. Bring-
ing with it new drivers of operation-
al excellence, but also a fair share 
of associated risks – chief among 
which are cyber threats. So, a brief 
overview...

When we talk about digital trans-
formation in the railway sector, we 
tend to think of e-tickets and onboard 
connectivity. However, innovation is 
slowly permeating all layers of a rail 
network that is becoming more con-
nected every day. The Internet of Things, cloud/edge 
computing, automation, robotisation and artificial 
intelligence... just a few disruptive technologies that 
are propelling the rail industry into a new era. 

The promises of Rail Industry 2.0
Franck Bourguet, Stormshield Vice-President of En-
gineering, sees the opportunities afforded by digital 
technologies in the rail sector as falling into three 

main categories. And of these, operational excel-
lence is in top position: “One of the promises of Rail 
Industry 2.0 is that it provides solutions to boost existing 
network capacity by making optimal use of available in-
frastructure”. The issue here is to optimise the service 

provided by improving the frequency 
and punctuality of trains, while con-
tinuing to deliver – or even improve 
on – the required operational safety. 
Another major aspect is that of pas-
senger safety: new tools, such as 
video protection or IIoT sensors, in-
tegrated with control and monitoring 
systems, provide new levels of visi-
bility on board trains and at stations. 
Lastly, the passenger experience is 
enhanced, particularly through the 
use of onboard or station-based ser-
vices, with information and entertain-

ment screens, or electronic ticketing.

To take advantage of these opportunities, operators 
need to deploy new connectivity capabilities at sta-
tions and in trains: IP protocols, WiFi, GPRS and 
4G LTE standards, etc. They provide trains with 
abilities such as interaction with the control centre 
using the train-to-ground communication system. 
And these technologies are not merely the preserve 
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of new equipment: they are now bringing openness 
(i.e. communication and intelligence) to systems that 
were traditionally closed.

But opening up your networks also means making 
them vulnerable and exposing them to malicious 
attacks... For critical infrastructure such as rail, the 
serious nature of the issue is evident to all: “When 
an attack is made against the transport sector, there can 
quickly be utterly dramatic consequences, including on 
human lives,” pointed out Guillaume Poupard, Direc-
tor General of France’s ANSSI cybersecurity agency, 
at the International Cybersecurity Forum in Lille 
(France) in 2017.
 
Why rail is vulnerable 
to cyberattacks
Rail transportation IT systems re-
quire high levels of availability, 
accessibility and security, which 
means that they need to be strong 
and resilient to cope with cyberat-
tacks. What factors make rail in-
frastructure vulnerable?

Franck Bourguet identifies several 
types of risks. Because driver as-
sistance and control systems now 
feature connectedness and com-
munication, their vulnerabilities 
present new attack surfaces. If these weaknesses are 
exploited, it could have serious consequences – po-
tentially including seizure of control of the train.

Another potential risk area is ticketing and the asso-
ciated financial risks. The issues faced by these high-
ly-exposed rail information systems are ultimately 
similar to those faced by websites, such as payment 
security or ticket validity.

And lastly, passenger safety and comfort may be 
targeted by malicious attacks. Franck Bourguet puts 

forward a scenario which highlights the critical na-
ture of certain functions, using the case of driverless 
trains: “If a train’s ability to communicate with its control 
centre or with its passengers is interrupted, for example in 
the middle of a tunnel, this can result in scenes of extreme 
panic,” he explains. Less dramatic, but nonetheless 
disastrous in terms of image, is the hijacking of infor-
mation and entertainment systems, either on board 
or in the station.

Lastly, the application of Industry 4.0 technologies 
to the rail sector creates new risks. Consider the case 
of predictive, connected maintenance technologies 

which are making giant strides 
forward, driven by progress in ar-
tificial intelligence: “When techni-
cal monitoring systems are rendered 
unavailable, or their data is falsified, 
there is a potential risk of damage to 
equipment, undelivered services, and 
possibly even accidents,” Franck 
Bourguet points out.
 
What risks are we 
talking about?
Cyber attackers have clearly 
identified this broad spectrum of 
threats. According to The Cyber-
threat Handbook, a report pub-
lished in 2019 par Thales and the 

cyber-intelligence company Verint, transport is the 
fourth largest sector targeted by hackers – after the 
defence, financial and energy sectors.

On a smaller scale, consider the example of this 
14-year-old script kiddie who succeeded in taking 
control of the tram network in Lodz (Poland) in 2008 
with a simple modified television remote control. 
The hack resulted in the derailment of four trains 
and 12 injuries. Or a larger-scale event in 2015 at the 
CeBIT exhibition in Hannover (Germany), at which 
a simulation reconstructed a typical infrastructure 

“When an attack is 
made against the 
transport sector, 
there can quickly 
be utterly dramatic 
consequences, 
including on human 
lives”
Guillaume Poupard
Director General of France’s ANSSI 
cybersecurity agency
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(video surveillance data flow, control interfaces, time 
scheduling, etc.) to estimate the type and intensity 
of malicious acts. Over a 6-week period, researchers 
recorded a total of 2,745,267 attacks, 10% of which 
succeeded in taking partial control of the system.

So, what are hackers’ methods of choice? The dis-
tributed denial of service (DDoS) attack remains a 
classic: “Sometimes it’s easier to block communication 
than to break into a system,” comments Franck Bour-
guet. Another frequent attack vector is ransomware, 
which spreads as a result of human weakness (phish-
ing and booby-trapped attachments); although easy 
to implement, the damage it causes can be signifi-
cant. German rail company Deutsche Bahn fell vic-
tim to the notorious Wannacry in May 2017. In this 
case, ransomware infected 450 computers, affecting 
passenger information systems, ticket machines and 
video surveillance networks. Another example came 
in 2016, when the transport system in San Francisco 
(USA) was hit by ransomware, locking up its ticket 
machines for 48 hours. This forced the SF Muni com-
pany to deactivate its barriers and open up the trans-
portation system, resulting in heavy financial losses.
 
Rail cybersecurity: multi-level 
tiered responses
It’s easy to understand the importance of legacy sys-
tems in the rail industry. This older infrastructure (IT, 
equipment, etc.), dating back to a time when digital 
technology was either in its infancy or non-existent, 
may still be in use today. And in an era of intelligent 
networks, the belief that such equipment – designed 
for non-connected environments – is somehow pro-
tected is now an obsolete concept.

Franck Bourget believes that some proprietary pro-
tocols have not been designed to provide security for 
the data they carry. And corrections are impossible to 
make without a retrofit and significant investment. 
However, cybersecurity solutions do exist, adding a 
layer of firewall protection, with an encryption or fil-

tering ability along with protocol analyses to confirm 
that transfers are legitimate.

Another area for attention: not only networks but 
also workstations and various other devices need to 
be protected if they are to be preserved from local 
attacks or malicious code and malware. In an indus-
trial environment, this refers to control stations, sen-
sors, actuators and other autonomous devices. So, if 
the network is corrupted, solutions exist to block the 
attack, which would also target this industrial equip-
ment.

Data protection is also an area where work is re-
quired: as the French transport operator, RATP, 
opens its artificial intelligence laboratory in Châtelet-
Les-Halles (Paris, France), we should consider the 
confidentiality issues relating to videos recorded on 
trains or at stations, as well as the use of the Internet 
and the Cloud to circulate the data that drives the 
algorithms. These are issues for which encryption 
solutions are able to offer tailored responses.

Mission-critical systems, sizing of infrastructure, 
convergence of IT and OT networks, the rise in arti-
ficial intelligence… for these reasons, rail operators 
urgently need to incorporate the concept of cyber-re-
silience into their philosophies. And they also need 
to keep in mind three basic principles: adopt a risk 
management policy, identify your sensitive assets 
and segment your network. After all, the question is 
no longer how to guard against an attack... but what 
to do when one happens. ●
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Developed in Europe in the 1990s, Terres-
trial Trunked Radio (TETRA) is a system 
for managing digital mobile communi-

cations for emergency services. The system serves 
as a standard for building critical Professional Mo-
bile Radio (PMR) networks. But as 
technology evolves and new ap-
plications arise—such as the mass 
migration to IP protocols—these 
networks must contend with esca-
lating cyber threats.

PMR: critical 
communication 
networks
The PMR networks that we’re refer-
ring to here have a very simple defi-
nition: they are the networks that 
must keep going when everything 
else is going wrong. Their primary 
users are emergency services, such as firefighters, 
ambulances, hospitals, the police and airports. These 
services must be able to communicate, either inter-
nally or with each other, as part of a joint operation 
led by a prefecture or government task force.

These types of networks are also found in sensitive 
industrial infrastructures, such as refineries. “The 

common denominator is the major issue of public securi-
ty,” explains Dominique Allietta, Stormshield Project 
Manager. “It may have something to do with an emergen-
cy, such as a bus crash, or with the ability to communicate 
in places where public infrastructure doesn’t even exist, 

such as an offshore platform,” he adds.

As such, PMR networks are used in 
any situation that carries a risk for 
human safety—from the transpor-
tation sector (metros, trains, etc.) to 
entertainment venues (amusement 
parks, stadiums, etc.). Service con-
tinuity is therefore critical for these 
networks. For example, the PMR sys-
tem used by the Belgian police force, 
which is run by an entity known as 
Astrid, found itself completely over-
whelmed during the Brussels terror 
attacks in March 2016. At the time, 

the size of the infrastructure wasn’t designed to ab-
sorb the spike in activity caused by this exceptional 
situation. In order to conduct rescue operations, they 
were forced to communicate via the Whatsapp ap-
plication.

Another feature that sets these networks apart is that 
confidentiality of communications is more critical 
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for them than for other networks. The information 
exchanged via these networks is sometimes subject 
to the kind of clearance levels seen in the defence in-
dustry, meaning that more stringent operational re-
quirements are needed. “The challenges therefore have 
as much to do with stability of communication as they do 
with maintaining the integrity of the information trans-
mitted,” notes Dominique Allietta.

Novel applications that increase cy-
ber risks
Little by little, PMR networks are migrating to more 
modern and efficient architectures that rely on 
the IP protocol. This trend exposes next-generation 
PMR networks to 'classic' cyber risks (data manipu-
lation, breaches, leaks, etc.). It is therefore essential to 
strengthen authentication and encryption.

At the same time, several other factors have further 
eroded their defences over the last few years:

•	 Application data: In addition to voice and low 
bit-rate data, such as SMSs or geolocation data, 
PMR users need to exchange photos and videos 
or use applications. This allows for more effective 
organisation when managing a crisis.

•	 The development of hybrid solutions: In order 
to meet these emerging needs, current solutions 
have incorporated PMR networks into high-
speed communication solutions on commercial 
networks (i.e. 4G, and soon 5G).

•	 Interoperability: “We need to ensure that all of these 
actors can securely communicate with each other, in-
cluding OESs and municipal police forces, for exam-
ple. As the Olympics approach, this aspect is not only 
crucial, but must also contend with the extraordinary 
scale of the event and the thousands of profession-
als who will be involved in security,” explains Eric 
Davalo, Head of Strategic Development at Airbus 
Secure Land Communications, in an article in a 

French magazine. At the 2008 Olympics, “80,000 
first responders were using the PMR network at the 
time”.

How can we protect PMR networks 
in this context?
As it turns out, then, protecting PMR networks is 
no simple matter. In order to reach a PMR network 
from a simple IT network, you need more advanced 
resources than what traditional pirates use. As a re-
sult, there is a higher risk of sophisticated attacks. It 
is possible, for example, to intercept and alter data 
travelling via the PMR network, and thereby provide 
false information.

As such, organisations or businesses that use PMR 
networks may be classified as Operators of Essential 
Services (OESs) in the EU, requiring them to use cer-
tified or qualified security products.

While PMR services on 4G networks are still being 
standardised, 5G is practically there, ready to be-
come the standard for commercial applications. To 
stay in the game, then, every actor (operators and 
customers alike) will need to be on the same page 
when it comes to the future of these infrastructures—
as well as the technological advancements that could 
increase the capacity of these networks. For exam-
ple, at higher speeds, there is likely to be a greater 
amount of critical information flowing through these 
systems, making it even more critical than it is today. 
'Anticipate' and 'secure' will be the watchwords for 
ensuring these new technologies do not introduce 
any new weaknesses. ●
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Current and future smart 
buildings offer the promise 
of user comfort and energy 

efficiency, all managed by increasing-
ly interconnected systems. Smart net-
works and other applications central 
to this technology have proliferated 
rapidly in recent years, and continu-
ally exchange a variety of different 
data—sometimes to the complete 
detriment of security. As such, safe-
guarding a smart building against 
cyberattacks (whether they involve 
IT or OT networks) represents a size-
able challenge—but not an insurmountable one.

For a while, the first smart buildings (connected ter-
tiary buildings designed for professional or residen-
tial use) were limited to collecting information from a 
single building system (also known as a 'work pack-
age'), such as lighting, heating or air conditioning—a 
process referred to as Centralized Technical Manage-
ment (CTM). By connecting systems and networks 

together, Building Management Sys-
tems (BMSs) provided a layer of au-
tomation and monitoring to CTM. 
Building management became smart 
and integrated for all systems, includ-
ing lighting, HVAC (heating, ventila-
tion and air condition), fire protection 
systems (smoke detectors), elevators, 
parking sensors and surveillance cam-
eras, to name just a few examples. All 
of this data is used to monitor the fa-
cilities, produce operating statistics, 
and initiate preventive and predictive 
maintenance operations.

Smart buildings under the 
crosshairs
However, this additional layer of automation and 
monitoring comes with non-negligible cyber risks. 
Since data is vital for smart buildings, its integrity 
must be maintained. And since the volume of data is 
exponential, and may come from a variety of differ-
ent suppliers, maintaining security is a complicated 
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task. The protocols and operating systems may vary, 
and not all suppliers have the same level of maturity 
when it comes to tackling IT and OT cybersecurity 
risks.

In 2014, the American company Target suffered a 
cyberattack that provided an early textbook case: 
in order to steal payment card info from millions of 
customers, the hackers broke in di-
rectly through the network of one of 
the company’s subcontractors, which 
was in charge of the air conditioning 
systems. And according to a study by 
Kaspersky, nearly four in ten comput-
ers used to control smart building au-
tomation systems were hit with cyber-
attacks in the first half of 2019.

Understanding the 
different types of attacks
The interconnections between these 
systems and the building network, as 
well as the abundance of stakeholders 
involved, make these buildings more 
vulnerable to cyber risks. Put simply, 
if a smart system is remotely accessi-
ble for the building manager or one 
of its subcontractors, it is potential-
ly accessible for a cyber-criminal as 
well. Using BMSs, multiple types of cyberattacks can 
be launched against smart buildings. Attackers may 
hack into the networks and servers, modify data, or 
shut down the building with ransomware, under-
mining the building’s operation and even leading to 
physical or material damage if they gain control of 
the elevators, fire alarms, door locks or ventilation 
systems. These scenarios offer a hair-raising perspec-
tive for shopping centres and hospitals.

And the development of smart devices and the IoT, 
which are particularly vulnerable to security issues, 
are making buildings more susceptible to attacks 

that are closer to home, via open wireless networks 
(such as Wi-Fi or Bluetooth). A few years ago, two 
researchers successfully hacked into smart light 
bulbs to demonstrate the vulnerability of the IoT and 
the security flaws of wireless networks. They man-
aged to remotely take control and upload malware 
throughout a smart building using a malicious up-
date.

Note as well that cyberattacks may 
also occur from inside the building 
by inserting a simple USB stick into a 
piece of equipment.

Whether they involve IT or OT sys-
tems, attacks may lead to material or 
bodily harm, with dramatic conse-
quences. Accordingly, these cyberse-
curity problems are even more of an 
issue for highly sensitive sectors such 
as healthcare, since utility systems 
(air conditioning, air-level systems, 
fire security) are central to any hos-
pital building. The prospect of a cy-
berattack disrupting the air treatment 
system in an operating theatre consti-
tutes a critical health risk.
 
The importance of 

anticipating risks
“We are now aware of the cyber risks affecting CTM-
BMSs, whether they involve OT, IT or the IoT, but the lack 
of forward planning speaks volumes: we are working from 
a backward-looking mindset. We are preparing for the fu-
ture by examining risks linked to attacks that have already 
taken place. Cyber risk should be addressed right from the 
design and construction phase of a smart building,” notes 
Denis Boudy, Sales Manager, Digital Solutions at 
ScredIn.

In smart building projects, the “operation and main-
tenance” phase is preceded by “design and construc-

“If digital 
security is not 
an integral part 
of upstream 
data production, 
then you’re just 
making the 
hackers’ job 
easier!”
Denis Boudy
Sales Manager, Digital Solutions 
at ScredIn
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tion”. During this initial phase, all architectural, en-
gineering and construction data will be aggregated 
into a digital mock-up, a process known as Building 
Information Modelling (BIM). This data is then or-
ganised, cleaned up and optimised to develop a dig-
ital twin. Once additional data has been added (from 
the IoT, for example), this twin will be used through-
out the operation and maintenance phase, provid-
ing real-time graphical representations of the smart 
building’s management system. The initial design 
phase is important, then, since sensitive 3D-model-
ling data will be processed throughout the building’s 
lifetime.

The risks will therefore need to be anticipated. “If 
digital security is not an integral part of upstream data 
production, then you’re just making the hackers’ job easi-
er, says Denis Boudy. During building renovation, it is 
common for some companies to use foreign contractors to 
put together 3D models, for budgetary reasons. There is 
no guarantee when it comes to the integrity of the data; 
it’s all open to everyone. You don’t need to jump straight 
to a cyberattack; even a physical attack on the building is 
conceivable. Anyone who has had access the digital model 
may have access to sensitive information and know exactly 
what to do to shut off the lighting, or know exactly where 
the surveillance cameras are. Recently, a number of French 
government agencies digitised their buildings and proper-
ties using 3D scanning, and didn’t ask for any informa-
tion on how the digital models were produced. We know 
that many companies outsource this type of process, and 
they’ve sent all of the required data abroad, unencrypted. 
This is a genuine risk to the safety, confidentiality and in-
tegrity of the data”. “From a cybersecurity perspective, by 
having access to this data, a hacker might more easily find 
out how to turn up the heat to the maximum setting, cut 
off the air intake, or prevent a fire alarm from going off... 
The tragic consequences are easy to imagine,” says Ra-
phaël Granger, Account Manager Stormshield.

The design and construction phase may last any-
where from two to four years. During this period, 

more than 400 people will be producing data, and 
more than 1,000 will have access to it, says Denis 
Boudy. The likelihood of a security breach is there-
fore considerable. “Having a BIM manager or a data 
manager determine the criticality of the data is crucial 
during this stage: it’s their job to determine the permis-
sion levels needed (to access a camera, for example), and 
to manage communication flows and encryption. If you’re 
not careful to ensure access security for all of the data ag-
gregated throughout the BIM process, then it may be used 
to actively monitor the system to prepare for an attack.”

Beware of the cloud and 5G
Smart buildings are increasingly spread out. Connec-
tivity is essential for transmitting information—as 
long as it’s secure and reliable. If a fire breaks out in a 
smart building, the right information must be sent to 
the right person as quickly as possible.

This requires information relays, which often take 
the form of decentralised mini-computing centres. 
This process is central to edge computing, and soon 
enough 5G. While edge computing helps cope with 
the considerable amount of data that needs to be 
stored, analysed and processed, a decentralized data 
system carries just as many cyber risks. “We need to 
find a happy medium between simplifying our lives and 
taking risks, notes Mathieu Demont, Product & Solu-
tion Security Expert Siemens Smart Infrastructure. 
Providers of cloud storage solutions offer unlimited data 
processing capacity to businesses, but what happens be-
hind the scenes is murky. The connections aren’t visible, 
and we don’t always know who really stores the data, or 
on what hardware. Is our data shut away in containers, 
themselves integrated into private servers? Or is it pooled 
together with other customers’ data? All of this remains 
unclear, and while we’re sitting here thinking that our 
data is properly protect, all of it might at some point get 
mixed with other data that contains viruses”. With 5G, 
the flow of information will increase, which makes it 
essential to address processing capacities.
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“5G will offer greater bandwidth capacity, but of course 
that’s just as true for cyber-attackers as it is for companies. 
That means our systems need to be more robust, and that’s 
why we account for cybersecurity as early as the design 
phase,” adds Mathieu Demont.

A safe and (cyber)secure smart 
building
In order to safeguard data processing and ensure the 
reliability of smart building data, it is recommended 
to set up a governance framework that requires strict 
authentication for users. It also 
strongly advised to strengthen in-
formation system security by seg-
menting the networks and install-
ing a firewall. Lastly, it is essential 
to safeguard production using ro-
bust end-to-end data encryption.

All of these measures need to be 
supported with consistent, day-
to-day organisation. “We often say 
that technology accounts for 30% 
of security, and the remaining 70% 
is essentially organisational, says 
Mathieu Demont. In our heads we 
have this image of a fire extinguisher 
that’s blocked by a door in order to ‘air 
out’ the hallways—a major error if the 
doors ever need to be closed... That may 
seem anecdotal, but poor organisation 
can impair the reliability of techni-
cal measures and undermine the overall security of the 
system. That’s why we do a fair amount of training and 
awareness-raising at Siemens Smart Infrastructure, par-
ticularly when it comes to cybersecurity”.
 
These measures also apply to smart industry, and to 
smart cities more widely, which entail similar issues 
to smart buildings, only on a broader scale. There are 
more players involved, which raises issues in terms 
of governance, confidentiality and data security—

particularly since new sensor technologies (LoRa, 
SigFox, 5G) are accelerating the development of fu-
ture cities. This transition to smart cities cannot occur 
without some measure of cybersecurity. ●

“5G will 
offer greater 
bandwidth 
capacity, but of 
course that’s just 
as true for cyber-
attackers as it is 
for companies”
Mathieu Demont
Product & Solution Security 
Expert Siemens Smart 
Infrastructure
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“Please update your password.” 49% 
of employees, upon receiving this 
message, are happy just to tweak 

their old password, according 
to an HYPR study in 2019. And 
thus “p@$$W0rd2019” becomes 
“p@$$W0rd2020”, delivering no se-
curity improvement whatever for 
the information system. So are we to 
conclude that prevention efforts are 
struggling to bear fruit?

Corporate cybersecurity is every-
one’s business; but in reality, it's 
someone else’s problem. Beyond the 
technical tools involved, the staff 
awareness and education aspect is vi-
tally important. And when it comes to getting staff 
on board, charters, rules of good conduct and other 
digital hygiene guides are doomed to fail if they are 
not conceived as part of a bigger, more engaging pro-
cess. So what exactly is the miracle recipe for good 
cyberculture?

Awareness training is not yet a 
universal 'given'
In the 2019 Stormshield / L’Usine Digitale study, ini-
tiatives to promote awareness of best practices top 
the list of cited measures for addressing cybersecu-
rity challenges, but their implementation remains 
patchy: 28% of respondents do not invest in staff 
awareness training, or at least, not regularly.

Franck Gicquel, Partnerships Manager Cybermal-
veillance.gouv.fr in France, confirms this uneven-
ness: “The reality for a large group and for a micro-busi-

ness is inevitably very different, with the 
latter relying on a service provider for its 
IT management: the micro-business is 
not always in a position to deliver aware-
ness messages”.

On the other hand, a positive result 
from the study is that security aspects 
seem to be increasingly integrated 
into training sessions on new digital 
transformation tools (48%, a 9-point 
rise compared to the 2018’s barome-
ter).

The role of top management: setting 
examples or issuing sanctions?
The role of the company’s governing bodies is key 
because, as well as setting an example, they alone can 
require that awareness training be prioritised and 
allocate the necessary resources for this purpose.

However, top management is not always sufficiently 
mature to address these issues. This is why Gérard 
Leymarie, CISO of the Elior group, sees an urgent 
need for a change of approach by CIOs: “We need to 
get out of our “old school” ways of thinking and comfort 
zones, and become proactive in our efforts to convince the 
executive committee”. Franck Gicquel believes that 
converting the management team into ambassadors 
for cybersecurity issues means “delivering the same 
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message via a variety of sources, increasing the chances it 
will be understood and adopted”.

There is also an expectation that top management 
will adopt a policy on possible sanctions relating to 
poor digital hygiene. With the GDPR, we are start-
ing to see early hints of third-party legal sanctions. 
But with the exception of spectacular cases of poor 
managerial practice, experts agree there is a need to 
avoid overly directive approaches, as these are like-
ly to provoke anxiety and have little effect in the 
long term. “If we maintain a philosophy based on pro-
hibition and punishment, we are perpetuating a view of 
the employee as a weak link in the security chain. And yet 
the whole point of awareness training is to make them the 
strong link!,” Franck Gicquel says.

Theory without practice equals a 
wasted training budget
The desired result will certainly not be achieved by 
annual PowerPoint presentations or cyberwashing. 
The challenge is to positively incorporate best cyber-
security practices into everyday life. Here are some 
tips for how this could be achieved.

Breaking out of the box
“Repeat without being boring,” is the goal accord-
ing to Franck Gicquel. To do this, he advises that 
awareness messages should be delivered not only 
by the IT department, but also by other company 
functions (business units, HR and other depart-
ments). For example, the Stormshield / L’Usine 
Digitale 2019 barometer shows that an average of 
three different main stakeholders are involved in 
implementing a digital project within the compa-
ny. So it would seem sensible to share out the work 
of raising awareness. “This shows that it's everyone’s 
business, and it makes it possible to vary the tone, ap-
proaches and examples used to establish a genuine cyber 
culture.”

Creating contacts
And to get as close to employees as possible, why 

not identify points of contact within operational 
teams? Whether on a departmental or team basis, 
these “security” contacts would occupy the roles 
of facilitators (and also of experts), ensuring that 
cyber messages and directives are known and un-
derstood by all employees.

Adapting to the target audience
To stimulate interest in this issue within a large 
company, an SME or indeed a school, it is vital to 
make use of specific business examples and make 
connections between the issues and personal expe-
rience.

Lightening the tone
The technique known as “croissantage” is a good 
example of this philosophy, in which an observant, 
non-malicious colleague uses an unattended work-
station to send a group email notifying everyone 
that its owner will be providing breakfast the next 
day. It’s a quick, simple way of introducing the ba-
sic concepts of digital hygiene in a company.

Measuring the effectiveness of awareness training
Lastly, it’s important to check the awareness mes-
sage actually received by employees. In the case of 
Elior and its Hacking Diner operation, the indicators 
in question are viewing statistics for the dedicated 
site, the security information feedback rate (a four-
fold increase in under a year), and the success rate 
of attacks against the company.

  
Could this (at last) prove to be a template for raising 
awareness effectively? A strategy initiated by an IS 
department using effective communication, support-
ed at a wider level by all company departments, with 
illustrations from business practice or real-life is-
sues... What’s more, these awareness initiatives seem 
to add up to a genuine training process, in which all 
staff members have a role to play in improving cor-
porate cybersecurity. ●
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Teleworking is one of the most visible signs 
of the digital transformations providing 
new opportunities with-

in companies and responses to the 
health crisis we are currently experi-
encing. However, depending on how 
they are used and the way staff be-
have, such new applications can un-
dermine corporate security. Should 
the access and functions of certain 
workstations be restricted to guaran-
tee overall security? Any attempted 
return to the days when access and 
installation rights were required for 
a workstation may meet with some 
resistance. And leave IT services be-
tween a rock and a hard place.

With digital transformation, the virtualisation of ser-
vices and worker mobility, the company’s external 
borders are changing and the barriers between work 
and private life are now increasingly porous. Wheth-
er it’s someone accessing the internal network from 

an unsecure Wi-Fi connection or copy-pasting a crit-
ical company document via a personal flash drive, 

devices are today being combined 
and interconnected. We should begin 
by pointing out that one thing is clear: 
this situation takes no account of hi-
erarchy. The naive intern, the sales 
representative in a hurry or the CEO 
who believes himself infallible are all 
significant sources of cyber-risks. Es-
pecially as many of them have admin-
istrator rights for their workstations. 
We must therefore ask ourselves the 
following question: should we return 
to yesterday’s methods and restrict 
everyone for their own security?

This question is all the more relevant in the context 
of the current health crisis as urgency and cyberse-
curity have never been good bedfellows. To enable 
companies to continue their activities, digital ser-
vices and especially teleworking have now been 
shifted to employees’ homes. But they haven’t made 

Julien 
Paffumi

   		       	
By

staff be restricted 

Cybersecurity:
should 

for their own good?
April 20, 2020



90 The cyber question: food for thought

the trip alone... the company’s vulnerabilities are 
also being exported to the homes of its employees. 
“With Covid-19, those companies surviving the effects of 
the economic crisis could find themselves devastated by 
cyberattacks,” warns the CISO of a major company in 
the aeronautical sector, earnestly. These words suc-
cinctly express the fears of the whole profession at 
a time when the worst health crisis for a century is 
sweeping the world. 

Let’s be bold here, and point out the parallels be-
tween this unusual health crisis and the restriction of 
employees’ IT rights. The government’s decision to 
impose a lockdown of the population is a restrictive 
measure but one based on the need to guarantee col-
lective safety and security. Could this also be a solu-
tion where cybersecurity is concerned?

Autonomy and efficiency, a 
restrictive environment
One possible solution is making employees liable and 
accountable for their actions, which in certain cases 
may lead to disciplinary measures. But is this a de-
sirable solution? Another option would be to return 
to the days when access and installation rights had 
to be requested for each workstation. Is this viable in 
the context of today’s companies, in which numer-
ous staff have direct administrator rights for their 
workstation? “To understand how we got to this point in 
certain companies, two key challenges must be taken into 
account. Firstly, the wish for autonomy from some em-
ployees, who possess advanced IT skills and would like to 
be able to install specific applications, write scripts or pre-
pare models without needing to contact the IT department 
to obtain some authorisation or other, explains Franck 
Nielacny, Chief Information Officer Stormshield. We 
must also take account of a second factor, related to the 
availability and responsiveness of the IT teams. In some 
cases, an IT Manager can be extremely busy and must 
manage incoming requests based on priority. A simple 
solution to this is sometimes to grant admin rights”.

Despite this, it is recommended that a few simple 
rules be respected with regard to filtering and access 
control. “My recommendation is a twofold one: those 
job categories which are not overwhelmingly technical 
in nature do not require administrator’ rights. For more 
technical users, the idea would be to have two accounts: a 
standard one for use on a day-to-day basis and an admin 
account, the latter possessing the most restrictive func-
tions possible and strictly governed when in use by means 
of an IT charter,” adds Franck Nielacny.

Numbers surely speak louder than words. According 
to the Beyond Trust’s annual Microsoft Vulnerability 
Report for 2020, 77% of critical Microsoft vulnerabil-
ities could be eliminated by implementing the prin-
ciples of least privilege and removal of admin rights. 
And the Undernews site dug even deeper into the 
report’s conclusions, claiming that 100% of critical 
Internet Explorer and Microsoft Edge vulnerabili-
ties could have been eliminated by deleting admin 
rights...
 
Restrict, block, hold accountable: a 
three-stage cyber solution
In a normal context, it’s difficult to envisage adopt-
ing a coercive approach involving extensive restric-
tions on staff. Indeed, who knows how staff would 
react to measures they consider overly restrictive or 
as violating their fundamental rights? “Only a crit-
ical situation in which the company was in real danger 

“With Covid-19, those 
companies surviving the 
effects of the economic 
crisis could find 
themselves devastated by 
cyberattacks”
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could justify the use of tough restrictive measures for all 
staff, continues Franck Nielacny. These measures could 
only be temporary”. The current context, characterised 
by the dual constraints of autonomy and efficiency, 
appears to meet these criteria for the moment: the 
lockdown is being accepted because the situation is 
exceptional and temporary.

Another example of such restrictions is the decision 
as to whether or not to authorise access to person-
al e-mail accounts in professional 
contexts. Once again, the midway 
solution would involve authorising 
access but prohibiting the opening 
of attachments, making people fully 
aware of the risks of infection through 
this channel. Because we should nev-
er forget that the risk of users trying 
to get round any restrictions and the 
resulting risks of shadow IT are never 
far away! “It’s important to be realistic, 
stresses Franck Nielacny. We today 
find ourselves in a working environment 
in which there’s a fine line between work 
and private life. Shadow IT is a reality 
for all companies and even more so with 
Covid-19 and the lockdown. The challenge 
lies in ensuring a leakproof environment 
in relation to the company’s IT system 
by limiting the exchange of data to and 
from third-party systems”. It’s there-
fore vital to improve awareness and 
responsibility from the outset. We 
can’t stress enough the need to instil 
an effective cybersecurity culture.
 
Zero-trust, a future paradigm?
As we have seen, crisis situations, the changing ex-
ternal borders of the company and increasing staff 
mobility all make it necessary to rethink IT systems 
security. Against this backdrop, more and more peo-
ple are now talking about the zero-trust approach. 

What does it entail? Adopting a genuine zero-trust 
approach to users, terminals or workstations and 
managing exchanges between the machine and the 
rest of its environment in as far as possible. “Thanks 
to this model, the company can control who has access to 
what, how and when,” wrote Pierre-Yves Popihn, tech-
nical manager at NTT Security France in the French 
newspaper Les Echos.
 
To conclude, in addition to protection against prov-

en threats and abnormal behaviour, 
it’s vital to introduce a number of 
restrictions on the workstations. But 
this must be achieved as part of an ap-
proach which also attaches great im-
portance to raising awareness of the 
need for 'digital hygiene' along with 
greater accountability for users. One 
of the lessons to be learned from the 
current health crisis is that whatever 
we may think, rules and personal dis-
cipline are needed to stave off a per-
sistent threat. In a constantly-chang-
ing environment, we must also take 
account of the fact that the degree of 
'severity' of these rules can and must 
evolve. Adaptation is therefore the 
key here. To achieve this, it’s vital to 
draw parallels with users’ personal 
lives. “If people firmly believe that this 
can have an impact on their personal life, 
they will be likely to repeat it in their pro-
fessional life,” stresses our colleague 
the CISO in the aeronautical sector. ●
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IT system by 
limiting the 
exchange of 
data to and from 
third-party 
systems”
Franck Nielacny
Chief Information Officer 
Stormshield
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Passwords can be a daily headache and can 
represent a major source of vulnerability for 
companies due to the human factor. So we 

often hear people saying that the time has come to 
do away with them. But how reliable 
are the proposed alternatives? Can 
we really do away with passwords?

Password theft is one of the main 
forms of illegal intrusion. The annual 
survey carried out by the American 
telecommunications operator Verizon 
recently highlighted the fact that 29% 
of malicious intrusions are down to 
stolen passwords and that in 80% of 
cases the cause was a weak password. 
Each year, countless rankings for the 
'worst password' are published, guar-
anteed to put a smile on any IT man-
ager’s face… or to lead them to despair.
 
From the classic “123456” to the most mnemonically 
“incorrect” –not to mention the bold “p/q2-q4!a”–, 
passwords can be a thorny issue as the need for se-

curity often clashes with the realities of day-to-day 
use. The twofold requirement to remember a num-
ber-letter-capital combination of varying degrees of 
complexity and to replace this combination at regu-

lar intervals can often be a headache 
for users. And there’s a great tempta-
tion to note down your passwords on 
a post-it note or even to use the same 
password for all applications (this is 
the case for 78% of employees accord-
ing to an Harris Interactive study for 
CaptainCyber). This need for 'practi-
cality' combines with the general lack 
of maturity of individuals and staff.

In this context, many people are now 
calling for “an end to passwords” and 
the advent of the passwordless age, 
while others see biometrics as a prom-

ising solution. Others consider two-factor authenti-
cation as an effective supplement to passwords. So 
what’s the situation with these different alternatives? 
Will we still need a password in the weeks/months/
years to come? As security and constraints go hand-
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in-hand, do we need fewer passwords but better 
quality ones?

Biometrics: practical but not 
infallible
Biometric identification (scanning our fingerprints, 
facial contours or the patterns of our eyes) have 
quickly emerged as alternatives to traditional pass-
words. Opening your telephone using your finger-
print is faster and less tedious than entering a code 
comprised of several numbers. And it’s certainly true 
that individual physical characteristics, those which 
by their very nature are unique and specific to each 
user, offer a useful means of generating signatures. 
After retina authentication, a concept so dear to Hol-
lywood, the rest of the human body has now been 
brought into play. Amazon recently lodged a patent 
to analyse the traces of veins, lines and wrinkles on 
the skin for authentication purposes. For its part, the 
Japanese giant Hitachi has opted for a process which 
makes it possible to analyse blood vessels, as the net-
work the veins in our bodies constitute unique struc-
tures.

These companies view these alternative biometric 
identification methods as being more reliable than 
fingerprints or than facial recognition, which also has 
its limits. A team of researchers at New York Univer-
sity recently developed a technique making it possi-
ble to generate 'universal' fingerprints, and therefore 
to fool the captors used on 70% of telephones. And 
when they’re not being falsified, fingerprints can 
also be stolen (this was the case in 2015 during an 
attack against the American Federal reserve – FED) 
and end up being sold in marketplaces specialised in 
the resale of biometric data. In 2019, the fingerprints 
of more than 60,000 users were made available on 
GenesisStore, a marketplace on the darknet. As for 
facial recognition, the journalist Thomas Brewster 
from Forbes demonstrated it was possible to trick 
telephones using a 3D print of your face…What also 
obviously comes to mind is deepfake technology, 

which makes it possible to produce highly realistic 
videos and therefore to potentially fool sensors. So as 
you can see, there are plenty of experiments under-
way in the field of biometrics but the risk of identity 
theft remains.

Ultimately, a combination of two biometric factors, 
for example a fingerprint and the venous circuit or 
a fingerprint and facial analysis, could limit these 
risks. But this solution comes up against cost consid-
erations. Sensors are expensive and it’s difficult to 
imagine a widespread rollout of devices fitted with 
dual biometric sensors without these costing a for-
tune. In short, biometric processes are not sufficient-
ly reliable when used alone.
 
FIDO2: the advantages and 
limitations of passwordless 
technology
In February 2020, a press release from Microsoft re-
opened the debate on the scrapping of passwords 
with the announcement that passwordless technol-
ogy was to be included in their AzureAD environ-
ment. FIDO2 makes it possible to verify the user’s 
identity based on a strong authentication key con-
tained on a physical medium. The FIDO token can 
therefore be used as an additional authentication fac-
tor. The advantage of the FIDO2 technology is its low 
cost, making it accessible to both private individuals 
and companies.
 
Two-factor authentication: 
possibilities and limitations
According to Microsoft, two-factor authentication 
can also prevent 99% of attempted intrusions. Nev-
ertheless, the FIDO key is first and foremost a physi-
cal medium, which doesn’t eliminate all constraints. 
Passwordless but not yet painless. What do you do for 
example if it gets lost, stolen or forgotten? The tele-
phone is often used as a short-term backup to receive 
a token sent by text message or e-mail. However, 
recent studies have revealed that attackers can get 



94 The cyber question: food for thought

around this second authentication factor, like for ex-
ample the Cerberus malware.

This solution is therefore not infallible, especially if 
you don’t have the FIDO key on you at all times, al-
though it does enable you to increase your security 
level, particularly for critical networks or infrastruc-
ture.
 
A password vs. a pass phrase
As we have seen, recent developments provide some 
comfort for users but certainly do not offer the pros-
pect of passwords disappearing any time soon, par-
ticularly in dual authentication scenarios. But what 
exactly makes for a good password? Standards con-
cerning the right complexity level generally require a 
combination of upper-case letters, numbers and spe-
cial characters, with the combination being changed 
regularly.

A recent paper from the NIST (National Institute 
of Standards and Technology, in the United States) 
has challenged some of these certainties however, 
followed by another paper, this time from the BSI, 
the Federal Office for Information Security in Germa-
ny. According to the researchers interviewed by the 
NIST, the great complexity of certain passwords is 
simply not viable for daily use, when users are re-
quired to type in a combination several times a day. 
They therefore recommend using a phrase, which is 
easier to remember and just as difficult to crack for 
any possible attackers, as there are so many possi-
ble combinations of words. This begs the following 
question: what should the limit be in terms of the 
number of words? The paper does not mention this. 
Concerning the BSI, the agency has reconsidered its 
recommendations concerning the need to regularly 
change passwords. One of the German research-
ers even stressed that: “You can securely use the same 
password for years”. The German agency’s position is 
simple: regular password changes would cause more 
harm than good as this would result in individuals 

using weaker passwords created based on a certain 
'template', making them easier to crack by a cyber-at-
tacker.

Fewer but better
If it proves impossible to use either biometrics or a 
FIDO2 key, it’s always possible to follow a simple 
rule: choose fewer passwords but better quality ones. 
Based on the BSI’s recommendations for example, it 
would be possible to select five complex passwords 
and to assign them to groups of websites ranked in 
advance according to their importance. A technique 
which has the benefit of being accessible to all.

As you have seen, we still need passwords, even in 
the case of strong authentication. There are plenty of 
possible combinations to help achieve optimal secu-
rity however. One recommendation would be to al-
ways use:

•	 Something you know (like a password),
•	 Something you own (like a FIDO2 key),
•	 Something you are (a biometric element).

The challenge for the IT departments is to ensure that 
everyone finds the right compromise where security 
is concerned, the method best able to avoid intrusions 
while also making daily life manageable. Because as 
we have seen with the shadow IT phenomenon, the 
more constraints you add, the more the users will be 
tempted to try and get around them. ●
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Extraordinary responses to extraordinary 
times: in early March, hacker groups such 
as Maze, DoppelPaymer, Ryuk, Pwnd-

Locker and Ako announced a ceasefire during the 
Covid-19 health crisis. Despite this, 
on March 16, 2020, the US Depart-
ment of Health and Human Services 
suffered a distributed denial-of-ser-
vice (DDoS) attack. And on March 22, 
in France, while overcrowded hospi-
tal departments were being deluged 
with patients, the Assistance Pub-
lique-Hôpitaux de Paris in its turn 
fell victim to a violent cyberattack. 
These events raise the valid question 
of whether ethics are a consideration 
in hackers’ actions

Answers to questions on hacker ethics are neces-
sarily coloured by your own point of view, and by 
your own definition of what is – and isn't – ethical. 
Recently, two hacktivists offered their own partial 
definition of ethics. Citing individual data protection 

concerns as a motivation, French hacktivist Baptiste 
Robert (alias Elliot Alderson) undertook an in-depth 
analysis of personal contact tracking applications. 
Having detected and exposed flaws in India's Aaro-

gya Setu application, he concentrated 
on the French version, StopCovid, and 
the Pakistani version, COVID-19 Gov 
PK. Last year, in a different genre, 
Phineas Fisher launched his own bug 
bounty as a reward to anyone launch-
ing politically motivated hacks lead-
ing to the disclosure of documents 
of public interest... while in related 
news, a Canadian organisation assist-
ing young homeless people was hit by 
ransomware in early January 2020. In 
a complex, multi-faceted landscape, is 
there any room for ethics?

 
Ethics: an eminently subjective 
notion
First, a quick philosophical introduction. Jean-
Jacques Nillès, founder of the French Socrates con-
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sultancy specialising in ethics, believes the question 
is not so simple: “Although the distinction between 
legitimate and legal is widely accepted, not everyone ac-
cepts it at face value. The relationship between law and 
ethics is a complex one, and there is a tendency to sim-
plify it. Our laws are founded on ethics and ambitions. 
Some atypical cases reveal a dissonance between legal and 
ethical considerations; but once again, this is not entirely 
accurate... instead, these are ultra-rare cases in which a 
principle of law sees itself telescoped into a rule. The law 
does not provide clear-cut answers. What it does is to spell 
out a certain number of possibilities. And it is within this 
multiplicity of options that ethics finds 
its place”. In short, the law defines a 
number of possibilities, and the role 
of ethics is to make a choice between 
these. For Alice Louis, the director of 
a project to establish the “Cyber-Ethics 
Fund for Digital Sovereignty”, “ethics 
is the thought of principles and values. In 
this respect, morals and/or morality tell 
us which actions are right, good or bad. In 
other words, and as stated by the likes of 
sociologist Max Weber: ethics is an act of 
empowerment which cannot be reduced to 
the mere expression of an opinion”. This 
opinion is shared by Philippe Sanchez, 
a consultant and trainer at the Socrates 
consultancy: “Ethics is a subjective no-
tion that can vary from one individual to 
another. It will always make its nest where 
a gaping hole is left by the law. Without 
rules, any of us could justify our actions by citing a liberal 
interpretation of ethics...”

Many among us would acknowledge an ethical di-
mension to the work of hackers operating in Tunisia 
during the Arab Spring movement… but it would be 
more problematic to accept the legitimacy of a group 
in the pay of the Kremlin, undermining the principle 
of non-interference in international law by infiltrat-
ing US Democrats during a presidential election. So 

is one man's cybercriminal another man's hacktivist? 
Maybe. Especially if we take the opposing view to 
that of the philosopher Immanuel Kant by viewing 
ethics as a relative concept shaped by concepts spe-
cific to a given culture...
 
The codes of the hacker community
Hacker ethics are steeped in the cyberpunk subcul-
ture, a core value of which is protest. Characters in 
these novels are anti-heroes, often pawns manipu-
lated within an imbroglio of secret societies, govern-
ment departments and crime syndicates, all of them 

run to varying degrees by senior ex-
ecutives of multinationals which have 
become more powerful than states 
themselves, and whose leaders are 
often devoid of any morality. These 
anti-heroes are then presented as 
small pieces of grit in the machinery. 
A later development has been the ad-
dition of a search for knowledge and 
understanding of computer systems – 
and a desire to preserve the Internet 
as a place of absolute freedom from 
rules imposed by governments and 
corporations. For that reason, it is le-
gitimate to infiltrate systems owned 
by various government, financial and 
military institutions in order to dis-
sect their architecture. In 1984, the 
journalist Steven Levy, the author of 
Hackers: Heroes of the Computer Revolu-

tion, summed up the hacker ethic as follows: don't 
destroy the computer networks you infiltrate, don’t 
make a profit, and share information.

So does this hacker community have its own codes? 
Black Hat, White Hat, Grey Hat and even Blue Hat: 
there is a wide and diverse range of hacker profiles, 
each of which has its own codes. These codes dif-
fer according to hacker loyalties/allegiances, which 
may inspire varying degrees of confidence from a 

“Ethics is a 
subjective 
concept that can 
vary from one 
individual to 
another. It will 
always make 
its nest where 
a gaping hole is 
left by the law”
Philippe Sanchez
Consultant and Trainer at the 
Socrates consultancy
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third-party standpoint: “A ‘grey hat’ like Baptiste Rob-
ert will publicly divulge the existence of a flaw that en-
dangers users, while a ‘white hat’ will give information to 
the company they are working for. The white hat will nev-
er 'cross the line’ legally, even though others may follow 
different paths,” explains French hacktivism specialist 
Fabrice Epelboin.

At what point does a hacker decide which path 
to follow? And can their decisions be influenced 
over the course of their personal journey? In other 
words, is ethics a question of maturity? This series 
of questions leads us to consider the case of script 
kiddies, amateurish hackers driven by results rath-
er than knowledge, and inspired by complex moti-
vations. “The fundamental difference with script kid-
dies is their ignorance of the mechanisms involved. They 
will use ready-made solutions instead of developing their 
own code, which can sometimes cause them to underesti-
mate the damage they're doing,” explains Davide Pala, 
Stormshield Pre-Sales Engineer in Italy. However, 
this doesn’t stop them from sometimes uniting un-
der the banner of shared values in the name of ethical 
principles which – once again – are theirs and theirs 
alone. “For example, that's exactly what you find within 
Anonymous, Fabrice Epelboin explains. Among their 
number are many script kiddies doing nothing more than 
pushing buttons. However, when viewed as a whole, the 
fact remains that they can represent a significant strike 
force. This crowd effect can also be employed for the ends of 
political machinations and digital crime, giving rise to bug 
bounties or ransomware, depending on the value systems 
of the specific individuals”.

At the same time, it is clear that IT vulnerabilities 
have now spawned an economy in its own right. 
So, does ethics have a price? Because they can be 
associated with significant financial rewards in real 
or ‘dark’ markets, issues around vulnerability have 
for many years been attracting mafia organisations, 
large groups of shadowy hackers and also major 
state-sponsored groups. Each of these has its own 

objectives, and more importantly, its own abilities in 
terms of resources; initially financial, and later, hu-
man. The colossal financial muscle that can be flexed 
in this way – along with the promises of astronomi-
cal 'easy' profits – can seduce some hackers and lead 
them to compromise some or all of their personal 
ethics. Especially considering that on the other side 
of the mirror, the bug bounties on offer and the sal-
aries offered by institutions and companies hardly 
compare.

But to what extent can you trust a hacker? And what 
is a hacker's word really worth? There is no clear-cut 
answer to these two questions: it always depends on 
exactly who you're dealing with. Although some ves-
tiges of the early hacker movement still remain, the 
landscape has become more diverse and the codes 
that govern the community no longer act as a clear 
rallying point. So, in an attempt to make this com-
plex landscape easier to understand, the term “eth-
ical hacker” has emerged. But it hasn’t been all that 
successful...
 
The ethical hacker: an empty 
phrase?
The need to combine these two terms suggests that 
they were somehow diametrically opposed at the 
start. Does that mean that white hats are the good 
guys, and black hats are the bad guys? “That’s com-
pletely wrong, claims Fabrice Epelboin. Black hat, white 
hat, ethical hacker, cybersecurity engineer; these are just 
marketing labels that tell you very little, except that the 
media loves to simplify things”. He believes that the 
only thing separating a grey hat from a white hat is 
the legal framework in which the latter operates, in 
the interests of maintaining cybersecurity. “In reality, 
the ethical hacker could be working for arms dealers, or for 
a company like Monsanto, and they would still be consid-
ered as ‘ethical’. But that has nothing to do with ethics, 
merely law. Obviously, a hacker can behave in a way that 
is both ethical and illegal; for example, when dealing with 
oppressive regimes...”



98 The cyber question: food for thought

Fabrice Epelboin believes that binary distinctions 
between ethical and non-ethical hacking can never 
reflect reality. In his opinion, appearances can be 
deceptive. “Hacker culture doesn't really lend itself to 
a 9-to-5 lifestyle... One possible permutation is that you 
could be a white hat during the day to earn a living, but 
grey hat at night as you fight for your principles. To be 
honest, I don't know any hackers who've never crossed the 
red line, because it's such a small step from legal to illegal, 
and it's so easy to be anonymous. In addition, protecting 
users often means forcing companies to adopt secure prac-
tices, which can involve methods frowned upon by law.”
 
Cyber-ethics: in search of a 
framework
Some see them as universal, while for others they're 
relative... but if we are to agree on the question of 
ethics, we need legal boundaries. Indeed, many plat-
forms such as Yogosha, YesWeHack and HackerOne 
devote themselves exclusively to hunting down dig-
ital flaws through bug bounty programmes, while 
other companies such as Synacktiv specialise in pen-
etration tests.

Such ethical hacking is then practised in very tight-
ly-controlled environments. In this scenario, hackers 
adhere to the compliance requirements imposed by 
companies and governments, and sign up to certain 
codes specific to the environment: any detected flaws 
must be reported; the privacy of the organisation, its 
employees and users, and of third parties, must be 
maintained; and any breach that is created or exploit-

ed must be sealed. These principles, set out by the Fo-
rum of Incident Response and Security Teams, were 
re-stated in a recent article by the Kaspersky French 
team. Hackers who comply with these requirements 
can even obtain the title of “Certified Ethical Hack-
er”, awarded by the EC-Council body in the US.
 
Alice Louis concludes: “There are hackers who seek to 
operate within a legal framework, and thus align them-
selves with an ethical approach in the sense of normative 
ethics in general, and consequentialism in particular. This 
approach to ethics explains that the morality of an action 
must be assessed in terms of the consequences of that ac-
tion. From this perspective, hackers become clear allies for 
organisations. Obviously, a certain number of precautions 
need to be taken, with checks made in advance, e.g. with 
trusted third parties, and ultimately, a rigorous set of con-
tractual terms set to govern the work they do”. An essen-
tial foundation for a relationship built on trust... ●

“Black hat, white hat, ethical hacker, cybersecurity 
engineer; these are just marketing labels that tell you very 
little, except that the media loves to simplify things”
Fabrice Epelboin
French specialist in hacktivism
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As part of the digital transformation pro-
cess, the increasing openness towards 
the outside world and the 

interconnection of different informa-
tion systems make companies more 
vulnerable to cyberattacks. Howev-
er, there are effective ways of pro-
tecting oneself, such as the segmen-
tation of the information system. A 
technique that makes it possible to 
contain threats by preventing them 
from spreading to other areas. This 
also optimises the performance of 
the equipment. But how can the net-
work be segmented? And in the age 
of Industry 4.0, when we consider 
operational requirements, business continuity and 
obsolete systems, is it really that simple in the in-
dustrial world?

Network efficiency and security
Network segmentation is initially very important 
for purely functional reasons: to guarantee the avail-
ability and efficiency of equipment. When too many 

items of equipment are connected to the same net-
work, with innumerable communication flows and 

private connections, a sort of 'back-
ground noise' is generated. In an in-
dustrial environment, for example, 
the PLC will not be able to ignore it: 
even if it does not process all requests, 
it analyses them systematically. This 
runs counter to the requirement for 
operational efficiency in this area of 
activity. “This background noise diverts 
the PLC from its primary function, a sit-
uation that can quickly lead it to reach 
saturation and therefore to malfunction. 
A factory cannot continually expand its 
network architecture without segmenting 

it,” explains Vincent Riondet, Head of Cybersecu-
rity Projects and Services teams Schneider Electric 
France.

But it is regarding cybersecurity that segmenta-
tion brings its greatest benefits. Segmenting areas 
according to each person’s specific usage require-
ments allows us to provide employees with only the 
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resources and access they need. The data related to 
organisational, operational and automatic systems is 
thus contained in zones which may themselves con-
tain sub-zones. Segmented in this way, they are less 
likely to leak or be compromised. “In order to achieve 
this division into homogeneous networks, it is necessary 
to carry out a precise inventory of your equipment and its 
types, and to know how the items of equipment are phys-
ically connected to each other. All this information will 
allow us to access a communication matrix and launch a 
risk analysis: this is essential to know what to prioritise 
and how to segment everything,” adds Vincent Riondet.
 
IT/OT: multiple levels of 
segmentation
In the beginning, there was IT. Within companies’ in-
formation systems, initial levels of segmentation are 
needed to separate certain groups of services or com-
puters, according to their exposure to cyber threats - 
mainly related to Internet connections. In the largest 
companies, there will therefore be a tendency to plan 
internal segmentation to isolate the departments ex-
posed to the Internet, staff computers, internal ser-
vices, but also field-based staff and visitors.

At the same time, under the influence of the digital 
transformation of companies and the advent of In-
dustry 4.0, industrial networks have evolved over 
time under the dogma of IT/OT convergence. “Ini-
tially the industrial network was not connected to the IT 
system, explains Tarik Zeroual, Stormshield Global 
Account Manager. Today though, for governance and 
business reasons there is a real willingness on the part 
of companies to automatically collect information from 
the field. Operational and maintenance data is no longer 
enough. Industrial companies now want to know how of-
ten their equipment is used, as well as having information 
related to the breakdowns and downtime of this equip-
ment”. Establishing a barrier between the worlds 
of IT and OT is therefore a fundamental security 
measure, in order to guarantee the cyber-protection 
of industrial networks.

This convergence represents a major challenge for 
most manufacturers, says Vincent Riondet. “The vast 
majority of our industrial networks are very poorly struc-
tured. They were installed and set up by automation spe-
cialists, so this is not their core business: they did not take 
into account the problems of IP addressing, broadcasting 
and flow management, for example. Their only objective 
was to make the items of equipment communicate with 
each other”. A challenge that is all the greater since 
the threat does not necessarily come from very far 
away. Factory employees and outside personnel still 
often use USB sticks, whether to collect data from the 
supervision workstation or to update PLCs. Howev-
er, it is still common for them to become infected. A 
simple connection could corrupt an entire informa-
tion system. “This segmentation makes it possible to pro-
tect against all internal and external threats, whether they 
come from the Internet or from external parties,” says 
Vincent Nicaise, Industrial Partnership and Ecosys-
tem Manager Stormshield.
 
Segmentation: more than just a 
recommendation?
Network segmentation is therefore the most effective 
measure to contain cyber threats and prevent mal-
ware from spreading within an IT or operational in-
frastructure.

It is also one of the key recommendations of the 
IEC 62443 standard. This industrial cybersecuri-
ty standard has developed the concept of division 
into “zones” and “conduits” according to the criti-
cality levels of the dedicated equipment. A defence-
in-depth logic which, thanks to the integration of 
firewalls, strictly and immutably determines the 
authorised and unauthorised communication flows 
between predetermined segments or blocks. Divided 
into blocks, the network as a whole becomes more 
difficult to attack by a cyber-criminal.

Recommended by the texts of the IEC 62443 stan-
dard, segmentation provides an essential bulwark 
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to limit intrusions and deal with cyberattacks. Like 
wearing a seatbelt in the car, this technique is a must 
– regardless of the type of network involved.
 
Physical or virtual separation
There are two segmentation methods: physical seg-
mentation and virtual segmentation. Physical seg-
mentation consists of creating parallel networks so 
that they are completely separate. A switch will be 
installed on each category of machine – PLC, PC, 
printer, etc. Virtual segmentation, on the other hand, 
offers the same hardware switch for the different 
items of equipment: connected to different ports on 
the switch, the latter are separated virtually by vir-
tual networks (VLANs) simulating separate switch-
es, thus making it possible to segment a physical 
network using software. They cannot communicate 
with each other unless they are linked to a firewall 
that allows them to do so.

“Both methods have proved their worth in terms of segmen-
tation, one is no more vulnerable than the other in cyber 
matters, if they are done well. The only difference, in my 
opinion, is in terms of cost. Physical segmentation makes 
it necessary to purchase numerous new devices. Very few 
companies can afford this luxury. Virtual segmentation is 
the most economically viable,” says Tarik Zeroual.
 
NAT, a useful mechanism
In some cases, the implementation of network seg-
mentation, whether virtual or physical, requires a 
change in the organisation of the addresses used by 
the items of equipment to communicate with each 
other. The factories initially deployed equipment ac-
cording to operational needs, without taking into ac-
count the allocation of IP addresses. As the network 
was 'flat', all the items of equipment were able to 
communicate with each other without any problem. 
“But with zone segmentation, items of equipment can 
only communicate with those in the same zone, the same 
sub-network. However, it’s impossible to ask a factory that 
has spent fifteen years or so developing its industrial sys-

tems to reconfigure this equipment item by item and test it 
all over again to see if it all works. It would be a financial 
drain on them,” says Vincent Riondet.

To solve the problem in the short term, it’s possi-
ble to use the NAT (Network Address Translation) 
function. This system allows addresses to be 'trans-
formed', to match IP addresses to other IP address-
es. “This function involves translating an address in 
one sub-network to an address in another sub-network to 
ensure interconnection. It allows you to leave the appli-
cations untouched and not have to configure them again. 
NAT can be a temporary solution that allows information 
to pass through while waiting for industrial systems to be 
modernised or replaced, continues Vincent Riondet. We 
have clients with whom this migration scenario is spread 
over two years. However, we have already laid the founda-
tions for these future reconfigurations, set our targets and 
defined our segmentation strategy. But in the background, 
it takes time on every maintenance stoppage. The industri-
al sector is complex, and we have to move forward step by 
step. Without NAT, most industries would not be able to 
secure their systems”. Address translation also makes 
it possible to integrate an industrial subsystem into 
the overall operational infrastructure without losing 
the manufacturer’s or service provider’s certification.
 
And so, as we have seen, the segmentation of the in-
formation system is a complex operation that takes 
time. To achieve defence-in-depth, it’s therefore vital 
to get down to work on it without further delay! ●
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Trying to define what exactly 
constitutes suspicious be-
haviour can be something 

of an enigma, as this is a vast and 
complex subject. However, whether 
it comes from users, applications or 
lines of code, investigating suspi-
cious behaviour on workstations is 
an integral part of efforts to guar-
antee digital security in companies. 
Here’s why.

With the advent of Bring Your Own 
Device (BYOD), shadow IT and now the widespread 
use of teleworking, IT security within companies is 
now being sorely tested. Cyber threats in the work-
place are many and varied, and staff workstations 
are key aspects to be taken into account as part of 
your IT security procedures. In doing so, they must 
be painstakingly examined. Having access to files, 
registers, networks or application launches, the thou-
sands or even millions of actions performed each day 

on our workstations are anything but 
standard as they each correspond to a 
particular context, activity or use. Ob-
serving, contextualising and analysing 
such actions enables an organisation 
to define what constitutes suspicious 
behaviour and what should be consid-
ered as legitimate actions performed 
on a workstation. And to react accord-
ingly. 

How do we define 
suspicious behaviour?

What is suspicious behaviour? Suspicious behaviour 
on a workstation can be defined as an action which 
runs without the user’s knowledge, for the purpose 
of performing a malicious act. Suspicious human 
behaviour would include for example an unusual 
log-in time such as the middle of the night, or the 
fact that a user suddenly connects to his worksta-
tion from abroad. For its part, suspicious technical 
behaviour can be defined as an anomaly within the 
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workstation. On this point, we can list several major 
categories. Firstly, there’s the presence of unlisted 
software, or software installed without the IT depart-
ment’s knowledge which can 'only' be considered as 
tell-tale signs of shadow IT. Next, there’s the type of 
suspicious behaviour which is clearly malicious and 
which differs significantly from the 
normal use of an application or work-
station, such as for example a ransom-
ware program which finds its way 
onto a workstation and which then 
quickly sets about deleting backups 
and encrypting files. Another type of 
suspicious behaviour sometimes seen 
is the hijacking of the normal opera-
tion of a software program or applica-
tion to fool the user. This kind of hi-
jacking or misuse is more subtle than 
the clearly malicious behaviour. This 
is particularly the case with phishing. Finally, suspi-
cious behaviour may also be defined as a series of 
fairly common actions which operate discreetly be-
fore they can be detected. This is especially the case 
with APTs (Advanced Persistent Threats). 

The task of defining suspicious behaviour is not lim-
ited to simply being aware of these three major cat-
egories. In fact, it can be quite complex. A form of 
behaviour defined as suspicious by one department 
or occupation will not necessarily be considered sus-
picious by another department or occupation. “To-
day, it’s the IT Managers who have the task of defining 
suspicious behaviour. But the IT department can’t pos-
sibly know everything and some activities have uses and 
practices which differ widely from the norm and may 
be considered as verging on suspicious behaviour,” ex-
plains Sébastien Viou, Cyber-Evangelist Consultant 
Stormshield. Over and above the IT department’s 
role, it’s therefore a good idea for each activity to de-
fine its own usages and to be an active stakeholder 
in ensuring its own security. “Cybersecurity should 
concern everyone” adds Sébastien Viou. Defining sus-

picious behaviour based on different activities and 
usage types is a valid but difficult objective, as you 
need to simultaneously control and monitor such us-
age while at the same time ensuring that it remains 
fluid.

Understanding suspicious behaviour, 
defining it and then detecting it is 
therefore no easy matter and requires 
a great deal of research and analysis. 
But if the task is such a demanding 
one, why define what constitutes sus-
picious behaviour? “Defining suspi-
cious behaviour can tell us what we need 
to be detecting. For all stakeholders in the 
cyber field, this exercise also makes it pos-
sible to share knowledge using a common 
language, particularly via the MITRE 
ATT&CK framework,” explains Thier-

ry Franzetti, Technical Leader Stormshield. Among 
other things, this sharing of knowledge allows us to 
keep pace with the different techniques being used 
for malicious purposes. But a prerequisite for this 
analysis work is to have a thorough understanding 
of the attack techniques used and in particular the 
major vectors of infection for workstations.

The main vectors of infection for 
workstations
Whenever suspicious behaviour is detected on a 
workstation, an attack is generally underway or be-
ing prepared. Some vectors of infection target work-
stations, among which four merit particular atten-
tion. 

Phishing
The main vector of infection used is phishing, with 
75 to 80% of malware programs using it. Phishing 
is popular with many attackers as it is simple to 
perform, effective and makes it possible to reach as 
many people as possible.

“Defining 
suspicious 
behaviour can 
tell us what 
we need to be 
detecting”
Thierry Franzetti
Technical Leader Stormshield
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As an example, in December 2019, researchers at 
Kaspersky discovered that cyber criminals had used 
the launch of one of the most eagerly awaited films 
of the year, Star Wars, to carry out a phishing cam-
paign: around thirty fake Star Wars-themed websites 
were detected. Using these websites, the attackers 
were able to deceive many surfers by proposing 
a free version of the film, available for download 
from these malicious websites. Proceeding in this 
way, the attackers were able to harvest the personal 
data of the surfers they had lured in. These phish-
ing attacks have also increased in scale over recent 
months during the pandemic, something which has 
been exploited by the attackers. Numerous phishing 
campaigns were launched focusing on health and 
prevention during the Covid-19 epidemic. The move 
towards teleworking from home, affecting a large 
percentage of the population, has only exacerbated 
this trend. According to the initial figures, attempts 
at phishing are believed to have increased by 400% 
during the first week of lockdown.

USB peripherals
USB peripherals are another vector used to infect 
workstations. Including mice, flash drives and key-
boards, etc., these peripherals are considered as more 
targeted vectors of infection. This operating method 
involves leaving a USB flash drive with a malicious 
payload lying around on the ground near a target 
company. The natural curiosity of some staff will en-
sure that the key is quickly picked up and plugged 
into a workstation.

In a study into attacks using USB flash drives, the SS-
TIC highlighted the large attack surface provided by 
these peripherals and particularly flash drives (data 
breaches, elevated privileges, etc.) and the operating 
methods which may be used by the attackers. For ex-
ample, a workstation may become infected when the 
user opens one of the files stored on the flash drive or 
simply when the drive is plugged into a workstation. 

Remote Desktop Protocols
Another possible vector of infection is the ability to 
compromise RDPs (Remote Desktop Protocol). These 
protocols make it possible to access workstations or 
machines remotely. This type of vector of infection is 
used by ransomware programs for example. This is 
the case with the SamSam ransomware discovered in 
2015, which specifically targets Windows servers. In 
2018, the FBI investigated the way SamSam operates 
and revealed that the RDP is used as a vector of infec-
tion to attack Windows servers.

Where RDP protocols are concerned, once again the 
pandemic has helped amplify the phenomenon and 
particularly brute force type attacks. With the lock-
down and the widespread use of teleworking, staff 
often find it necessary to access their work environ-
ment remotely from their home computers with-
out necessarily being up to speed with the security 
rules for teleworking. The number of instances of 
RDP protocols being compromised has therefore in-
creased sharply.

These vectors of infection all present risks of malicious 
cyber activity for organisations, to which should be 
added the issue of guaranteeing cybersecurity when 
teleworking. More than ever before, companies need 
support from key players in the cyber field to limit 
any risks of security breaches which may exist and 
to control and better understand so-called suspicious 
behaviour, in order to be better able to combat cyber 
criminality within the company. 

Endpoint solutions to the rescue
The security solutions making it possible to detect 
and monitor suspicious behaviour have evolved over 
time. Previously, the go-to solution used to protect 
yourself from cyber-attacks was an antivirus pro-
gram. This approach was soon found to be insuffi-
cient, as antivirus programs don’t detect behaviour 
but only known malicious code. “Some attack tech-
niques seek to hide from antivirus programs, so you need 
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to come up with solutions to supplement this type of de-
tection and which can also envisage non-standard usage,” 
explains Thierry Franzetti. More advanced security 
solutions then came along, firstly with the use of 
Endpoint Protection Platforms (EPP), which make 
it possible to detect clearly malicious suspicious 
behaviour, and which offer workstation protection 
functions. Subsequently, Endpoint Detection & Re-
sponse (EDR) solutions also appeared. These EDR 
solutions meet this demand for the detection of sus-
picious behaviour as they operate based on the proac-
tive detection of as yet unknown threats, by 'listening' 
to everything which happens on a workstation and 
picking up faint signals, such as the sudden launch 
of numerous operations on the same workstation for 
example. EPP and EDR solutions each provide useful 
levels of protection, which supplement one another 
according to the company’s usage methods. Artificial 
intelligence (AI) is a solution which often goes hand-
in-hand with EDR. “In particular, AI provides greater 
calculation capacities, enabling it to identify instances of 
unexpected behaviour and to assign a score to them, in or-
der to then be able to categorise them and react to them,” 
explains Sébastien Viou. AI seems to be increasingly 
used within the different blocks comprising cyberse-
curity solutions and researchers appear to agree on 
its value. As an example, British intelligence recently 
carried out a study into the value of AI to combat cy-
ber threats, and the identification of suspicious be-
haviour emerged as one of the areas in which the use 
of AI may be of considerable value.

In addition to Endpoint solutions, other solutions 
can be considered, like sandboxing, which makes it 
possible to open files or to run unknown or suspect 
content in an enclosed test environment, without tak-
ing the risk of compromising the workstation.

However, although a number of security solutions 
exist to meet the challenges of corporate cybersecu-
rity and more particularly those related to suspicious 
behaviour, these solutions must be implemented tak-

ing full account of the contexts in which they apply. 
The software publishers’ task is to correctly define 
the suspicious behaviour being targeted, beforehand. 
“A security solution is just a tool. What’s important is 
the way it’s configured and maintained,” adds Sébastien 
Viou. The software publishers therefore must be able 
to pre-configure their solutions by including all mea-
sures and rules (configurable rules adapted to each 
business context) to enable them to provide the right 
detection level. But also provide an easy-to-configure 
environment for administrators. To be effective, the 
solutions must therefore incorporate combinations 
of protective measures (peripheral management, el-
evated privileges, etc.) and the associated behaviour 
patterns. Additionally, Endpoint solutions are not 
infallible and false positives exist. “Although we can 
define the basic factors for protection, the variety of sus-
picious and non-suspicious behaviour on a workstation is 
so great that there will always be exceptions,” explains 
Thierry Franzetti. To limit false positives, the ideal is 
to be able to create a whitelist (or allowlist), to avoid 
blocking legitimate uses. To be fully effective, it’s a 
good idea to be able to tailor this approach to each 
activity and to adapt the protection to different be-
haviour types.
 
Displaying a window in a web browser, opening a 
Word or PDF file or downloading files are all day-to-
day tasks within the company which will undoubt-
edly be the subject of in-depth consideration where 
IT security matters are concerned for some time to 
come. And suspicious behaviour, a major subject in 
the corporate cybersecurity field, will continue to be 
a headache. ●
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Often seen as a key line of defence against 
cyber-threats, antivirus solutions are nev-
ertheless vulnerable. The news reports 

have shown that these protective solutions have 
become particularly attractive targets 
for cyber-criminals. We explain.

You never know where a cyber-at-
tack’s coming from. But the hack tar-
geting Mitsubishi Electric in 2019 may 
come as something of a surprise: cy-
ber-criminals successfully exploited 
a flaw in its... antivirus system. More 
precisely, they hijacked the antivirus 
solution to gain elevated privileges en-
abling them to extend their grip over 
the infected machines. And it’s a seri-
ous matter: a compromised antivirus 
solution won’t prevent a cyber-attack. Worse still, 
in some cases its presence on the workstation can 
actually facilitate an attack. This new modus ope-
randi speaks volumes about the way cyber-attacks 
are changing and the responses that need to be put 
in place.

Why attack an antivirus solution?
It may sound counterintuitive: by targeting an antivi-
rus solution, aren’t cyber-criminals taking the risk of 
triggering alerts of all kinds? “For a long while, intrud-

ers sought to hide from security solutions 
when performing their illicit activities, 
recalls Adrien Brochot, Product Man-
ager Stormshield. But this became more 
difficult for them as antivirus solutions 
became ever more sophisticated. And so 
current techniques involve deactivating 
the antivirus system before carrying out 
a prohibited operation. Or even using the 
antivirus solution to increase their privi-
leges on the machine”.

Because increased privileges are the 
Holy Grail sought by cyber-criminals. 

“In a classic attack scenario, you begin by taking control 
of an exposed service with a low level of privileges, ex-
plains Sébastien Viou, Cyber-Evangelist Consultant 
Stormshield. But using another vulnerability, you can 
take control of a higher-level process making possible to 
run code or commands. And this lets you extend the scope 
of your activities”. This process is “fairly simple to put 

And what if 
a cyber-attack 

Victor
Poitevin

   		       	
By

originated
from your antivirus

solution?
December 28, 2020



108 The cyber question: food for thought

in place, according to Sébastien. The difficult part lies 
in finding the vulnerabilities”. The research phase can 
take time but always bears fruit, including in the case 
of protective solutions. By successfully compromis-
ing the antivirus system, the cyber-criminals can 
even access the administrator’s rights for a work-
station and subsequently the domain administrator 
rights. How the antivirus system has 
become a prime target for cyber-crim-
inals…

Enlarge your attack 
surface
An antivirus solution is a piece of soft-
ware. And as software, it has lines of 
code and possible bugs which can be-
come vulnerabilities. “When you’re cod-
ing, statistically you’ll have one bug per 
1,000 lines of code. And a software solu-
tion contains hundreds of thousands of 
lines of code. So when you add a software 
solution to an item of equipment you’re 
naturally increasing the attack surface,” 
stresses Sébastien Viou. It’s what’s 
known as a measure-related risk: in 
addition to the residual risk there’s 
also the risk of the measures you in-
troduce. Including in the case of pro-
tective measures.

A recent study by CyberArk revealed 
major flaws in most security software. 
CyberArk’s researchers identified 
around a dozen vulnerabilities includ-
ing in market-leading antivirus solutions. A gold-
mine for cyber-criminals.

A three-phase attack
To hijack an antivirus system, an example of a widely 
used vulnerability involves symbolic file links. The 
aim of this approach is to direct the antivirus solu-
tion’s attention towards a file other than that contain-

ing the malware – often one of the files comprising 
the antivirus solution itself – to then deactivate it. As 
the purpose of an antivirus solution is to scan all files 
arriving on the workstation, it will naturally scan the 
malicious file and attempt to delete it. But because of 
the symbolic link, it instead deletes the 'legitimate' 
file. “This technique makes it possible to hijack the opera-

tion of the service. It’s the simplest method 
to use and can involve just a few lines of 
commands,” notes Sébastien Viou. This 
is the first stage in a cyber-attack, the 
stage enabling the cyber-criminal to 
gain a foothold in the system.

The second stage involves increasing 
your level of privileges. For example, 
an application which does not proper-
ly control its resources can load a Dy-
namic Link Library (DLL) controlled 
by the attacker instead of its own, 
thereby allowing the attacker to run 
code in the application with high priv-
ileges. This vulnerability is then suffi-
cient to trigger the now-familiar chain 
reaction. “The security solution has ex-
tensive powers on the workstation. It has 
the highest rights, enabling it to block all 
kinds of critical applications. If you make 
it through to administrator level, you can 
grant yourself all rights over a machine, 
explains Adrien Brochot. And as anti-
virus solutions are generally installed on 
all workstations in the company, finding 
an exploitable vulnerability on a worksta-

tion means that you can exploit this on all of the other 
machines”.

“Once you have administrator rights on a machine, it’s 
relatively easy to control other machines in the company or 
even the whole system. This is why the AD is subsequently 
targeted,” adds Sébastien Viou. This is the third part 
of the attack, the launch of the malicious action. “The 

“One of the 
current 
techniques 
involves 
deactivating 
the antivirus 
before carrying 
out a prohibited 
operation. Or 
even using 
the antivirus 
solution to 
increase their 
privileges on 
the machine”
Adrien Brochot
Product Manager Stormshield
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intruders seek to be discreet during the initial stages to 
infect as many machines as possible before really unleash-
ing the malicious part including data theft, the blockage of 
workstations and the destruction of production activities, 
etc., adds Adrien Brochot. Generally, it’s at this stage 
that the company realises it’s under attack. People start 
getting locked out of the system and can no 
longer access what they need... And it’s at 
this stage that the admins can really start 
panicking, because it’s already too late”. 
With sometimes serious consequences 
including a stoppage of production

How do you build a 
robust cybersecurity 
system?
And here, antivirus solutions are not 
the only ones concerned as cyberse-
curity solutions in the wider sense are 
not immune to this threat either. A 
quick look at the list of CVEs concern-
ing software publishers is guaranteed 
to send a shiver down your spine… 
These vulnerabilities are numerous 
and well-documented – and that’s be-
fore we even consider the backdoors, 
deliberately built into some systems and solutions. 

But how do we tackle these threats when the very 
tools which are supposed to be protecting us have 
embraced the dark side of the Force? A complex ques-
tion to which the initial answer is relatively simple: 
we need to make them more robust. And therefore 
more secure. And it’s the responsibility of security 
solution publishers – like Stormshield – to introduce 
the best practices and all the tools needed to achieve 
this as part of their development cycles, by applying 
the concept of security-by-design.

From the very design phase for these tools, it’s vi-
tal to anticipate all applicable security requirements 
and to perform a risk analysis. Thus, the choice of a 

micro-service type software architecture for example 
will offer greater resilience than a monolithic solu-
tion. This micro-segmentation involves segmenting 
rights and isolating the workflow for each service, as 
Adrien Brochot explains: “we break down all of a solu-
tion’s functions into several different services. Each one 

has the minimum required rights needed 
to perform its operations and can only 
communicate with certain other specified 
services”. This is the application of the 
lowest privilege principle, as recom-
mended by the France’s ANSSI cyber-
security agency. The goal: to reduce 
the attack surface to the bare minimum 
and limit the spread of the malware. 
Next, during the development phase, 
code control tools should be used and 
specialised outside companies called 
in – encouraged by a bug bounty for 
example. Finally, before launching the 
solutions in the marketplace, the solu-
tions and their source code should be 
audited by independent third parties 
to ensure that there are no backdoors 
or structural vulnerabilities. It’s a sim-
ple question of trust.

Despite all of these precautions, no security solution 
can always guarantee to be bug-free. However, it’s 
possible to demand a guarantee of robustness from 
the solution and to ensure that it has the capacity to 
protect itself or even repair itself in order to minimise 
the impacts of any possible corruption. For this rea-
son, the best solution to be adopted is to favour the 
use of trusted technology, to guarantee an overall 
optimal security level for your system. ●
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administrator 
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Measuring the ROI in cybersecurity in-
vestments is a recurring issue for IS de-
partments and CISOs. In the face of a 

threat some consider as a mere hypothesis, how can 
you account for expenses that are not hypothetical? 
And, most importantly, can the way 
people think actually be changed? 
Thus shifting from a paradigm fo-
cussing on cost avoidance to a model 
that promotes investments.

As the CISO of a big company said: “we 
have been trying to identify possible risks 
and damage and the probable occurrence 
of cyberattacks for the last fifteen years, 
in order not to miss out on the necessary 
security investments”. However, some-
times, these are difficult to account for 
and, thus, some companies only make 
drastic changes in their strategies once 
the first attack has occurred.

Issues regarding the efficiency and profitability of se-
curity expenses are indeed recurring issues. And the 
question is asked as follows: how do you link an ac-

tual expense with an unforeseeable threat? And can 
the executive managers be persuaded that non-pro-
ductive investments are necessary? The growing 
media coverage of security incidents does, however, 
place this issue on the agenda.

Cost avoidance: an 
excessively restrictive 
paradigm
Undeniably, the maturity levels of Ex-
ecutive Committees have improved in 
terms of the understanding of cyber 
risks over the last few years. More of-
ten than not, the growing awareness 
has given rise to significant increases 
in the budgets allocated to IS depart-
ments.

Nonetheless, many CISOs reveal that 
their senior management regularly 

hold them to account, subject to revising their bud-
gets downwards. “We have actually seen the budgets of 
some companies stagnate over the last few months,” said 
Benjamin Leroux, Chief Marketing and Innovation 
Officer at Advens.
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It is often complicated for a CISO to demonstrate the 
benefit of security expenses, since the prevailing par-
adigm remains that of cost avoidance. It is thus pref-
erable to explain that protection expenses made it 
possible to avoid losing X million euros, rather than 
saying that they earned Y million by implementing 
them.

However, assessing the costs of a cyberattack may 
prove very complex. Whether in terms of the ran-
som to pay and/or the disruptions in operations, 
the impacts may serve as landmarks, provided the 
appropriate scale is used. According to the Hiscox 
insurance company 2019 report, the average cost of 
cyber-incidents for a small company is estimated at 
14,000 euros. This amount should be compared to 
the amounts stated by companies such as Demant, 
one of the major manufacturers of hearing aids in the 
world, which expects a 95-million dollar loss further 
to the ransomware that affected their production and 
distribution facilities in Poland, Mexico, France and 
Denmark. Or Eurofins Scientific, which lost 75 mil-
lion euros because of another ransomware. These 
examples offer a wealth of information while, still 
according to the Hiscox report, the cost generated by 
all cyber-incidents is an average of 110,000 euros.

Along with this financial impact, possible regulato-
ry penalties should be taken into account. At a Eu-
ropean level, the GDPR indeed imposed fines as a 
percentage of the turnover (4% of the worldwide 
turnover) on all the companies that have been negli-
gent in the protection of the data they process. In July 
2019, British Airways faced a significant fine after a 
data breach.

But some other costs are difficult to assess, when it 
comes to disrupted operations. “There are incidents for 
which assessments fluctuate considerably. For instance: 
what is the cost of a one-hour unavailability of an e-com-
merce site during the sales period, following a DDoS at-
tack?, asks Benjamin Leroux. Moreover, indirect costs 

should not be overlooked, neither should the impact of a 
cyberattack on a brand image”.

In addition to these already complex calculations, 
two aspects also need to be taken into account. The 
first aspect is that cybersecurity solutions often pro-
vide solutions that are not purely cyber. For exam-
ple, a firewall offers QoS management, URL filtering 
and management of multiple links, and therefore 
provides enhanced connectivity for the most import-
ant uses. Along a similar vein, VPN features provide 
the opportunity to implement remote working or 
remote maintenance. Generally speaking, adding a 
layer of cybersecurity can help to modernise some 
practices that used to require the presence of human 
beings. The second aspect involves calls for tenders – 
namely of major purchasers –, in which the measures 
regarding IT security outlined by tenderers are given 
pride of place, or even are now the decision criterion. 
Cybersecurity may then become a differentiator be-
tween a company and their competitors.
 
Assessing risks: a multifaceted 
exercise
At a time when more and more people underline the 
essential part played by cyber resilience, we should 
bear in mind that, most of the time, the question 
is not whether your company will be attacked but 
rather when the cyberattack will take place. If as-
sessing the costs of a cyberattack that has not (yet) 
taken place is a theoretical exercise, the latter, howev-
er, increasingly turns into an operational reality. The 
cybersecurity news is full of numerous examples.

Finally, explaining why it is complex to calculate the 
return on investment of IT security involves taking 
into account the fact that our sector is still young and, 
above all, is little known. We only have little hind-
sight and don't have enough reliable data to imple-
ment robust models.
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Moreover, making the buzz (often fuelled by the me-
dia) highlights the major cases for which costs reach 
several hundreds of million euros, although they 
only are the tip of the iceberg. Conversely, many 
SMEs that have been particularly exposed are reluc-
tant to provide the amounts of the attacks they were 
the victims of. The opacity in our sector therefore 
makes calculating estimations even more difficult.

The ABC of the risk approach
In spite of the obstacles mentioned here above, solu-
tions do exist. The France’s ANSSI cybersecurity 
agency has for instance developed the Risk Manager 
EBIOS method to help organisations identify and un-
derstand the risks that are specific to them. “The pur-
pose is to uproot the irrational elements in the convention-
al risk analysis, which is mostly based upon estimations, 
Benjamin Leroux underlines. In this method, each type 
of attack is listed, characterised according to its impact 
and associated with a cost. It is then possible to implement 
a risk management plan (antivirus programs, firewalls, 
awareness campaigns, organisation, etc.) that can actually 
be evaluated”. The analysis in terms of ROI can thus 
be conducted by removing the amount to invest from 
the anticipated losses.

Once the calculation has been done, it is essential to 
measure the effectiveness of the risk management 
plan, with a logic of control. Another difficulty arises 
at this stage: if I implemented a solution to detect an 
incident, but nothing happens, is it because no inci-
dent occurred or because my solution was not effec-
tive? Although the reports or frequent management 
charts on the attempted attacks provide part of the 
answer, there are still doubts. “In these cases, compa-
nies conduct audits and may ask pentesters to run pen-
etration tests to check the effectiveness,” Benjamin Ler-
oux explains. But there again, it is difficult to actually 
demonstrate the profitability of cyber investments, 
since these penetration tests do not enable companies 
to earn money in the strict sense of the term.

Finally, in the conventional risk approach, it is also 
important to rationalise the protection measures. A 
new challenge to rise to in cybersecurity, since we try 
to optimise the cyber-mix without setting aside the 
plurality principle and the principle of dual barrier 
technology. And this is far from easy.
 
To bring about a qualitative leap in 
cybersecurity
However, there is an alternative move, i.e. a model in 
which promoting investments in cybersecurity may 
help earn money. “Lately, the Société Générale bank im-
plemented OPPENS, a security coaching service meant for 
very small businesses/SMEs,” Benjamin Leroux points 
out. What for? To sell the know-how developed in 
house to companies with a view to promoting these 
investments.
 
Halfway between analysing risks and rationalising 
protection measures, measuring the ROI in cyber-
security is complex, but more essential than ever. 
What we see taking place is the need to shift the par-
adigm, to move from a strictly quantitative analysis 
to an analysis that includes the qualitative factor. The 
perspective changes when we move from a strictly 
monetary ROI, based on a costing approach, to a ROI 
based on the value of security investments. It is high 
time managers see cybersecurity as an opportunity, 
and not as a threat. ●
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They’ve paid a personal price 
during the pandemic. On the 
front line of the Covid-19 

crisis, unhappiness among CISOs 
– torn between urgent internal de-
mands and long-term security re-
quirements – seems to have risen to 
new heights. To such an extent, in 
fact, that the topic of burnout is now 
no longer a taboo in the sector.

In November 2019, the CISO Stress 
Report, based on a survey of over 
800 Chief Information Security Offi-
cers and company leaders in the United States and 
the United Kingdom, painted a bleak picture of one 
of today’s most in-demand jobs. And it revealed 
some alarming figures: 88% of the CISOs surveyed 
considered themselves to be “moderately or extreme-
ly stressed”, 48% said that their stress levels had an 
impact on their mental health, and 23% admitted 

that they had turned to medication 
or alcohol. With long working hours, 
limited budgets, recruitment difficul-
ties, and a lack of representation on 
boards of directors, the situation is 
hardly promising, while at the same 
time employees and business teams 
require IT tools to offer ever-greater 
speed and fluidity. And there’s also 
the constant stress as a result of the 
acceleration of new cyber threats, 
coupled with the fear of being held 
liable in the event of mishaps... So 
what’s the situation in terms of 

CISOs’ mental health? What approaches can be tak-
en to improve things?

The culture at the root of the 
problem
Above all, CISOs suffer from being misunderstood. 
Yohann, who is looking for a job after leaving his 
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former role to avoid burnout, explains: “What’s frus-
trating is that when we do our work well, no-one sees it”. 
Which makes it difficult to showcase your value as a 
cybersecurity expert... And yet the role of CISO is a 
role for people who are passionate about new tech-
nologies, and for many of them it’s much more than 
a job. “The field of IT security is so huge that you can 
never do enough – we do it out of profes-
sional ethics and out of love for our work, 
but it can become exhausting,” he adds. 
The CISO Stress Report clearly high-
lights the weight of the responsibility 
that these IT security experts shoul-
der: 44% of respondents said that the 
main reason for their unhappiness 
was single-handedly being responsi-
ble for their company’s cybersecurity 
in a world that fails to recognise the 
severity of the challenges they face. 
And for 35% of those surveyed, the 
level of stress is so great that it affects 
their physical health. Following its 
publication, the study received mass 
coverage, and Russell Haworth, CEO 
of Nominet and the study’s sponsor, 
reported receiving many messages 
from CISOs and cybersecurity experts 
confessing that they recognised themselves in the 
study’s results.

The study was based on professionals in the United 
States and the United Kingdom, but the situation 
doesn’t seem much better in France either. How-
ever, the scope of the problem differs as a result of 
different cultural characteristics: it seems that France 
places little value on those with technical profiles.  
Alice Louis, an IP/IT lawyer and expert in informa-
tion asset governance, recalls the exemplary case of 
Louis Pouzin. “A brilliant researcher and engineer and a 
Polytechnique graduate, he is recognised globally as being 
one of the founding fathers of the internet. The Cyclades 
project, which he led in the 1970s, resulted in significant 

advances in the field of network architecture. The Ameri-
cans, who were in the midst of the Cold War at the time, 
soon saw the strategic benefits, while the French govern-
ment decided to focus on Minitel. I’m stunned to see just 
how unable we are to learn from the lessons of the past! 
France has many talents, and French genius also shows 
itself in the form of information and communication tech-

nology.” But this attitude isn’t present 
across the pond. “If you take the top 10 
listed companies, three quarters of them 
are run by engineers or coders. This is ab-
solutely not the case in France, where the 
engineering culture we take so much pride 
in is nothing more than a fantasy. There 
are no Polytechnique graduates in top 
state roles, only ENA graduates,” says 
Fabrice Epelboin, an entrepreneur and 
teacher at Sciences Po.

In his eyes, IT is still viewed with 
a certain level of contempt, and he 
responds to this with provocation: 
“Within companies, people don’t know the 
name of their IS Director, and so they have 
nothing to do with them. For big French 
companies, the IS Director is a housewife 
– a well-paid one, yes, but someone in a 

position of a simple underling who you call when you have 
a problem.” So what about CISOs, who are themselves 
subordinate to the IS Director? In the 2018 edition of 
the “IT Threats and Security Practices in France” study 
by Clusif, 77% of CISOs at the biggest companies 
reported that they were part of the IS Department. 
Meanwhile, in companies of fewer than 1000 em-
ployees, 55% reported directly to management.

In the United States and the majority of En-
glish-speaking countries, the CISO is increasingly 
part of the management committee. But in France, 
they are overlooked within their companies. “It’s to 
do with the fact that fundamentally, a CISO is a hacker. 
They don’t come from the prestigious universities we val-

“The field of 
IT security is 
so huge that 
you can never 
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professional 
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work, but it 
can become 
exhausting”
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ue, and they aren’t familiar with their codes of behaviour, 
otherwise they would have become an engineer,” Fabrice 
Epelboin adds. And as a result, CISOs are perceived 
as holding simple support roles.
 
CISOs in crisis before the crisis
Especially because, isolated and alone, CISOs aren’t 
lucky enough to enjoy a support system within their 
company – in fact, the very opposite is true. “It’s a 
product of the organisational structure, says Yohann. 
We’re seen as a necessary evil. Our missions clash not 
only with those of other departments, but also with the 
missions of the IS Director, our line manager, whose goals 
of ensuring infrastructure availability and 
ability to cope with loads are the opposite 
of our own”. When the two clash heads, 
the CISO – whose budget is nothing 
but crumbs and who often has a small 
team – must sometimes accommodate 
a bending of security practices in the name of the 
business’s needs.

Jérémy, another CISO, shares this view. “We’re caught 
between the IS Director, the management committee, and 
the users, who don’t understand why we impose security 
standards. By going along with what IS departments want, 
we’re often forced to approve dangerous situations and 
accept the risk of it coming crashing down on us.” With 
a wry laugh, he repeats a well-worn phrase among 
CISOs: “The IS Director is management’s fall guy, and 
the CISO is the IS Director’s fall guy”. If a problem aris-
es, the CISO will soon be blamed – or even sacrificed.

And to top off this precarious position, along came 
the Covid-19 crisis to add to the friction. “The sole aim 
in many executive committees at the moment is to survive, 
and that comes at the expense of the security standards we 
recommend,” says Jérémy. Rolling out remote work-
ing for the entire company by generalising BYOD has 
opened up a number of weak points in IT security 
while also increasing the workload of already over-
worked CISOs. “Everything had to change overnight. 

And no company was prepared, says Jérémy. For employ-
ees, there was no issue, because their work didn’t change, 
whereas on our side it required a complete reconfigura-
tion”. In the wake of these practices, new threats, 
such as shadow IT, are arising as a result of the use 
of applications and services alongside those offered 
by the IT department. “By pulling out all the stops, 
CISOs were nonetheless able to quickly and successfully 
implement a number of initiatives. But this success was a 
double-edged sword: it hid the complexity and difficulties 
of our task,” Jérémy adds.

And the cost of succeeding in this difficult balancing 
act can be the implosion of your per-
sonal life. “I come home late from the of-
fice, I grab something to eat, and I get back 
to work until 1 am. I no longer have week-
ends,” says Yohann. In English-speak-
ing countries, the CISO Stress Report 

reveals the same unease: 95% of respondents report-
ed working more than their contract requires, and 
39% said they had missed a family member’s wed-
ding or even holidays because of their work.
 
How can you look after your CISO?
From within and without, CISOs are besieged from 
all sides. But they aren’t doomed to their fate, and a 
number of solutions can be considered.

Yohann and Jérémy are unanimous: CISOs should no 
longer be subordinate to the IS Director. “This rela-
tionship prevents the CISO from properly fulfilling their 
role as a cybersecurity expert and a counter-power that can 
only be achieved with independence,” explains Jérémy. 
To do this, a more American cultural approach is re-
quired – one which is more open to delegating re-
sponsibility. “The CISO also needs to be closer to the top 
management team and incorporated into the Executive 
Committee. Once they’re on an even footing with the IS 
Director, they will be able to defend their positions in full 
transparency,” adds Yohann. This would allow deci-
sions to be made with full knowledge of the facts.

“CISOs are seen 
as a necessary 
evil”
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And at the employee level, one solution could be 
to organise educational workshops. “In employees’ 
minds, moving people to remote working is simple be-
cause they don’t understand that this means protecting 
a different network with new concentrator flows. If only 
they knew,” sighs Yohann. Establishing workshops to 
raise awareness of digital well-being would also help 
employees understand why certain 
best practices (no longer simply hav-
ing an eight-character password, only 
using the recommended tools, etc.) 
are necessary. Because at a time when 
the boundaries between personal 
and professional lives are becoming 
blurred and when digital attacks are 
becoming increasingly common and 
increasingly sophisticated, employ-
ees haven’t yet truly understood the 
scope of the risks they face. Accord-
ing to the CISO Stress Report, just 
15% of respondents believe that the 
topic of cybersecurity is consistent-
ly discussed at meetings attended by 
company managers. And this means 
that the CISO, in their capacity as an 
IT security expert, must also become 
a teacher.

Another approach supported by Alice Louis, who 
champions interdisciplinarity, is “managing knowl-
edge networks – in particular, networks of ethical hackers”, 
who are culturally closer to CISOs than IS Directors. 
Ethical hackers “could be clear allies for organisations”, 
helping to shift the balance of power in favour of 
cybersecurity. These trusted hackers, who are some-
times more likely to be listened to, could play an 
important role in today’s companies, becoming ex-
tensions of in-house security teams. Frans Rosén, a 
hacker from the HackerOne community, wrote in a 
press release published at the end of May: “Some of 
my favourite highlights are [the] reactions to some of the 
bugs I’ve found. When the [IS Director] of a company calls 

me up in the middle of the night to understand the severity 
and panics when he realizes the impact”.

While Yohann and Jérémy have seen improvements 
to the situation, they nonetheless fear the role that 
Covid-19 could play. The epidemic could roll back 
what little progress they have witnessed in people’s 

understanding of the role of CISO. So 
will the crisis accelerate progress or 
drive it back to the bad old days? It’s 
still too soon to tell. ●

“We’re caught 
between the 
IS Director, the 
management 
committee, 
and the users, 
who don’t 
understand 
why we impose 
security 
standards”
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“The best jam is made in old jars.” This 
is a popular adage that could easily 
be applied to the cyber world, which 

juggles with future technologies and new uses 
while at the same time relying on existing skills and 
updating old, tried and tested meth-
ods for contemporary consumption. 
We serve up some food for thought.

What are the limits of innovation in 
the cyber world? That’s a question 
that everyone's now asking, but no-
one can answer. And most important-
ly, when considering the question, we 
need to bear in mind the importance 
of the shared pool of existing knowl-
edge. Because, although innovation 
is indeed a key pillar in this field, the 
ability to capitalise on a solid skills 
base and recycle old techniques is 
also a core principle of the cyber world.

A cunning blend of the old and the new that serves 
the interests of key cybersecurity players as well as 
it does those of attackers, and engages the ecosys-
tem in an almost permanent arms race between the 
two camps. Hence the need for those on the defen-

sive side to form a common front by 
sharing knowledge and best security 
practices.

Skills that are obsolete in 
some sectors, but ideally 
suited to others
When we think of cybersecurity, we 
think first and foremost of the IT 
world, a term covering everything re-
lated to computing and the Internet. 
We are less inclined to think of the OT 
one, which applies particularly to the 
industrial sector, a sector that is now 
quickly opening up and transforming 

and, in its turn, facing its share of cybersecurity is-
sues.

Julien 
Paffumi

   		       	
By
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with tomorrow’s
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IT is a constantly evolving world: new applications, 
new devices, new uses, and even new user groups, 
with the arrival of older users in this sector. Cyber-
security players have learned to live with this fran-
tic rate of change, and to devise protective systems 
without having a clear vision of everything that 
could potentially happen. “We need to accept the risk 
and create security solutions based on this philosophy,” 
says Matthieu Bonenfant, Chief Marketing Officer 
Stormshield. Conversely, the world of OT is much 
more controlled and predefined. Every command 
sent to every component of the industrial system 
matters, and must be known and referenced. This 
is the polar opposite of improvisation, because the 
stakes are so high: “By taking the risk that you might be 
sending the wrong command to an electrical substation, 
for example, you're taking the risk of bringing down the 
whole network,” Matthieu Bonenfant adds.

But just what do IT and OT have 
in common? That's right, cyberse-
curity – and more specifically, the 
cyber world's ability to recycle vari-
ous tried and tested defensive tech-
niques. Protective methods that for 
decades have proved their worth in 
the IT world are also a perfect match 
for issues in the OT sector, which has 
been having to deal head-on with cy-
ber issues since the advent of Indus-
try 4.0. “The arrival of cybersecurity in 
industry is still a fairly recent phenom-
enon, and what worked a few years ago 
for IT can still work today for OT,” ex-
plains Adrien Brochot, Product Man-
ager Stormshield. Working from this 
observation, cybersecurity actors in 
general – and therefore publishers in 
particular – must be able to capital-
ise by sharing their knowledge to replicate existing 
methods of defence on these new infrastructures.

Take, for example, the case of IPS (Intrusion Preven-
tion System), which provides a detailed analysis of 
network communications in order to check that a 
flaw in a protocol has not been exploited or a mali-
cious command inserted. While IPS is still of genuine 
use in the IT world, the system is proving even more 
invaluable in industry, where the consequences of 
altered connection content can be catastrophic. The 
need to authorise only information that is deemed to 
be legitimate and matches a set pattern of behaviour 
is often critically important in this context.

New from old: the same goes for 
cyberattacks
The same principle applies to cyberattacks, which 
also take advantage both of yesterday's skills and to-
day's technological advances.

Although new vulnerabilities and 
environments are exploited by at-
tackers, the actual principles behind 
the exploitation of these vulnerabil-
ities and environments change slow-
ly. And to ensure that cyberattacks 
are profitable, groups of cybercrim-
inals often turn to tried and tested 
recipes of the past. “In reality, 90% of 
new attacks are based on old ones, and 
attackers are simply adapting them to 
get past security barriers and break into 
a system,” says Adrien Brochot. After 
all, recycling is a hot topic in cyberse-
curity too, some 'new' malware actu-
ally being nothing more than varia-
tions of its predecessors.

In fact, the databases that identify 
such malware and its multiple vari-
ants are becoming too dense and 

heavy to be supported by operating systems. Con-
sequently, such databases only include the most re-
cent malware signatures, providing attackers with 

“In reality, 90% 
of new attacks 
are based on 
old ones, and 
attackers are 
simply adapting 
them to get 
through security 
barriers and 
break into a 
system”
Adrien Brochot
Product Manager Stormshield
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an opportunity to exploit old and almost forgotten 
malware... such as the Emotet malware, for example, 
which was originally observed in attacks in 2014 and 
which is now back in circulation as of 
autumn 2020.

Cyberattacks are also frequently 
carried out at different periods of 
time; firstly, because they have prov-
en their effectiveness in the past; 
and secondly, because even though 
patches are published when a vul-
nerability is discovered, not every-
one applies these patches. Or at least, 
not simultaneously: this time lag 
provides a perfect entry point for at-
tackers, who can also take advantage 
of this new, freshly revealed flaw.

Indeed, for a number of years now, there has been 
a considerable media focus on the discovery of vul-
nerabilities and cyberattacks; this varies according 
to the latest fads, serving the interests both of those 
seeking to protect themselves from them and of those 
seeking to exploit them. Some types of attack have 
received particularly strong media coverage, such as 
ransomware, webcam sextortion, and also the noto-
rious CEO scams. This type of attack has really come 
to the fore in recent weeks with the Covid-19 health 
crisis: there has been an upsurge in instances of iden-
tity theft with the aim of extracting money. However, 
there are also types of attack which, by contrast, liter-
ally fly under the media radar, and are nurtured by a 
part of the ecosystem that analyses them – with some 
state agencies using this method so that they can dis-
creetly exploit them later at a safe distance from any 
buzz effect.

“Cyberattacks and the fashion industry evolve in some-
what similar ways: there are new things, old things and 
new things created from old codes,” Matthieu Bonenfant 
wryly notes, adding that “some old technologies will 

quickly reach their limits, and will therefore be adapted 
and brought up to date to make them efficient again, and 
so on, ad infinitum”. In 2017, the Wannacry ransom-

ware attack made a lot of headlines, 
partially crippling a large number 
of major companies and organisa-
tions. And yet Wannacry – just like 
NotPetya a few months later – was 
propagated in a very similar way to 
the Conficker worm some ten years 
earlier.

Building on old methods, tailoring 
cyberattacks, making use of techno-
logical advances ... if you had to sum-
marise the evolution of cyberattacks 
into one single concept, here’s the 
most important thing to remember, 

according to Matthieu Bonenfant: “The key issue for 
attackers is, and will always be, to exploit areas that are 
poorly protected”.

So what role do cybersecurity solu-
tions play in all of this?
After all, the key role of cybersecurity solutions is 
to protect. But if they are to fulfil this protective role, 
we first need to establish how cyberattacks work and 
understand cyber incidents. Examining and analys-
ing the operating methods of attackers and being on 
constant watch for the latest flaws discovered, devel-
oping systems capable of gathering 'traces' for cyber-
attacks... these are all key elements in adopting an 
adequate defensive posture.

Security analysts play a decisive role in the ability to 
assess a cyberattack. Their role is both to identify the 
attack vector (network, USB key, etc.) and to under-
stand the action(s) performed by the attack and the 
way it spreads through networks, whether IT or OT-
based. Such information is necessary for good con-
trol over the cyber-ecosystem – listing the different 
types of attack, having access to catalogues of vul-

“The key issue 
for attackers is, 
and will always 
be, to exploit 
areas that are 
poorly protected”
Matthieu Bonenfant
Chief Marketing Officer 
Stormshield
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nerabilities and patches – but also making it possible 
to take in the wider picture and tailor cybersecuri-
ty solutions accordingly. The 'tech' point of view is 
therefore essential in diagnosing a cyberattack and 
understanding its impact.

The way in which the cyber world is changing is a 
challenge for cybersecurity players, including pub-
lishers in particular, who must focus on new tech-
niques and how they develop while at the same time 
keeping an eye on existing ones. They have a sort of 
“duty to remember”, and it is their responsibility not 
to overlook old protection techniques which gradu-
ally fall into disuse over time, because this is precise-
ly what attackers are counting on. Just like Emotet, 
other items of malware regularly make spectacular 
comebacks, such as those based on Office suite mac-
ros. Malware is never more dangerous than when it 
is believed to be extinct.

In the same spirit of creating continuity between the 
old and the new, publishers of cybersecurity solu-
tions “have a crucial informative role to play in the eco-
system: conferences, exhibitions, writing white papers, 
presenting use cases, etc.,” explains Adrien Brochot, 
who sees such tools and opportunities for exchange 
as facilitating the sharing and leverage of knowledge 
within the cyber community.
 
The importance of sharing 
knowledge and best practices
To get the best out of changes in the cyber world and 
the digital era, cybersecurity players would do well 
to consider themselves as an ecosystem and make cy-
bersecurity a common cause and collective responsi-
bility. Even though many players in this ecosystem 
are competitors, this in no way prevents the sharing 
of information and knowledge, and the creation of 
partnerships. In addition, many technical databases 
are accessible to the community and updated by it, 
such as VirusTotal or MITRE ATT&CK.

This sharing of knowledge can also be achieved via 
public interest groups, such as the cybermalveil-
lance.gouv.fr portal in France, which enables compa-
nies and individuals to report malicious actions per-
petrated via the Web. Or also through information 
technology attack alert and response centres (the fa-
mous computer emergency response teams [CERTs] 
and computer security incident response teams 
[CSIRTs]), providing near real-time information 
on major cyber threats. These CERTs can be either 
public or private, national (CERT-FR in the case of 
France) or international (CERT-EU for the European 
equivalent). “The ecosystem of cyber players is very rich 
in information and tools, but also very diverse in the way 
it presents and identifies knowledge: this poses something 
of a challenge when you need to sort through it and quickly 
and easily access the information that you need,” explains 
Matthieu Bonenfant.

Here again, the technical layer (aka the security ana-
lysts) plays a decisive role in the ecosystem's ability 
to share its best security practices and skills. These 
experts have their own ecosystem within the cyber 
community, out of reach of any possible commer-
cial disputes or other competitive strategies. And 
this represents a real boon and genuine added val-
ue for cyber players, because in this case, the process 
of pooling knowledge in this case is being driven by 
technical considerations, with a thirst for learning 
that irrigates the whole ecosystem. In this way, tech-
nical analysts analyse, dissect and share their find-
ings, with a goal of constant improvement.
 
Sharing knowledge and best cybersecurity practices 
is therefore an essential aspect of the ecosystem in 
that it encourages cyber players to challenge them-
selves, improve, adapt and dream up the increasing-
ly effective solutions of the future, in the interests of 
risk prevention and analysis. ●
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There was a time when, during the Cold War, 
the major powers were racing to conquer 
space. Now the race is to conquer cyber-

space. The issues between the pow-
ers remain basically the same, but the 
rules have changed: now the game is 
about dominating your opponent by 
controlling the new playing fields 
occupied by cyberspace and its as-
sociated security issues. The oppos-
ing teams include the United States, 
China, Russia and Israel. Although 
it is competing, Europe seems to be 
playing from afar; in place of offen-
sive and defensive strategies, it pre-
fers the values of transparency and 
trust—which may one day take it to 
the top. It already has the tools to get 
there.

The geopolitics at the heart of 
digital technology
It is impossible to talk about digital technology and 
telecommunications these days without thinking 
about politics and geopolitics. For a few years now, 
we’ve seen the major powers, such as the United 
States, China, Russia and Israel, develop offensive 

and defensive strategies in the name of cybersecurity.
Now more than ever, the most powerful tech ac-
tors seem to be at the mercy of states: while the co-

siness between the NSA and the US 
government is well-established, its 
Russian counterpart can often only 
be accused of interference when so-
phisticated cyberattacks occur. “On 
the Chinese side, it is public knowledge 
that an entire building near Shanghai 
houses officers of the Chinese army who 
are trained to deal with cyberattacks. On 
the Israeli side, the digital ecosystem is 
largely driven by former soldiers from 
Unit 8200, an intelligence unit of the Is-
raeli armed forces. This shows that both 
offensive and defensive ‘cyber forces’ 
have risen to the highest levels of nation-

al strategic interest,” says Pierre-Yves Hentzen, CEO 
of Stormshield. Where does Europe fit into these cy-
ber power games?

The Covid-19 crisis has laid bare Europe’s depen-
dence on these major powers when it comes to issues 
of digital sovereignty. However, “sovereignty doesn’t 
mean closing oneself off or withdrawing from the world; it 
actually represents freedom: the freedom to make your own 

Matthieu
Bonenfant

   		       	
By
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choices and take your own actions, without living under 
someone else’s yoke. That’s why I like to say that sover-
eignty shouldn’t be viewed from a domestic perspective. I 
often hear people say ‘we need to protect and support our 
French companies’. That’s a counter-productive and high-
ly reductive way of looking at it. What we need more is a 
global movement for a strong Europe with international 
esteem, insists Pierre-Yves Hentzen. It’s good to have 
European digital infrastructures, but their integrity and 
independence cannot be assured if we use non-European 
cybersecurity technologies to protect them. With these geo-
political issues and the mistrust they evoke, it is clear that 
origin criteria outweigh purely technological criteria when 
it comes to choosing a security product. Europe needs to 
shift course and assert its agency. It has the means to do so; 
it has proven it in other areas, when it moved to combat the 
health crisis and prop up the economy. Now it must also 
take action when it comes to cybersecurity”.
 
The need for financial and 
governmental support
The Covid-19 crisis has also revealed how much Eu-
rope lags behind when it comes to issues of digital 
sovereignty. “We weren’t ready. With video-conferenc-
ing solutions, for example, it’s been American companies 
like Zoom that have reaped the benefits, with an explo-
sion in user rates that have reached peaks of more than 
200 million users a day. European solutions do exist, but 
they’ve proven to be functionally limited, sometimes for 
security reasons. And on top of that, they’re struggling 
to stay afloat due to a lack of funds,” notes Pierre-Yves 
Hentzen. A potential side effect of these security costs is 
a reduced level of investment in functionality. “It’s not 
just the quality of the products that drives people to buy 
American, it’s also the fact that they’re better promoted 
and marketed. And it’s all because they have the financial 
support needed to do so”.

This seems to be changing, however: in France, for 
example, it was announced that around twenty in-
vestors would be injecting six billion euros to fund 
French Tech startups. This isn’t public money, but 

money given by the largest French investment funds. 
The problem is, in Europe, it seems easier to invest 
in technologies with immediate returns. However, 
applications that require substantial R&D invest-
ments will not be profitable within a single year. 
Today, the world’s top players that can afford such 
investments in cybersecurity are either American or 
Israeli. “US companies in the sector are generally listed 
on the Nasdaq and heavily bankrolled by private equity 
funds, which allows them to invest hundreds of millions 
of dollars each year in R&D and marketing in order to 
capture market growth and dominate the field. Their strat-
egy isn’t to seek immediate returns, but to gain market 
share, which drives up their valuation. And unfortunately, 
our own decision-makers in France, whether they’re public 
or private buyers, are feeding this well-oiled machine by 
mostly buying American technologies,” says Pierre-Yves 
Hentzen. For an example from the French health care 
industry, he points to Health Data Hub, which ini-
tially turned to Microsoft for its data hosting. This 
decision rightfully provoked an outcry: the French 
company OVHcloud invests heavily in this area, and 
could have been a more appropriate strategic choice 
to host such sensitive data. This matter will be one 

“It’s not just the quality of the 
products that drives people 
to buy American, it’s also 
the fact that they’re better 
promoted and marketed. And 
it’s all because they have the 
financial support needed to 
do so”
Pierre-Yves Hentzen
CEO of Stormshield
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to watch—along with the controversy surrounding 
Photonis. This company, which supplies sensitive 
high technologies to the armed forces, was nearly ac-
quired by an American firm. The French Ministry of 
the Economy and Finance vetoed the sale. The com-
pany is still looking for French and European inves-
tors, but if they fail to find an acceptable solution on 
this side of the Atlantic, the deal may land back in 
American hands.
 
The importance of regaining control
Financial support and infrastructure control go hand 
in hand. China’s internet is controlled by domestic 
firewalls in order to avoid dependency on the West, 
and on the United States in particular. Last year, Rus-
sia followed suit by isolating its internet from glob-
al servers. The move was deemed a success by the 
Russian government, which sought to pass a law es-
tablishing its own sovereign Internet. “Infrastructure 
control has become a power game, and this also means con-
trolling how the infrastructure is protected. The US, Chi-
na and Russia understand this. A few months ago, Israel 
tested whether it could block all access to the Internet, to 
see if the country was capable of operating independently. 
This capability was clearly demonstrated,” says Pierre-
Yves Hentzen. The move represents a form of isola-
tion and seclusion that raises issues of trust.

Still, today we can see how prevalent the problem 
is becoming: it is increasingly clear that some pow-
ers would not hesitate to use these methods to de-
stabilise our very foundations. But with its values 
of openness and transparency, Europe has a few 
cards of its own to play. While the GDPR seeks to 
protect individuals and their individual liberties, the 
Cloud Act in the US allows the government to snoop 
through anyone’s data, even outside of US soil. Com-
pared to this intrusive system and the one in China, 
which is increasingly shutting itself off from the out-
side world, Europe comes across as open and trust-
worthy – even more so after the Privacy Shield was 
struck down by the European Court of Justice.

Establishing a common European 
regulatory landscape
While the GDPR is emerging as a model for other na-
tions, the rest of the European regulatory landscape 
seems more disparate. Against this international 
backdrop, three European powers seem to stand out 
just ahead of their peers, mainly through their secu-
rity agencies. All three of these organisations—the 
ANSSI in France, the BSI in Germany, and the NCSC 
in the United Kingdom (if we still take a broad view 
of Europe)—are globally recognised and accredited 
for their rigorous standards when it comes to IT sys-
tem security and defence. However, Europe is a frag-
mented market, with different languages and cul-
tures, as well as a sense of national allegiance that is 
still going strong in the various member states. That 
is why cybersecurity contracts are predominantly 
granted in the country of residence.

Breaking out of this comfort zone would require 
greater effort and investment. For example, compa-
nies would need to carry out translations, gain access 
to previously unknown media outlets, and adapt the 
product or service to different countries. A level of 
effort and investment that only the major players can 
currently afford. This fragmentation is an object of 
trepidation for the European Commission, partic-
ularly as it implements the NIS Directive. Indeed, 
with the creation of Operators of Essential Services 
(OESs), the directive “has served as catalyst in many 
Member States paving the way for real change in the insti-
tutional and regulatory landscape with regard to cyber-se-
curity” as noted in one of its recent reports. Never-
theless, “there are diverging interpretations by Member 
States as to what constitutes an essential service. This 
makes it difficult to compare the lists of essential services”. 
To repair this fragmentation, regulations will need 
to be harmonised. In this effort, the ENISA will play 
an important role in building a single, secure digital 
market, the tech equivalent of the single market for 
goods and people.
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Accordingly, under the Cybersecurity Act, European 
certification schemes will be designed to establish a 
common framework on the market. The first candi-
date certification scheme for cybersecurity products, 
which is based on pre-existing frameworks, has just 
been presented. This scheme was drafted by the ENI-
SA, which relied on the expertise of member states 
and stakeholders—including Stormshield. “The goal 
is to reduce this fragmentation, steer com-
panies away from adopting a certification 
scheme based on the country where they 
want to market their firewalls, for instance, 
and limit the proliferation of national stan-
dards, confirms Philippe Blot, Lead Ex-
pert Certification at the ENISA. The idea 
is to create European pathways, a European 
form of governance, where all stakeholders 
agree on the rules of the game. Certifica-
tion is a key element of trust. It subjects the 
product to a sort of trial by fire overseen by 
a third party. This party must be accredited 
and independent from the party that’s sub-
mitting the bid, and must be supervised by 
the national authorities established under 
the scheme. This increased trust will help 
foster greater transparency in the bids. It 
will also help open the market to 500 mil-
lion people”.

The next step will involve cloud tech-
nology, as the ENISA has been tasked by the Euro-
pean Commission with preparing a European cy-
bersecurity certification scheme for cloud services. 
The project is similar to Gaia-X, the European cloud 
platform that aims to create a reliable, secure data 
infrastructure for Europe, particularly for the health 
care industry. “The encryption technologies used must 
be trustworthy, and the keys must be held by the company 
itself or by a trusted partner. I should be able to retrieve 
my data wherever it is stored: this notion of reversibility 
is essential, and Europe needs to work in this direction,” 
says Pierre-Yves Hentzen.

A Europe that is all too modest
But might Europe be just a bit too modest? “The US, 
Asia and Israel have developed a strong culture of entre-
preneurship: launching a startup over there is considered 
a real career opportunity. Their governments help and en-
courage them toward it, and the regulations there are more 
flexible than in Europe. The big tech players are more like-
ly to emerge over there,” says Markus Braendle, Head 

of Airbus CyberSecurity.

Still, Europe has nothing to be ashamed 
of. It is home to a number of highly 
competent cybersecurity firms. It also 
has world-class universities for cyber-
security research, with highly talent-
ed cyber engineers. “I think we’re too 
modest and we under-estimate our tradi-
tional capacities. We’re also at the centre 
of a new industrial revolution—Industry 
4.0—with industrial leaders in aerospace, 
automotive manufacturing, pharmacology 
and chemistry, which are the envy of many. 
We have unrivalled know-how and unique 
expertise, which means even more cyber 
risks. As such, Europe must ask itself how 
dependent it wants to be on others for its 
cybersecurity, and find the right balance,” 
Markus Braendle concludes. ●

“The idea 
is to create 
European 
pathways, a 
European form 
of governance, 
where all 
stakeholders 
agree on the 
rules of the 
game”
Philippe Blot
Lead Expert Certification at 
the ENISA



The question of technological and economic sovereignty at 
European level, particularly with regard to cybersecurity, is 
one of the major concerns to be raised in 2020, raising issues 

concerning transparency, trust 
and backdoors built into prod-
ucts. 

In an attempt to answer these 
questions, Stormshield is fol-
lowing its own path, in contrast 
to its US and Israeli competitors. 
Faced with these sovereignty is-

sues for our essential and vital companies and institutions, 
it is important for us to differentiate ourselves by supplying 
them with trusted, powerful European solutions. 

A key theme in this respect is our pursuit of transparency. 
The proof: Stormshield is the only European publisher to ap-
pear on Gartner’s map of the Firewall/UTM sector. By striv-
ing to ensure that our solutions are robust and our source 
code is audited, our intention is to help to bring peace of 
mind to your cyber-future.

Eric Hohbauer
Sales Director  
and Deputy Managing Director of Stormshield
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A general state of digital disruption during 
the Covid-19 health crisis has rendered 
companies, hospitals and public institu-

tions particularly vulnerable to computer attacks. 
More than ever, the role of cybersecurity companies 
has been crucial in protecting these vital services 
which are so essential to the running of a country. 
But does that mean the sector has a public service 
mission?

The widespread switch to telework-
ing, often in situations of urgency and 
lack of preparation, not to mention 
general digital disorganisation, has 
created a perfect environment for cy-
bercriminals. And this has been true 
worldwide. In the USA, the FBI has 
seen the number of reports of cyber-
attacks increase fourfold. Meanwhile, 
in France, the cybermalveillance.gouv.
fr website noted a 400% rise in its traf-
fic during the first two weeks of lock-
down.

Cybersecurity: a public 
interest requirement
“The three months we’ve just been through have demon-
strated that digital technology is the lifeblood of today’s 
society and economy, observes Stormshield Chief Mar-

keting Officer Matthieu Bonenfant. They have also 
shown that a switch to all-digital technologies (use of com-
puter equipment at the employee’s home, videoconferences, 
increased use of the cloud, etc.) is not something to un-
dertake without preparation, and securing these processes 
is essential. This crisis has highlighted cybersecurity as 
an essential part of safeguarding assets and business 
continuity in companies and organisations. This es-
sential role is yet more marked in sensitive sectors of activi-
ty, such as drinking water distribution, energy production 

and transport sector regulation. In such 
environments, the consequences of cyber-
attacks can be catastrophic, damaging the 
integrity of assets and individuals”.

Of course, governments were aware of 
the importance of cybersecurity before 
Covid-19. Its vital role was officially 
recognised by the European Union 
in the Network and Information Se-
curity (NIS) directive of 2018, which 
was directly inspired by France’s Loi 
de programmation militaire (military 
planning law). This directive recog-
nises that it is critically important to 

ensure the cyber protection of Operators of Essential 
Services (OESs), as disruptions or failures in their 
services could have consequences for human life and 
the environment.
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However, the crisis has served to raise the public 
profile of this issue. “The general public has realised that 
public services such as hospitals could also be affected, and 
that the consequences could be serious,” notes Manon 
Deveaux, who holds responsibility for cybersecurity 
issues within TECH IN France’s Public Affairs team. 
As well as hospitals, local government organisations 
were also attacked during the pandemic. In particu-
lar, the city of Marseilles (France) was 
paralysed for a number of weeks by 
ransomware. The incident had a num-
ber of parallels with successive attacks 
on 22 American municipalities in 2019. 
And it is in line with a headline trend 
in recent years: the disruption of dem-
ocratic life and frequent cyberattacks 
during electoral campaigns.
 
During the crisis, the 
cyber sector is standing 
resolutely against 
malicious attacks
Because they supply solutions to pro-
tect such vital services as a hospital or 
a voting system, does that mean that cybersecurity 
companies have a de facto role of public interest, or 
even public service? During the pandemic, the cyber 
community has taken its protective role very seri-
ously; such as, for example, the publisher The Green 
Bow, which has made its products available free of 
charge to companies seeking to protect their tele-
workers. And many other actors in the sector have 
offered their help to hospitals and companies for no 
financial reward. “In these extraordinary current times, 
organisations needed secure IT and OT infrastructure 
more than ever. For that reason, we gave away licences for 
our virtual appliances to all companies. More than sixty 
took advantage of them. At the same time, we set up remote 
training courses, to replace our face-to-face training, and 
offered special terms for upgrading firewalls,” Matthieu 
Bonenfant explains.

In the United Kingdom, cybersecurity researchers 
formed the Cyber Volunteers 19 group. Its goal was 
to bring together institutions that had fallen victim to 
cyberattacks and actors from the cyber sector seek-
ing to provide voluntary assistance. “The message 
we’re sending out to cybercriminals is that we’re stand-
ing alongside our public services. Attacking a hospital is 
shameful at any time, but during the chaos of a pandem-

ic, it’s revolting,” Lisa Forte, the creator 
of Cyber Volunteers 19 explained to 
Wired magazine.

This wave of solidarity is a one-off re-
sponse to a situation of crisis. Howev-
er, it does seem to show that the cyber-
security sector does in fact exercise a 
public interest role.
 
The makings of a public 
cyber services and a right 
to cyber protection?
Although this role is not officially en-
shrined in any legal status, it is one that 
is embedded in the very culture of cy-

bersecurity companies. “Cybersecurity actors are aware 
of their mission, notes Manon Deveaux. And that’s 
something you don’t find in many other sectors. That sort 
of awareness is certainly connected to the cybersecurity 
culture; where, for example, you can find groups of ethical 
hackers, and to the fact that the issues faced by this sector 
are issues of national defence and policy, in the sense of aid 
to the city”.

How does this sense of mission manifest itself outside 
of a time of crisis? “The way we have taken account of the 
public interest question has been through the accelerated 
development of our offers to companies in the industrial 
operations sector, including those supplying key services 
to citizens, Matthieu Bonenfant explains. We offer them 
peace of mind from a cyber point of view, enabling them to 
deliver their public service mission”. But even so, cyber-
security companies do not enjoy the status of a public 

“Digital 
technology is 
everywhere. 
Its protection 
has become a 
critical and key 
issue”
Matthieu Bonenfant
Chief Marketing Officer 
Stormshield
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service. They are not required to provide a service 
that is accessible to all, equal for all and continuously 
available. “A public service mission has a very specific 
definition that is hard to apply to companies in the sector – 
because it’s a service supplied by the State 
or an organisation acting under State con-
trol, points out Jean-Jacques Latour, cy-
bersecurity expert Cybermalveillance.
gouv.fr. However, the case can be made 
that cyber companies have a public interest 
mission in that their role involves counter-
ing attacks against a country’s citizens or 
sovereignty”.

A number of French companies exer-
cise just such a mission; for example 
by joining the ACYMA public inter-
est grouping (GIP), which has been 
running the cybermalveillance.gouv.
fr since 2017. It raises citizen and cor-
porate awareness of cyber risks, assists 
victims and puts them in touch with 
providers if necessary. “Until only re-
cently, there was a gap between key or-
ganisations protected by France’s ANSSI 
cybersecurity agency and all other cyber 
victims (very small businesses, SMEs 
and individuals), who didn’t always know 
who to speak to,” Jean-Jacques Latour 
explains. “At Stormshield, we joined the 
ACYMA GIP, along with fifty or so other 
members, because we believe we’re involved in a mission, 
a collective drive to raise awareness; and this transcends 
commercial issues,” Matthieu Bonenfant says. And this 
role is even more essential given that cyber issues are 
often viewed as purely technical in nature. The gen-
eral public – and even companies – are sometimes 
resistant. “Cybersecurity is still seen as a constraint,” 
Jean-Jacques Latour confirms.

A human rights issue?
But is a public interest group sufficient to continue 
this mission of raising awareness and providing pro-
tection? Should we be considering public cybersecu-

rity companies? Matthieu Bonenfant is 
dubious. “A centralised structure doesn’t 
seem like a good idea to me. We need a het-
erogeneous and diverse ecosystem to main-
tain agility in developing technologies, he 
suggests. In addition, a structure of that 
kind wouldn’t provide a Europe-wide over-
sight of cybersecurity. I believe more in 
the “national agency” model, like ANSSI 
in France, which provides support and as-
sistance, and ensures that a viable ecosys-
tem exists, overseeing initiatives such as 
Cybermalveillance.gouv.fr... rather than a 
more cumbersome state-run structure.”

And what about the individual’s right 
to cyber protection? There are certain-
ly calls from NGOs such as Human 
Rights Watch for cybersecurity to be 
classified as a human rights issue. After 
all, some cyberattacks constitute viola-
tions of basic rights such as protection 
of privacy, access to information and 
even freedom of expression – as the 
GDPR now shows. Human rights are 
at stake when Saudi Arabia is suspect-
ed of hacking into the mobile phones of 

journalists and activists, or of their associates.
 
A “right to cyberprotection” would certainly be diffi-
cult to design and enforce, because it would be “very 
wide-ranging”, according to Manon Devaux. Howev-
er, recognition of this fact could in any case drive a 
growth in awareness of the importance of cybersecu-
rity within companies, and for individuals. ●

“The case 
can be made 
that cyber 
companies 
have a public 
interest 
mission in 
that their 
role involves 
countering 
attacks against 
a country’s 
citizens or 
sovereignty”
Jean-Jacques Latour
Cybersecurity Expert 
Cybermalveillance.gouv.fr
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Year on year, cyberattacks are becoming in-
creasingly sophisticated. A long-term re-
sponse to the ever-evolving threats posed 

to cybersecurity cannot be provided 
merely by rolling out a security solu-
tion. Before identifying the compa-
ny’s sensitive assets and after per-
forming a risk assessment, there is 
a vital need to manage cybersecurity 
solutions as part of the ongoing pro-
tection of workstations, servers and 
networks.

Increasingly rapid evolutions in these 
new threats call for an appreciation of 
the wider issues involved in cyberse-
curity. For this reason, the manage-
ment of cybersecurity solutions is critically import-
ant, as it reduces attack surfaces and ensures a high 
level of protection. After all, there’s no such thing as 
an easy ride when it comes to cybersecurity.

The (correct) implementation of a 
security solution
An initial phase consists of analysing existing re-
sources and drawing up an accurate inventory of 
protection methods already in place. Before planning 
how to implement a solution, it’s important to run 
pilot phases to examine how it performs in the real 
world. An initial phase is to anticipate anomalies and 
prevent possible disruptions.

This is followed by the actual deployment (or roll 
out) phase for the solution. In a perfect world, the 
solution should be fairly simple to implement. How-

ever, some situations are more com-
plex than others: network architec-
ture validation, new security policy, 
redesign of public key infrastructure 
(PKI)… and may require specialist 
assistance from the publisher. Here 
at Stormshield, such requests are han-
dled by our Professional Services team 
– providing human resources directly 
on site to fine-tune the configuration 
of solutions in complex situations.

And make sure you don’t forget to tick 
the training box, to ensure you make 

the most of the solution’s potential.
 
Managing a security solution
Although the first part is often entrusted to standard 
IS Director/CISO profiles (specifying the security 
policy and network architecture), this stage applies 
more to system administrator or IT manager profiles. 
These are the people who will actually be getting 
their hands on the product itself. From initial imple-
mentation through to managing backups – via regu-
lar modifications and problem solving – the scope for 
intervention is a wide one!

This takes us into the maintenance phase – which 
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can assume a variety of forms and names. In sum-
mary, this covers: in-service support (ISS), the aim 
of which is to ensure that the daily life of the compa-
ny runs smoothly and any breakdowns are repaired, 
and security maintenance (SM), the aim of which is 
to maintain the optimal level of security.

Whether in the form of bug fixes (as part of the ISS) 
or security patches (as part of the SM), updates are 
crucial, and they must therefore be applied as soon 
as fixes are available. However, they are not without 
their drawbacks: in cases where they require the re-
boot of a system, the result can be temporary pro-
duction downtime. This is not always acceptable, 
and sometimes even impossible, particularly in an 
OT environment.

“Some updates are automatic, such as antivirus signa-
tures or IPS (Intrusion Prevention System) signatures, 
and are very regular, with checks made several times a 
day, explains Stormshield Support Manager Farid 
Ichalalène. Others are manual, requiring the solution it-
self to be updated: in this case, the frequency is variable, 
and requires staff to keep abreast of new developments, e.g.: 
via the RSS feeds provided by the editors, email updates, 
or regular visits to customer areas. With a non-updated 
product, the risk is that companies will expose themselves 
to cyberattacks, believing themselves (wrongly) to be pro-
tected. Hence the importance of remaining vigilant and 
being thorough with updates”. Updates are therefore 
an essential part of ensuring that systems continue to 
work correctly over time. “And the maintenance con-
tract is vitally important, as it governs access to updates 
and technical support. A security product without secu-
rity updates rapidly becomes obsolete,” Farid Ichalalène 
points out.

Lastly, administrators can find themselves dealing 
with situations involving anomalies or faults that 
they cannot resolve on their own. That’s when tech-
nical support – a dedicated point of contact in diffi-
cult situations – comes into its own.

It is therefore vitally important for security solutions 
always to be covered by a maintenance contract, pro-
viding access to publisher support (from updates 
through to technical support, and including hard-
ware warranties).
 
Cybersecurity solutions 
management tools
When presented in a list like this, all these cyber-
security solution management actions can appear 
daunting – in terms of their human costs. The key to 
addressing this concern is to make sure you are ful-
ly familiar with the security solutions management 
tools. The goal: to ensure the best security for your 
network on both an ongoing and a daily basis.

In cases where a single solution is in place, the man-
agement console should be easy to learn, and – most 
importantly – offer easy-to-read everyday dash-
boards.

However, assuming a pool of different security solu-
tions, it is possible to automate repetitive tasks and, 
in this way, save time which can then be devoted to 
the most important tasks, thanks to an efficient cen-
tralised administration system. To reduce in-service 
support costs for the network security infrastructure, 
it is vitally important to optimise the tasks of moni-
toring, configuring and maintaining security equip-
ment. Here, UX and ease of use become critically im-
portant factors.
 
Solutions management is thus based both on opti-
mal solutions and on the key stages of deployment, 
maintenance and real-time systems monitoring. A 
combined solution of this sort will enable a company 
to protect itself effectively against cyberattacks and 
take a long-term view of its defence strategy. ●
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Ah updates… Those pesky 
updates, all too often la-
belled as restrictive. How-

ever, these updates exist for our own 
good. And although it’s often diffi-
cult to make reasonable IT security 
choices if these are detrimental to 
production, updating is something 
which can’t be put off until tomor-
row. On the contrary, it should be a 
central aspect of any company’s secu-
rity policy.

Why carry out updates? Are updates 
absolutely vital? Can’t they wait for a while? These 
questions and many others are all too frequently 
asked in many companies, for whom digital hygiene, 
IT protection and best practices in the security field 
aren’t always synonymous with updates. And they’re 
not always a priority. For companies, business conti-
nuity and production capacities remain their number 
one priority, with the issue of IT vulnerabilities often 
taking a backseat.

However, although a company’s production must 
never be brought to a standstill, cyberattacks are not 
going to stop any time soon either. As long as there 
are vulnerabilities, there will be attacks. And the up-
dates are needed to patch these vulnerabilities and 

fend off these attacks! Although their 
efficiency and importance are well 
demonstrated, the road to accultura-
tion is a rocky and winding one. With-
in companies, a combination of urgent 
priorities and ambivalence ensure that 
operational requirements are always 
placed ahead of the fight against the 
cyber risks inherent to their activities.

Neglected updates and 
vulnerable systems
The bugs and vulnerabilities in ques-
tion, which are documented and pub-

lished by stakeholders in the cybersecurity sector, 
can range from minor bugs to critical vulnerabilities. 
And if this information is available to companies, 
that means the attackers also have access to it… Sys-
tems which have not been updated are therefore par-
ticularly vulnerable to cyberattacks. “The attackers use 
footprinting systems, namely scans of the networks and 
environments enabling them to identify the machines, to 
easily and quickly find workstations open to attack, in this 
case those which have not been updated,” explains Guil-
laume Boisseau, from Stormshield’s Professional Ser-
vices Department. There’s no doubt that non-updat-
ed systems offer possibilities for attackers to carry 
out malicious acts. “The attackers will particularly de-
velop an in-depth attack on an IT system in the case of old 
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systems containing vulnerabilities, which are well-known 
and exploited by malicious networks,” adds Maxime 
Nempont, Technical Leader for Security Stormshield.

When dealing with non-updated workstations, the 
Wannacry ransomware perfectly illustrates how vul-
nerable such workstations can be. In May 2017, this 
ransomware program was able to spread thanks to a 
vulnerability in Windows environments, within sys-
tems which had not patched the security flaw. How-
ever, two months before the attack, Microsoft had 
published a security patch for this vulnerability and 
issued a warning concerning its high importance. 
The final tally: 150 countries were paralysed by the 
Wannacry cyberattack and the financial losses have 
today been calculated into the billions of dollars.

Wannacry offers a snapshot of the reality we are still 
experiencing today: many companies have not yet 
clearly identified the vital importance of carrying out 
updates and of doing so as soon as possible to reduce 
the window of opportunity for attackers.

In May 2019, Microsoft once again published details 
of a security flaw concerning one of its system com-
ponents. Baptised “BlueKeep”, this flaw could have 
had the same impact as Wannacry if it had been ex-
ploited on a large-scale basis. Although for the time 
being cybersecurity researchers cannot confirm that 
BlueKeep has undergone large-scale exploitation by 
attackers, the risk certainly existed. Because a month 
after the revelation of the flaw and publication of 
the patch by Microsoft, almost a million systems 
were still exposed and vulnerable. All possible entry 
points to the malware ecosystem…

“Some companies don’t perform updates as they don’t 
have the procedures in place to provide a framework to 
ensure these are done properly (such as a lack of test en-
vironments for example) and so the updates accumulate, 
and with them the attendant risks. It’s a bit like your ap-
pointment at the dentist: if you have a check-up regularly, 

you’ll only have a few minor things that need doing each 
time. On the other hand, if you don’t go to the dentist for 
a long while, things accumulate and get worse. The same 
pretty much applies with updates!” explains Guillaume 
Boisseau.

The spectre of Wannacry appears to loom large on a 
regular basis: this year, another major flaw linked to 
the Windows operating system was detected, named 
SMBGhost. A vulnerability in the same protocol as 
that used by Wannacry, the exploitation of which 
could have been catastrophic.

Attacks targeting non-updated systems are on the 
rise and won’t be stopping any time soon. Both sim-
ple to perform and well documented, they offer many 
benefits, of which the attackers are all too aware. 
More than ever before, performing updates should 
therefore be considered a priority by all companies, 
whatever the business sector, and should become an 
ingrained part of any organisation’s culture.
 
Reconciling cybersecurity 
and imperative operational 
requirements: between the Holy 
Grail and the eternal paradox
Updates to software, applications or devices are and 
will always be the subject of competing pressures, 
with the twofold objective of guaranteeing security 
and taking account of the operational constraints in-
herent to all activities.

Because although updates exist to squash bugs and 
patch critical vulnerabilities, they can also generate 
constraints for companies. In industry and operation-
al networks (OT), updates are particularly unpopu-
lar as they can generate undesirable effects, such as 
a prolonged stoppage of production. And even once 
completed, restarting the system is a critical moment 
requiring careful attention in the industrial world. 
Through a rebound effect, unforeseen impacts can 
result in falling production, which has an adverse ef-
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fect on turnover. “Assessing the need for an update by 
carrying out a risk analysis and planning this while mea-
suring the impact on production are therefore imperative 
aspects which should be taken into account in industry, 
stresses Florian Bonnet, Product Management Di-
rector Stormshield. For this reason, maintenance cycles 
must be carefully prepared and scheduled in the industrial 
world”.

But the constraints are not only found with OT. More 
generally, updates can result in the company taking 
a step backwards, with a website becoming unavail-
able, or in lost time for users who find themselves 
obliged to restart the equipment and to cease all 
office software tasks for a certain time. These same 
updates can also entail constraints due to the com-
ponents they involve and directly affect software or 
applications currently under development, to the 
great displeasure of the developers! – or applications 
already deployed on the workstation.

So, whether you’re the head of a textile production 
plant, a web developer or a common mortal sat in 
his office, updates are not particularly welcome, and 
their deployment can be a source of worry and reti-
cence. The issue of updates is therefore as complex as 
it is paradoxical.
 
The question of the updates’ impact
So, should you or shouldn’t you update? To up-
date or not to update? That is the question! And an 
important one too... According to the operational 
constraints and working environments (production 
environments, applications used, etc.), updates can 
prove be very complex or even impossible. “Some 
work is required ahead of an update to be able to determine 
whether it’s likely to affect the workstation or the work-
ing environment. For sensitive environments and critical 
systems for example, it’s necessary to envisage a pre-pro-
duction environment in the event that the updates result 
in the system malfunctioning – or in changes to the way it 
works,” explains Guillaume Boisseau.

You should adopt the principle that in the wonder-
ful world of updates, control procedures and antic-
ipation are the watchwords, including in the case of 
automatic updates (PCs, tablets, etc.) for which it’s 
also important to be able to check reliability and lim-
it risks. “In IT, automatic updates can be activated for 
workstations or office software in as far as they can always 
be postponed and performed at a more convenient time,” 
explains Florian Bonnet. He adds that “for IT servers 
or in OT on the other hand, automated updates cannot be 
envisaged as these are critical systems for which the conse-
quences of updates must be managed in detail”.

Indeed, in some cases it’s impossible to perform up-
dates as such, as these require the deployment of 
high availability architecture – or even digital twins 
or other forms of virtualisation – to test them. In the 
OT field, this test environment is therefore vital to 
be able to assess the risks posed by an update and to 
avoid disrupting the operational system.

Other scenarios may make it impossible to perform 
updates, such as “when an update results in an applica-
tion becoming incompatible with an old operating system 
or in the case of systems at the end of their operational 
lives, for which the update and migration to the new sys-
tem become excessively costly,” explains Maxime Nem-
pont. With this in mind, it’s not hard to imagine why 
companies are reluctant to perform updates rather 
than the reverse – despite the IT security needs. In 
this case, the publishers play a key role as both ad-
visers and facilitators, to help companies perform 
their updates and to find a workaround solution 
when this is impossible. Their goal: To develop the 
simplest update systems possible and to ensure that 
companies can benefit from these.

But first and foremost, it’s the companies themselves 
who need to understand the importance of updates 
and their applicability. Because failing to perform 
updates means leaving yourself exposed to cyber-
attacks, for which vulnerable systems offer a high-
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ly-prized open door to your system.
 
Developing an “update culture”
Although, overall, companies are increasingly aware 
of the issue of updates, they may still experience dif-
ficulties in evaluating and understanding the risks 
of failing to implement them. Additionally, not all 
companies appreciate that they can be the target of a 
cyberattack. This is the case with OT, in which cyber-
culture is not yet widely developed. However, as Flo-
rian Bonnet reminds us, “It’s not a question of if you’re 
going to be attacked but rather when,” before adding: 
“making updates part of the company culture also entails 
accepting the cyber ecosystem more generally as part of 
the company culture and then keeping up to date with the 
latest news…”. Companies therefore need to become 
more aware of what’s at stake, and the publishers are 
there to help.

‘Proof by example’ is a method which works quite 
well in the opinion of Maxime Nempont, who ex-
plains that “you need to take concrete cases, and talk to 
people about the real-life exploitation of critical vulnerabil-
ities, making them understand that this is not just theory”. 
As well as raising awareness, the publishers should 
also provide support through the update process and 
be very precise when issuing a new patch to inform 
the client, who must be able to clearly understand 
whether this is a bug fix or a vulnerability patch. “The 
publisher must ‘justify’ the updates they propose and pres-
ent the associated risks to reassure the company, because 
one way or another the customers will always be tempted 
to prioritise production over everything else,” states Guil-
laume Boisseau.

Clear explanations from the publishers are therefore 
essential for companies to take this onboard as part 
of their company culture, but more is required too. IT 
managers also play a key role as part of this process. 
Indeed, the updates and the related procedures (up-
date frequency, the decision as to whether to activate 
automatic updates or not, etc.) are the responsibility 

of the IT departments and must be managed and cen-
tralised by them and not by the users. The IT teams 
are best placed to correctly respond to the issue of 
updates and to supply the right supervisory resourc-
es needed to deploy them.
 
But some countries have preferred more coercive 
measures as opposed to the simple provision of in-
formation, with an example being the United States, 
which adopted firm measures when faced with the 
recent threat of Zerologon – a security flaw affecting 
Windows servers within corporate networks. If ex-
ploited, this vulnerability could enable an attacker 
to take control of vulnerable machines, and in par-
ticular domain controllers. In such a context, the US 
Cybersecurity and Infrastructure Security Agency 
has acted firmly: all of the country’s governmental 
agencies must have applied the patch for this vulner-
ability before midnight on 21 September. To avoid 
such a situation coming about and to give the provi-
sion of clear information a chance of succeeding, the 
best solution continues to be to focus on making this 
part of the company culture, helping firms to under-
stand the issue and reassuring them of their ability 
to remain productive while also adopting the right 
security measures. ●



A PROCESS 
FOCUSED 
ON THE END USER



143Cyber solutions: facing up to the challenges of tomorrow

Inspired by pen-tests or bug bounties, a number 
of IT departments organise cyberattack simula-
tion exercises to improve aware-

ness among their teams, against 
the backdrop of fast growing cyber 
threats. Whether it’s to check security 
measures on the one hand or the dig-
ital habits of your staff on the other, 
is there a benefit in simulating cyber-
attacks to raise employee awareness?

Do you see Jeremy from the marketing 
team over there? The new guy, who’s 
just joined the team up on the first 
floor. He looks harmless, doesn’t he? 
Well in actual fact, Jeremy is a highly 
experienced hacker, recruited by the 
company manager to carry out an in situ penetration 
test. He’s got free reign to do what he likes, as his 
co-workers are about to discover. A plot worthy of 
any thriller, which you can discover in episode 36 of 
the Darknet Diaries podcast dedicated to cybersecu-
rity, Jeremy from marketing. It illustrates a Red Team 
type internal attack scenario in a company, seeking 

to lay bare all possible security flaws in order to rate 
the security level for its infrastructure and networks.

More and more companies are to-
day proposing pen-test services and 
simulations for employees. Including 
role-playing, “live my life” exercises 
and simulated cyberattacks, immer-
sive solutions are becoming main-
stream when it comes to developing 
cyber culture within businesses. For 
some IT departments, the question is 
the following: whether it’s to check 
security measures on the one hand or 
the digital habits of your staff on the 
other, is there a benefit in simulating 
cyberattacks to raise employee aware-

ness?
 
50 shades of intrusion tests
Using pen-testing or bug bounty solutions, attacking 
a product or network infrastructure to test its stability 
or security is a common practice in the cyber world. 
Frequently, companies which have attained a certain 
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level of maturity in the field of cybersecurity use ex-
ternal service providers to stress test their protective 
measures. “In the case of “black box” pen-testing, the 
designated person will have access to the same data as in 
real life situations and will seek to attack the network from 
outside, explains Adrien Brochot, Product Manager 
Stormshield. The other possibility is to give him access to 
the code and the rules for the data flows, enabling him to 
try and overcome the protective measures by rereading the 
code. This is then referred to as 'white box' pen-testing”.

For larger companies or organisations with a more 
mature cyber profile, it’s also possible to organise 
Red Team vs. Blue Team type simulation exercises. 
Here, the Red Team’s task is to test the security level 
of a company, an IT network or an item of equipment 
via hacking techniques while the Blue Team seeks to 
defend itself. In June 2019 for example, the French 
armed forces ministry took part in such a simulation 
exercise, the purpose of which was to anticipate ene-
my action. This type of cyberattack simulation is in-
tended to identify a company’s weaknesses. To make 
the exercise all the more effective, it’s also possible to 
plan on the inclusion of a Purple Team, given the task 
of interacting regularly with the defence and attack 
teams. And for the purists, to create a more complete 
perimeter we should also mention the Yellow Team, 
Green Team and Orange Team – all part of the BAD 
pyramid.

For the intrusion tests, the attack surface is defined 
beforehand between the company arranging to have 
its infrastructure tested and the service provider cho-
sen to perform the pen-test. “As an example, we’ll try 
to attack a web server online or to send a phishing email, 
adds Paul Fariello, Security Expert at Synacktiv. We 
can also create tailored scenarios in which we send a per-
son onto the site to try and enter the company’s premises 
and to plug in an external peripheral such as a USB flash 
drive”. To achieve this, an initial social engineering 
phase is often required. And unfortunately is often 
effective.

 Setting traps to improve awareness
A recent IBM study mentioned in the Usecure blog 
stresses that human error is the source of 95% of 
in-company security breaches. In other words, suc-
cessfully managing the human factor can eradicate 
most breaches, in a context in which perimeter secu-
rity alone is insufficient and in which each individ-
ual can become an attack vector. In France, in 2017, 
30,000 staff from the ministry of the economy in fi-
nance fell into a trap… set by their own IT systems 
security department. The department’s objective was 
to make these staff aware of the risks of phishing. 
They certainly succeeded!

As a direct consequence, more and more IT depart-
ments appear to be using pen-testing to raise aware-
ness among staff of cyber risks. Why? To place them 
in a cyberattack situation to better educate them and 
help them learn to manage the potential consequenc-
es. In June 2019, during the G7 meeting, 24 financial 
authorities from the seven member countries were 
invited to take part in a major exercise to gain a bet-
ter understanding of the extent of cross-border cyber 
risks to the financial sector.

“Let’s not forget that these operations take a long time to 
organise and are costly,” explains Adrien Brochot. But 
if the organisation of such cyber crisis exercises are 
outside the means of just any small business, IT sys-
tems security managers may nevertheless decide to 
use a modest version of the Red/Blue/Purple Team 
role-playing games. For a more accurate simulation, 
it’s preferable that the departments handling the de-
fence side should not be aware of the exercise. “It’s 
possible to come up with different situations according to 
the department concerned. Someone from HR can be tested 
without their knowledge to check that they have provided 
the necessary protection for a file containing personal data. 
Other departments will then try and access this file using 
different methods, whether technical or social,” explains 
Adrien Brochot. The key challenge for the IT systems 
security manager is then to highlight the parallels 
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between the simulated cyberattack situation and the 
main principles of IT security, such as the protection 
of passwords or basic protective rules to be applied 
when dealing with suspect emails. During the simu-
lation carried out at the French finance ministry, the 
staff trapped by the phishing email were shown a 
webpage containing recommendations on the use of 
emails and the precautions to be taken, as explained 
by Yuksel Aydin, the IT systems security manager 
who managed the exercise, in the French newspaper 
Le Figaro.
 
The simulation boom
“A good simulation is certainly worth 
a thousand PowerPoint training pre-
sentations,” adds Paul Fariello. The 
challenge is to successfully combine 
the pen-test or role-playing exercise 
with an effective message to raise 
cyber awareness. “It’s therefore very 
important to take the time to review the 
exercise in a more general context, and to 
retrace the cyberattack point by point to 
learn all possible lessons,” he continues. 
“And even to run through the simulation 
again several months later to check if staff 
behaviour has changed and if the precau-
tionary measures to be taken when fac-
ing such attacks have been fully understood,” concludes 
Adrien Brochot.

As an example, the company IBM certainly sees the 
value of focusing on awareness-building in compa-
nies. In the summer of 2019, the supplier criss-crossed 
Europe and gave company managers a 'free' fright by 
showing them cyberattack scenarios, partially to en-
courage them to sign up to its paid training courses. 
And to remind them that there are ever more simula-
tion service providers now that cyberattacks have be-
come part of the day-to-day reality for all companies.
 
In previous articles we discussed several ways to suc-

cessfully instil an effective and resilient cybersecurity 
culture in companies: from teaching cybersecurity in 
schools, to making staff liable for their acts. And so, 
with most IT departments still looking for the best 
way to raise awareness in 2020, we can bet that sim-
ulation exercises of various kinds could soon become 
part of their arsenal. ●

“A good 
simulation is 
certainly worth 
a thousand 
PowerPoint 
training 
presentations”
Paul Fariello
Security Expert at Synacktiv



146 Cyber solutions: facing up to the challenges of tomorrow

Maybe we should be viewing cybersecu-
rity not as a restriction, but as a regular 
habit. However, if we expect the user 

sitting between the keyboard and the chair to be-
come a strong link in the digital health chain, we 
need to provide them with tools that make them 
enthusiastic about this role. And UX can make this 
an area in which companies can make a difference.

1993 is the date when the concept of 
user experience was born. Its godfa-
ther was Don Norman, who “wanted to 
cover all aspects of the person’s experience 
with the system”. The whole approach 
behind this concept is to give users a 
desire to appropriate a tool, assimi-
late all aspects of it and derive benefit 
from it. This “User eXperience” (UX) 
can now be applied to any area, and 
is of particular interest in companies’ 
digital strategies. When used to pro-
mote effective cybersecurity, UX can 
prove to be a real asset, reinforcing a 
company's defensive approach and its employees’ 
digital confidence.

Successful cybersecurity also 
involves UX
UX is not solely an issue for the end user. It is equally 
important for administrators to adopt and take own-
ership of a product. We should therefore identify two 
main groups of UX beneficiaries in the cyber world: 
the technical user (administrator) and the end user. 
“There are interfaces for administrators and interfaces for 

business. In both cases, the goal of the UX 
is to ensure they can be used by everyone – 
remaining simple for an average user and 
more complex for an expert,” explains 
Sébastien Viou, Cyber-Evangelist 
Consultant Stormshield. An admin-
istrator will need a security solution 
with a good UX to make it easier to 
administer agents within the IT equip-
ment pool, implement security poli-
cies and monitor events. Another key 
cybersecurity point: a good UX will 
help the administrator to reduce po-
tential configuration errors for securi-
ty tools – which immediately become 

vulnerabilities for the company. And in terms of the 
end user, the UX must make it easy for them to ap-
propriate a product, understand it and want to use it; 
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and there are even times when the experience should 
simply become “transparent”. We should therefore 
be promoting a cybersecurity approach that uses the 
UX, taking into account the reality of the user re-
quirements on which it is based.

The UX is also assuming an increas-
ingly important role in the design of 
cybersecurity solutions. And, as Guil-
laume Poupard, Director General of 
the ANSSI cybersecurity agency, stat-
ed in 2018: “You have to make digital se-
curity sexy; in other words, understand-
able.” “You need to understand what you 
are trying to secure, the threats you're 
dealing with, and the resources you have, and you need to 
involve people who are not part of the cybersecurity inner 
circle.”

Cyber-user-friendly: bringing sexy 
to cybersecurity solutions
Cyber culture and UX are really the same thing. An 
effective cyber culture is a culture that provides for 
the adoption of security solutions by employees 
according to their sensitivity. Publishers must take 
this requirement into account in the design of their 
products and develop them by adopting a business 
approach, rather than a technical one. Technology is 
a resource, but the UX must be built around an un-
derstanding of users’ day-to-day lives. So how can 
we make these products more 'user-cyber-friendly'? 
The cyber community and publishers are working 
towards this goal, and a number of initiatives are al-
ready in place. 

UX design sessions have started to appear, enabling 
publishers to work with partners and customers to 
challenge their solutions. The goal underpinning this 
approach is to be able to refocus or refine a product 
during its design, or improve an existing product, 
to ensure it is efficient and intuitive to use. These 
sessions are intended to develop a user interface 

that is more in tune with its users’ business activi-
ties and needs. “Before we develop graphical interfaces 
for our Stormshield Data Security solution, we develop 
mockups that we test on a panel of users, explains Joc-
elyn Krystlik, Business Unit Data Security Manager 
Stormshield. The idea is to bring together people who 

are cybersecurity product customers, and 
other people who aren't, to challenge the 
publishers”.

UX testing is also in widespread use. 
The aim of this procedure is to pres-
ent users with a solution in real time 
and analyse their reactions to the 
product. This makes it possible to de-

termine whether the solution is intuitive or not, and 
adjust it as needed. Some publishers also provide 
collaborative platforms on which their customers are 
encouraged to test products and share their feedback 
and comments. Virginie Ragons, UX/UI Designer 
Stormshield, believes that “security solutions are gen-
erally found at the heart of complex ecosystems, and the 
goal is to provide users with harmonised interactive work-
ing practices and an intuitive interface in order to facili-
tate the achievement of the original objective”.

Another key issue of publishers in the age of UX: get-
ting the pre-configuration of their solutions right. To 
what end? To avoid the old mistake of overloading 
interfaces with options that will not be used, and to 
identify in advance what will be used the most, and 
make it more prominent in the solution. This stage is 
critical, because the way publishers design an inter-
face guides user choices. 

Kaspersky claims that more than 90% of security in-
cidents are attributable to human error. Suffice it to 
say that for successful cybersecurity, the last word 
on security products’ UX should go to the user. And 
that user, it seems, should also have the last word on 
trends, with changing usage habits and therefore a 
design that should evolve accordingly, as Sébastien 

“You have to 
make digital 
security sexy”
Guillaume Poupard
Director-General of the ANSSI
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Viou points out: “20 years ago, it was all done via the 
command line. After that, security solutions took the form 
of fat clients, and now the trend is towards thin clients, 
with aesthetic interfaces. UX is following the general evo-
lution of the web itself”. 

Cybersecurity and UX: 
the key trends
By moving towards thin clients, and 
even devices with no agent at all, it is 
possible to adapt to new uses such as 
digital nomadism and the widespread 
use of teleworking. “At Stormshield, 
we have applied this agentless concept 
with our data encryption solution, which 
can now be used directly from the brows-
er. We now refer to Agentless Encryption 
in our Stormshield Data Security prod-
uct, Jocelyn Krystlik explains. Because 
data encryption is an important issue that 
can affect a wide range of people with-
in a company, it is vitally important to 
have the right solutions to support these 
groups and teach them how to use them”.

Employee empowerment is another 
key trend in UX. End users will be 
increasingly called upon to play a 
role in delivering security within their organisations. 
There is a tendency for the concept of cybersecurity 
to be extended to cover all business areas, and not 
just technical departments. All users must be able to 
play a role in this area. And here again, UX becomes 
a key component of digital hygiene: the right tools 
are required to support this trend. For example, UX 
needs to provide administrators with efficient, trace-
able methods of collecting and reporting informa-
tion. Meanwhile, end users need to be able to sup-
ply information, most importantly to administrators. 
And indeed, they may need to be given a bigger role 
in making the security-related decisions that have in 
the past been the preserve of technical departments. 

UX therefore has many qualities, and there is a 
strong benefit to incorporating it into corporate cy-
bersecurity and digital transformation strategies. 
Furthermore, an increasing number of cybersecuri-

ty companies are publicising UX and 
the key role it plays in their products. 
For example, the Hypori company 
has breathed new life into its security 
solution for mobile devices with the 
help of UX. Or the Callsign company, 
which has developed an authentica-
tion solution entirely designed by and 
for users. 

Interfaces with a simplified, intuitive 
design, fewer operations for users to 
perform, more appropriate architec-
tures... UX? Definitely a cyber trend 
to follow. ●

“The goal is to 
provide users 
with harmonised 
interactive 
working 
practices and 
an intuitive 
interface in 
order to facilitate 
the achievement 
of the original 
objective”
Virginie Ragons
UX/UI Designer Stormshield
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Thank you



Here, then, is a retrospective 
of 2020 – a highly unusu-
al year. But looking ahead, 
what are our plans for 2021? 
We will continue our efforts 
to create content… text, video 
and audio. If you want to get 
involved, or just submit ideas 
for topics, it couldn’t be sim-
pler: just contact our Market-
ing team!

And regarding the visibility of this content, you will also have a 
vital role to play. By sharing the content around you that inter-
ests you, you’ll be helping us to reach a wider audience… and 
at the same time, playing your part in increasing awareness of 
digital hygiene and cyber risks. ●

Pierre-Yves 
Hentzen
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