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How a Ministry of
Defence reconciles
cyber protection and
sovereignty

The cybersecurity of public players such as a country's
Ministry of Defence easily ranks among the most critical.
In addition to the need for IT security, there is also the
need to maintain its independence. Find out how the
Stormshield Endpoint Security solution helps to achieve
both of these goals.
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Protecting yourself while preserving your sovereignty

Ensuring the cybersecurity of a Ministry of Defence involves protecting desktop
or mobile workstations, but also servers located in sensitive or even restricted
environments, such as military ships, worldwide.

Securing these types of IT and operational infrastructures also means
implementing enhanced protection solutions to monitor peripheral devices, the
network and applications, using a lot of behavioural analysis. All these points were
the arguments that made the difference when this public player chose Stormshield,
through its local partner, iPSS Inc.

"Stormshield Endpoint Security is a highly configurable
product. It enables fine-tuned control of operations and

ensures that the needs of a sensitive sector are met"

A winning partnership approach

iPSS Inc. and Stormshield have a close working relationship. For example, when
Stormshield wants to develop new functionalities, it relies on its customer's knowl-
edge of the field. This is a valuable exchange of information that enables us to
design products that are ever more appropriate and effective.

A tailor-made technical response

iPSS Inc. and Stormshield have a close working relationship. For example, when
Stormshield wants to develop new functionalities, it relies on its customer's knowl-
edge of the field. This is a valuable exchange of information that enables us to
design products that are ever more appropriate and effective.

Stormshield Endpoint Security enables this Ministry of Defence, supported by iPSS
Inc., to manage its cybersecurity and data autonomously.

The solution keeps pace with sector developments, and Stormshield regularly pro-
vides customers with new rule sets to help them comply with the various regula-
tions and address new threats.
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Support at all times

In the case of PrintNightmare, Stormshield
was contacted by iPSS Inc. as soon as the Mi-
crosoft vulnerability was published and imme-
diately investigated the problem. In less than
3 hours, the teams sent a proposal concerning
the rules to be put in place to secure the cus-
tomer's workstations against this new threat.
Responsive support that is appreciated and
included in the licence!

Stormshield Endpoint Security is also a product that enables fine-tuned control of
operations and that ensures that the needs of this sensitive sector are met.

This tailor-made approach is also reflected in the support offered: in collaboration
with iPSS Inc., Stormshield teams determined how many servers were needed to
process the numerous logs generated.

Similarly, they thought about the best settings with respect to the time frame and
frequency of sending of these logs, in order to collect the most relevant ones with-
out being inundated. A real challenge given the volume of the deployment.

In addition to the functionalities provided, the deployment method of the solution
has been highly successful: by avoiding going through the cloud, the customer
avoids any interdependence, thus preserving its autonomy and total control over
its data.

The continuation of a long-term relationship

For the past decade, this Ministry of Defence has been relying on the solutions
and support provided by Stormshield and its partner iPSS Inc., which just goes
to show its great satisfaction! And in order to maintain a high level of security
at all times, the three players work together to continuously develop the project.
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