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Interview with Yseult Garnier, Industrial Cybersecurity Manager
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SNCF Réseau

SNCF Réseauis a state-owned industrial
and commercial establishment that
manages, maintains, develops and
commercialises the services offered
by the French national railway network,
using a team of regional, decentralised
personnel.

The product of a merger between
Réseau Ferré de France (RFF), SNCF
Infra and the Direction de la Circulation

Ferroviaire (DCF), it is responsible

for ensuring that the network and its
service infrastructures are available
to its 39 customers. It is the second-
largest public investor in France, with
52,000 employees and a projected
turnover of 6.5 billion euros in 2017.
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Background

“When you attack transport networks, you can have a huge impact very quickly,
including on human lives”, admitted Guillaume Poupard, Director General of the
French National Cybersecurity Agency (ANSSI), during a speech to the International
Cybersecurity Forum (FIC) in Lille in 2017.

This is a threat that should be taken seriously by all industry players, as Information
Technology (IT) continues to converge with Operational Technology (OT). But
“unlike conventional IS cybersecurity, industrial cybersecurity must contend
with technical constraints when deployed on railway networks. There are three
major areas to deal with: signage, telecommunications (IP networks and railway
telephones) and electrical power”, notes Yseult Garnier, Industrial Cybersecurity
Manager at SNCF Réseau.

OT networks exhibit a second peculiarity: the absence of ad-hoc security solutions
makes them highly vulnerable to a wide array of cyberattacks. It has therefore
become a strategic imperative to secure the connection points between these
various networks.

The solution of choice

By choosing a two-pronged solution, symbolised by the partnership between
Stormshield and Seclab, SNCF Réseau will be able to tackle two challenges:
optimising its digital transformation (by offering innovative solutions to users) and
strengthening the security of its business applications and OT.

Protecting and filtering these networks is a high priority, as the SNCF Réseau
system is spread out across four zones with specific levels of security: the
public internet, a private-cloud internet, a zone requiring additional security, and a
restricted zone.
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This bidirectional interconnection at SNCF Réseau requires
the company to isolate its industrial zone from conventional IT
infrastucture using filtering systems.

Stormshield and Seclab offer two complementary solutions
for this. The first filters data flows between IT and OT systems,
while the second electronically isolates industrial systems. This
set-up ensures that traffic between the two separate networks
enjoys optimal protection, allowing the system to stave off any
type of threat (including sniffing threats, low-level attacks, and
corrupt FTP transfers). Broadly speaking, this complementarity
can be equated with lorries and boxes. The former are provided
by Seclab, while the latter are analysed by Stormshield’s
solutions.

Isolation and filtering

On the one hand, the Denelis solution from Seclab acts as an
airlock that keeps each network isolated, while allowing for
data to be exchanged according to a security policy. No threat
present in the transport layer can contaminate the system
isolated by Seclab. This process prevents any contamination
from the transport layers.

“Installing an isolation solution allows you to block any
attacker that might have gotten past the firewall. The attacker
then finds themself at a dead end, unable to continue their
incursion. The combination of Stormshield and Seclab
technologies gives you the level of filtering offered by the
Stormshield firewall, which is impossible to implement
electronically, and the level of isolation offered by the Seclab
unit, which cannot be disrupted by the attacker”, explains
Xavier Facélina, CEO of Seclab.

Partner: Seclab

Based in Montpellier, France, Seclab has been developing
innovative cyberprotection solutions for industrial systems
since 2011. Its French-made products enable secure inter-
connections between the OT and IT networks of industrial
companies and Operators of Vital Importance (electrical
and gas networks, water treatment facilities, chemical and
petroleum industries, etc.). Seclab’s technology
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However, the features of Stormshield Network Security (SNS)
are not limited to filtering. The solution also ensures the integrity
of data packets by inspecting their contents to safeguard
business processes. This application firewall, which comes
with an Intrusion Prevention System (IPS), proactively analyses
the network in order to detect attacks, including unknown ones.

For the firewall, SNCF Réseau has shown a preference for
Stormshield units, particularly for their ability to analyse
industrial networks—especially since, like many other
companies, SNCF Réseau uses non-standard protocols.

Testing was set up within three months, with no specific
development necessary. “The only work required was to
integrate the proprietary protocols with the pattern recognition
and customisation features’, emphasises Yseult Garnier. An
important point, as it is absolutely essential to incorporate
new protocols in the restricted zone in order to successfully
converge IT and OT as part of the digital transformation.

The reliability and complementarity of Stormshield’s and
Seclab’s solutions are a good sign for future SNCF Réseau
projects. The company is getting ready to secure its railway
operations data—a major undertaking that will require them to
connect traffic management systems with command & control
systems.

is entirely controlled and manufactured in France. By pro-
viding electronic isolation, its solutions are perfectly com-
plementary with firewalls, anti-virus software, IDSs and
data diodes.

Stormshield, a wholly-owned subsidiary of Airbus CyberSecurity, offers innovative, end-to-

end security solutions for the protection of IT networks (Stormshield Network Security),
workstations (Stormshield Endpoint Security) and data (Stormshield Data Security).
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