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The context
The law to modernise the French health system introduced in January 2016 gave rise to the 
creation of Groupements Hospitaliers de Territoire (GHT - Regional Hospital Groups). GHTs 
allow for a new mode of cooperation between public health establishments on a regional 
scale, in particular by pooling medical teams and better distributing activities so that each 
structure can find its own position in the region. The aim is to guarantee all patients better 
access to care by strengthening coordination between public hospitals around a medical 
project.

Information systems are the essential component for this interaction between health care 
institutions: sharing medical information, using the same tools throughout the region, 
pooling costs related to information systems, etc. 

This is why six hospital centres within the same GHT have decided to standardise the 
security of their infrastructures, which are totally heterogeneous in terms of equipment and 
choice of manufacturers.  

A Chief Information Security Officer (CISO), also acting as Data Protection Officer (DPO), was 
also appointed as coordinator of the entire project and of the overall long-term management 
in support of the local CISOs.

The chosen solution
Since the CISO has historically been satisfied with Netasq solutions (which became 
Stormshield in 2014), it was only natural that they decided to call on Stormshield to ensure 
the overall security of the entire GHT by deploying an SN2100 cluster.

With bandwidth of up to 60 Gbps, this firewall provides customers with the best price/
performance ratio on the market for securing their traffic. In addition, since Stormshield 
solutions are already in place in some hospitals, the GHT took advantage of this desire to 
standardise the existing fleet to upgrade all its firewalls. 
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HOW TO OPTIMISE THE SECURITY OF UNIFIED 
INFORMATION SYSTEMS

The vulnerabilities of 
medical devices
The deployment of e-health holds 
great promise for public health, 
but cyber risks must also be taken 
into account. Medical equipment is 
increasingly connected to networks 
(Wi-Fi, radio frequency, Bluetooth, 
etc.) and becoming more modern, 
which is a breakthrough for the 
world of medicine. But they can 
also have weaknesses in the face 
of cyber-attacks by being infected 
with malicious code via an Internet 
connection or a USB drive.

Moreover, the security of health data 
is becoming increasingly complex 
as it now circulates between the 
information systems of a large 
number of players: hospitals, the 
social and medico-social sector, 
town medicine, teleconsultation, 
social security, mutual insurance 
companies, etc.
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Other advantages of the SN2100:  its ability to adapt to 
network configurations and its compliance with current GDPR 
regulations regarding the retention of and access to data and 
reports. 

From a security point of view, the customer is fully satisfied 
with the functionalities of these new-generation firewalls: 
intrusion detection and prevention, protection against DDoS 
(distributed denial of service) attacks and SQL injections, 
protection against data leakage, etc.

In addition, the customer also decided to deploy an 
SN2000 cluster at the two largest hospitals. In particular, 
they appreciated the smoothness between the networks 
(bandwidth of up to 30 Gbps) as well as their power and speed 
of execution.

The other four smaller facilities were equipped with SN310s 
and SN510s. These sites were able to benefit from the 
eight physical ports of the SN310 for greater flexibility and 
granularity in the definition of the filtering policy determined by 
the GHT. With the SN510, these sites have firewalls with the 
best features available on the market.

Finally, to ensure the overall management of all this equipment 
and to facilitate its daily management, the GHT also wanted 
a centralised administration solution. The Stormshield 
Management Center (SMC) solution was chosen to perform 
this function. Today, it makes it easier to set up a topology 
of secure interconnections between the various healthcare 
establishments and manages the Stormshield security 

solutions, access to equipment and order execution on several 
of them. They can exchange configuration or supervision data 
in real time while guaranteeing the confidentiality and integrity 
of this data. 

All these developments enable the establishments in this 
GHT to envisage a better pooling of skills (such as remote 
intervention by a surgeon on behalf of another hospital) and 
better coverage of functional needs.

Perfectly satisfied with the reliability (in terms of 

performance, availability and redundancy) of Stormshield's 

ANSSI-qualified products and the user-friendly and easy-

to-access interface of the SMC centralised administration 

solution, the customer is now considering new 

developments. In particular, a segmentation of the network 

to better protect biomedical tools. The objective of this 

partitioning project is to isolate the critical flows of this 

equipment from common information flows. A measure 

necessary to limit the risks for patients and to reinforce 

hospitals' resilience.
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