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How the University
of Leon is training
the cybersecurity
professionals of
tomorrow

EDUCATION

The University of Leodn, founded in 1979, is

home to one of the most advanced industrial
cybersecurity programmes in Spain. In November
2019, in its efforts to go even further in training
the professionals of tomorrow, it joined the
Stormshield Academy programme.
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Training industrial cybersecurity specialists

The SUPPRESS (supervision, control and automation of industrial processes) re-
search group at the University of Ledn (ULE) studies and analyses vulnerabilities
and attack techniques that may affect critical infrastructure monitoring and control
systems and their communication protocols.

However, despite the growing international demand for professionals in the indus-
trial security sector, the level of knowledge in this area is still low. The reason: sig-
nificant gaps in terms of training and awareness among staff who manage critical
industrial systems and infrastructure.

SUPPRESS and its critical infrastructure cybersecurity research laboratory (CIClab)
decided to join forces with Stormshield to become an industrial cybersecurity train-
ing centre.

“The initiative we're implementing with Stormshield is intended to train and pre-
pare the professionals of the future in cybersecurity,” explains Manuel Dominguez
Gonzalez, Director of the SUPPRESS research group.

A training programme leading to certification

This university partnership provides training and certification for teaching staff and
students taking masters’ degrees in industrial cybersecurity. It provides a compre-
hensive test environment for Stormshield solutions and provides ULE with access
to training equipment and content. Through this programme, the University is of-
fering its faculty and students the ability to obtain Stormshield CSNA certification.

A threefold response
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SNi40: the rail-mounted industrial firewall

As part of this partnership, the University of Ledn uses the SNi40 firewall. This
comprehensive solution for use in industrial installations includes highly advanced
and customisable protocol analysers. They provide unique security measures for
production systems, with no impact on their business activity. In this way, the
SNi40 contributes to the security of networks of PLCs and SCADA/HMI systems,
while monitoring and analysing custom protocols.

A fruitful partnership

The integration of Stormshield SNi40 firewalls into this research environment has
made it possible to develop and assess procedures for preventing, detecting and
responding to incidents. They are vital and effective devices for ensuring the se-
curity of critical systems in sectors such as industry, construction and electrical
energy.

And teaching staff who have been trained and certified as CSNAIs (Certified Storm-
shield Network Administrator Instructors) can now deliver CSNA courses. This en-
ables students in turn to acquire the knowledge they need to pass the exam.

The academic community also has access to the Stormshield technical assistance
centre and the SNS virtual laboratory via the manufacturer's training website.

Cr— “We are very satisfied with our partnership
) with Stormshield. They helped us get up to
C— speed with their advanced technologies. ”

MANUEL DOMINGUEZ GONZALEZ
director of the University of Ledn's
SUPPRESS research group.
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Future prospects

1. The Stormshield Academy program delivers enhanced cybersecurity training
in higher education. More than 100 European university and grande école
establishments are now signed up as partners.

2. The programme offers numerous benefits, including improved employability
for students, the incorporation of business products recommended by the
ANSSI (France’s National Information Systems Security Agency) into their
classrooms and teaching curricula, and an opportunity to tackle the IT
security issues of the day.

3. The challenge? To convince more and more universities to sign up to this
partnership. Because the more professionals are trained (and trained well),
the higher the level of corporate security.
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