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Supplementary Material S2: Key Informant
Interview Protocol

KII Discussion Guide—Draft Protocol

Introductions (This page will apply to all key informant
discussions)

• Introduce facilitators and participants.
• Thank participants for their time.
• ONC contracted NORC at the University of Chicago and
Informatics Review LLC (the NORC team) to assist the ONC
in the crucial work of ensuring the safe use of health
information technology (health IT) products.

� Under this project, NORC is conducting an as-is assess-
ment of the use of application programming interfaces
(API) and read/write capabilities for data access and
exchange. We will use the as-is assessment to identify
inwhich clinical scenarios the use of these read versus
read/write APIsmay bemost appropriate, and the data
elements that may be most feasible to exchange.

� Our assessment will also include an exploration of
costs associated with developing APIs, integration,
and maintenance costs. We will explore both patient
and provider uses of these APIs.

• A few things before we get started.
� I [main interviewer] will be leading the discussion,
but I will pause periodically to ask if our colleagues
have any other questions to add.

� We’ve scheduled this meeting to last 1 hour. Your
participation is voluntary and you can conclude the
discussion at any time. We are interested in your
opinions—It is completely okay for you not to
answer any questions that you do not want to.

� We do have a member of our team from NORC
taking notes so that we can write our summary.
We’d also like to make an audio recording to help
make sure we capture the entire discussion. The
notes and recording will only be used by NORC to
write the paper. Is that ok?

� We won’t share anything you have to say as coming
from you personally. We will not include direct
quotes without your permission. However, we would
like to include you in the acknowledgments as some-
one we spoke to; would that be alright?

�Wewill be conducting discussions with other experts
and stakeholders. Findings from these discussions
will be combined with results from our literature
review and submitted to ONC as a white paper. We
will summarize our findings from these discussions
and nothing in our paper will be cited as coming
directly from you or your company.

� If any questions come up after we conclude today,
please feel free to contact Krysta Heaney-Huls at
312–325–2510 or Heaney-Huls-Krysta@norc.org.

• The main objectives for our discussion today are to
discuss:

� Important use cases and standards for APIs. We are
particularly interested in issues around safety and
performance across these use cases.

� Challenges, technical concerns, and facilitators for
read and write capabilities.

� The outlook for future development of read–write
capabilities.

� The costs associated with API development, imple-
mentation, and use.

• Do you have any questions before we begin?

Protocol Version A: Questions for API Data
Providers (i.e., Implementers)

General

• Please discuss your role at [name of organization] and
what work you are doing related to APIs.

Use Cases and Capabilities
First, we’d like to discuss your use cases for/experience with
APIs.

• In what way are you/your organization currently working
with APIs?

• Whatusecasesareyou/yourorganizationprioritizing?Why?
• What standards are you using? Why did you select these
standards?

• Does your organization currently use/support any API
technology connected to your systems or systems you
maintain for others using your software?

• What app features/functionalities are most important?
• What, if any, vetting procedures does your organization
use to evaluate apps for potential pilots/implementation?

• What data are you concerned about in terms of threat to
data if/when you allow the API connection(s)?

• Does your organization allow third-party apps to write
data into your EHR system? If not, why not? If so:
– How did you come to that decision?
– How is that information stored or cataloged?
– Is it accessible directly in the EHR and incorporated,

including time stamps and important details? Or, is it a
pdf of code or text?

• What business/contractual relationships or other interop-
erability arrangements does your organization have with
developers of technology that connect to your API(s)?
(Such tech might include, for example, direct-to-consumer
or provider-facing apps, or Health ITmodules such as those
certified under ONC’s Health IT Certification Program.)

• What policies and procedures does your organization use
to monitor system performance around use of the API?
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• Howdoyou decide if a specific connection is a stress to the
system?

• Does your organization use any platforms/tools to moni-
tor use or behavior of apps connected to your API(s)? If
yes, please describe.

• Does your organization support any patient-facing apps
thatwould drawdata fromorwrite data toyour system, or
other organizations’ systems? We are particularly inter-
ested in apps that support the automatic flowof data from
medical devices; does your organization support any of
these types of apps?
– If yes, please discuss what apps and what type(s) of

data can be drawn from or written to specific parts of
your system.

– For those that can write data into your system, how is
the data vetted to ensure accuracy?Do you conduct any
follow-up to assess safety and standards after
implementation?

– If not, what would be needed to happen to support this
use cases?

• We were specifically thinking of FDA-cleared health
monitoring devices for chronic conditions, like a glucose
meter.Would it be desirable for frequent readings towrite
into the database for analysis? In what clinical contexts
would this PGHD be useful to the provider?

• Wewould like to talk about two example scenarios related
to requesting data access. What are the different consid-
erations that would arise from?
– Scenario A: An unaffiliated provider with a treatment

relationship with a patient you’ve seen requests the
patient’s record through an API.

– Scenario B: Your patient is using a direct-to-consumer
app and requests their data through an API.

• Do you use, or have plans to use, CDS Hooks?
• What’s uniqueordifferentiates CDSHooks fromotherAPIs?
• In what ways are APIs likely to be most helpful in
addressing interoperability?Wheremight they fall short?

• Priorities and challenges:
– What priorities/requirements do you have regarding

securityof your systems and the privacyand securityof
data on them?

– What security protocols and policies do you require as
a condition of use of your API to access data from (or, if
applicable, write data to) your systems?

– What security risks exist related to API use, andwhat is
distinct from APIs? Do they happen individually, or are
they part of broader security issues?

– What is value of OAUTH 2, given your current system?
– What challenges have you encountered in implemen-

tation? For example, challenges with:
& Hardware and software—Security and system

performance.
& Human–Computer interface—UI, data prove-

nance, assessing data quality.
& Workflow and communication—UI, workflow

integration, vendor support.

– If applicable, what policies and priorities do you have
regarding patient control of information?

– If applicable, what policies and priorities do you have
regarding flow of patient-generated information into:

& Clinicians’ information reviewor other workflows.
& Your organization’s legal medical record.

• Read versus read/write development:
– What lessons learned from pilot testing/implementa-

tion of read APIs can be extended to write APIs?
– Dowrite APIs (vs. read APIs) present unique challenges

related to security and/or system performance? If yes,
how might these challenges be addressed?

• The future of write capabilities:
– What data governance issues, if left unresolved, pose

the greatest challenges to confidence in data quality
and patient safety, and thus to widespread use of API
write capabilities?

– What technical capabilities and/or data governance
resources would most likely accelerate use of write
APIs in health care?

– What other challenges exist in pursuing write
capabilities?

API Openness
We’d now like to talk about the level of “openness” for the APIs
you’re using. For the purpose of this interview, we define
“openness” in terms of ease of access to the technical docu-
mentation needed to connect to the API, any fees associated
with, or other restrictions on, use of your API(s).

• How would you define/describe an “open API”?
• Whatwould you describe as the typical or average content
of technical documentation associated with published
APIs that you have encountered?

• Are the APIs you are using/developing based on open stand-
ards, or are they proprietary?What are the standards used?
– In this case, proprietary would mean that the APIs are

specific to the health IT developer (e.g., EHR vendors),
and not widely used.

– Can anyone access the APIs’ documentation?

• What sorts of approval or permission are needed to
connect to APIs you maintain or use?

• If you did not self-develop your API, was it included with
other technology you purchased or was there a separate/
specific cost to obtain and implement it?

• What information, if any, are you able to share about what
API cost you to build/obtain, install, and maintain?

• Is it free for other entities to connect to the APIs you offer,
or is there a charge?
– If thereare charges for using anAPI, are the chargesonan

ongoingbasis?Dothecharges varybyanycharacteristics
of theuser ordeveloperof theapplications connecting to
the API? What factors are related or specific to the
interaction of an application with the API?

Applied Clinical Informatics Vol. 11 No. 1/2020

Current-State Sociotechnical Assessment of APIs Dullabh et al.



& E.g., volume of data transferred in total or per
time period, data transfer speed supported,
volume of calls to the API from the application.

– If you are able to discuss them, are there any terms in
your contract with your developer(s) that would
restrict use of the API or systems to which it connects?

& What about any terms of use between you and
users of the APIs you deploy?

&Are there terms related to protecting your or your
developer’s intellectual property?

& Are components (such as libraries) related to the
API released on an open source basis? If so, what
under what license?

Discussion of Costs
In considering broader implementation of APIs and how the
surrounding cost structure, first:

• What is driving the cost of APIs (i.e., from both the
development and implementation perspective, including
the cost of ongoing use)?

• Who do you foresee bearing the costs of developing APIs?
– Of implementing/using APIs, including supporting

connections for third-party apps.

• What are the costs that you incur when granting these
requests?What resources do these requests demand from
your system and employees?

• What would API users (e.g., app developers or app users
like consumers or health care providers) be charged for?

• How would they be charged?
• Do certain cost structures make high prices and operating
costs for APIs more or less likely? What strategies might
help avoid a scenario in which API cost stymies informa-
tion flow?

Final Thoughts

• Are there any final thoughts you’d like to share on APIs
and/or interoperability?

• In what ways are APIs likely to be most helpful in
addressing interoperability?Wheremight they fall short?

Thank you for your time.

Protocol Version B: Questions for API
Technology Suppliers, API Platform
Suppliers, and Third-Party Aggregators
(i.e., Entitles Making APIs Available to API
Data Providers and API Users)

General

• Please discuss your role at [name of organization] and
what work you are doing related to APIs.

Use Cases and Capabilities
First, we’d like to discuss your use of APIs.

• In what ways is your organization currently working with
APIs?

• What use cases is your organization prioritizing? Why?
• What standards are you using? Why did you select these
standards?

• Does your organization currently support any API-en-
abled apps? If so, which ones?
– E.g., Apple’s Health Record API? What are the benefits

and challenges you’ve encountered?

• What vetting processes does your organization follow for
granting access to either open or proprietary APIs?

• What costs to the developer are associated with the
registration and/or testing/validation process?

• What business/contractual relationships does your orga-
nization have related to bringing/APIs to users?
– E.g., with developers, app providers, EHR vendors.

• What priorities/requirements do you have regarding API
privacy and security?

• What policies and procedures does your organization use
to ensure security of implemented apps?

• What policies and procedures do you have regarding
patient control of information?

• What policies and procedures does your organization use
to monitor system performance around application use?
How/What works for ensuring accurate performance?
Efficient performance?

• Do you conduct any follow-up to assess safety and stand-
ards after implementation?

• In what ways are APIs likely to be most helpful in
addressing interoperability?Wheremight they fall short?

• Current challenges:
– From your perspective, is there a predominant stan-

dard being used for APIs? If yes, please discuss.
– Again, from your perspective, how does the timeline and

process forwidespread adoptionof these standards avail-
able in production environments impact the use of APIs?

– What are the most pressing challenges for API imple-
mentation and use?

– What security risks exist related to API use, andwhat is
distinct from APIs? Do they happen individually, or are
they part of broader security issues?

– What is value of OAUTH 2, given your current system?
– Are there data governance or interoperability chal-

lenges for APIs that could be mitigated through the
forthcoming ONC Cure Act implementation NPRM? If
yes, what are they?

• Working with provider organizations, have you encoun-
tered challenges in any of the following areas that affected
API implementation and/or use?
– Human–Computer interface.

& How does your product maintain, record, and
help verify information (e.g., display data prove-
nance to users; document and store a complete
record trail, verify data accuracy)?
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& In your experience working with health care
organizations that are early implementers,
have you encountered any issues with system
performance?

– Read versus read/write development.
&What lessons learned frompilot testing/implemen-

tation read APIs can be extended to write APIs?
& Do write APIs (vs. read APIs) present unique

challenges related to security and/or system
performance? If yes, howmight these challenges
be addressed?

• The future of write capabilities:
– What data governance issues, if left unresolved, pose

the greatest risk to interoperability?
– How can challenges to confidence in data quality and

potential risks to patient safety be resolved to encour-
age more widespread use of API write capabilities?
What technical capabilities and/or data governance
resources would most likely accelerate use of write
APIs in health care?

– Whatotherchallengesexist inpursuingwritecapabilities?

API Openness
We’d now like to talk about the level of “openness” for the APIs
you’re using/developing. For the purpose of this interview, we
define “openness” in terms of ease of access to the technical
documentation needed to connect to the API, any fees associ-
ated with, or other restrictions on, use of your API(s).

• How would you define/describe an “open API”?
• Are the APIs you are developing/using based on open
standards, or are they proprietary?
– In this case, proprietary would mean that the APIs are

specific to the EHR vendor, and not widely used.

• Can anyone access the APIs? What sorts of approval or
permission are needed to get access to them? What kind
of documentation is made available?

• Is it free to start using the APIs, or is there a charge?
• Are there charges on an ongoing basis? Requirements for
revenue sharing?

• Are there any terms that would restrict use of the system
related to intellectual property?

• Are components (such as libraries) related to the API
released on an open source basis? If so, under what license?

• Assuming the pieces related to the EHR vendor are sorted
out, do healthcare provider organizations permit API calls,
especially on behalf of patients. And do they impose any
challenging restrictions on use?

• Have you considered a bulk API or bulk data transfer to
support aggregate level query for these datasets? Why or
why not?

Discussion of Costs
In considering broader implementation of APIs and how the
surrounding cost structure, first:

• What is driving the cost of APIs, i.e., from both the
development and implementation perspective?

• Who would bear the costs of APIs and health care apps?
• What is your pricing/licensing model for app developers/
clients to access your APIs?

• How would they be charged?
• Do certain cost structuresmakehigh prices and barriers to
information exchangemore or less likely?What strategies
might help avoid a scenario in which API cost stymies
information flow?

Final Thoughts

• Are there any final thoughts you’d like to share on APIs
and/or interoperability?

Thank you for your time.

Protocol Version C: Questions for API Users

General

• Please discuss your role at [name of organization] and
what work you are doing related to APIs.

Use Cases and Capabilities
First, we’d like to discuss the health care-related use cases
you’re encountering for APIs and apps:

• Use cases:
– What kind of health care uses cases are you currently

developing applications for?
– Are you prioritizing, or do you see a market preference

for, certain use cases? Why?

• Prompts:
– APIs to exchange data (e.g., clinical exchange between

EHRs, registries, data warehouses).
– APIs to contribute data to EHRs (e.g., mobile apps for

PROs, PGHD).
– APIs to aggregate data (e.g., PHRs, longitudinal records).
– Disease-specific or setting-specific use cases.

• What standards are you using for APIs?Why did you select
these standards?

• Are any of your apps currently in use by major EHR
vendors, or integrating with their software, etc.?

• Please describe:
– What, if any, vetting procedures do your apps undergo

before being supported by an EHR vendor, app plat-
form, or aggregators?

– What business/contractual relationships do you have
related to bringing apps/APIs to users, e.g., with app
providers, EHR vendors?

– What priorities/requirements do you have regarding
privacy and security?

– How do you test your app for its potential impact on
system performance?

– What policies and procedures do you have regarding
patient control of information?
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• Do patients have the ability to edit their data within an
app? Can patient-edited information be pushed to the
provider or written to the health record?

• Can patients remove information from the app or health
record?

• In what ways are APIs likely to be most helpful in
addressing interoperability?Wheremight they fall short?

• Current challenges:
– What are the most pressing challenges for secure API

implementation?

• App considerations/specifications:
– Human–Computer interface.

• What processes do you use to address usability require-
ments for the Apps you develop?

• Does your app integrate with user systems like PHRs or
EHRs? If yes, please explain.

• How does your app maintain, record, and help verify
information, e.g., display data provenance to users; docu-
ment and store a complete record trail?

• How does your app support the accurate integration of
data and use of data?

• How do you mitigate concerns regarding system perfor-
mance when integrating app data (potentially large
volumes of data)?

• Read versus read/write development:
– To what extent are you familiar with read APIs versus

read–write?
– Does your app provide these capabilities to users? If

yes, please discuss.
– What lessons learned from pilot testing/implementa-

tion read APIs can be extended to write APIs?
– What gaps still need to be filled in write functionality

to support audit logging, capture of data provenance,
and to improve security and/or system performance?

• The future of write capabilities:
• What technical capabilities and/or data governance
resources would most likely accelerate use of write APIs
in healthcare?

• What other challenges exist in pursuing write capabilities?

API Openness
We’d now like to talk about the level of “openness” for the
APIs you’re using to develop apps. For the purpose of this

interview, we define “openness” in terms of ease of access to
the technical documentation needed to connect to the API,
any fees associated with, or other restrictions on, use of the
APIs.

• How would you define/describe an “open API”?
• Whatwould you describe as the typical or average content
of technical documentation associated with published
APIs that you have encountered?

• Are the APIs you’re accessing based on open standards, or
are they proprietary?
– In this case, proprietary would mean that the APIs are

specific to the EHR vendor, and not widely used.

• Can anyone access the APIs’ documentation? What sorts
of approval or permission are needed to get access to
them?

• Is it free to start using the APIs, or is there a charge?
• Are there charges on an ongoing basis? Requirements for
revenue sharing?

• Are there any terms that would restrict use of the system,
onerous requirements related to intellectual property?

• Are components (such as libraries) related to the API
released on an open source basis? If so, under what
license?

Discussion of Costs
In considering broader implementation of APIs and how the
surrounding cost structure, first:

• What do you see as the major cost components for APIs?
• Who do you foresee as bearing the costs of developing,
implementing, and using APIs and supporting connec-
tions to health care apps?

• What should people be charged for?
• How would they be charged?
• For example, what cost amounts or structures would
inhibit your ability share data? What strategies might
help avoid a scenario in which API cost stymies informa-
tion flow?

Final Thoughts
Are there anyfinal thoughts you’d like to share onAPIs and/or
interoperability?

Thank you for your time.
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