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Motivation and Background
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• Augmented reality (AR) “[...] combines real and virtual 
objects in a real environment; runs interactively, and 
in real time; and registers (aligns) real and virtual 
objects with each other" [Azuma et al. 2001, p. 34]

• AR as the next “big technology” [Business Insider Intelligence 2016, 
Cook 2016]

• 83.1 million users in the US in 2020 [Petrock 2020]

• Our work focuses on the end users of mobile AR 
technologies (MAR)
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Privacy in Mobile AR
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Amplified risks and concerns:
• More sensors and associated data required due to 

context-dependency for realistic experience
• Potential for realistic deceptive malicious 

interventions
• Even more limited transparency about data practices

→ Smartphone permissions are an integral part for 
providing information about apps’ data collection 
practices 
• Existing permission systems are criticized for 

inattention to context [Kelley et al. 2012, Wei et al. 2012, Wijesekera et al. 
2015], 
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Research Questions

5USENIX Symposium on Usable Privacy and Security (SOUPS) 2021

RQ1: How does information provided in smartphone 
permissions affect users’ understanding of what 
resources and data are accessed by an MAR app? 
And what are users’ expectations about the impact of 
these permissions on the app’s performance?

RQ2: How does information provided in permissions affect 
users’ privacy concerns regarding MAR apps?

RQ3: How do the justifications for requesting smartphone 
permissions affect users’ choices regarding whether to 
grant such permissions and whether to download an 
MAR app?

RQ4: How can the transparency of smartphone permissions 
in MAR apps be improved?



5. Juli 2021

Method – Research Design

• Study 1 (N=292), Study 2 (N=289)
• Between-subjects design 

• Control (permission labels only)
• vs Non-Contextualized Justifications (NCJ) 
• vs Contextualized Justifications (CJ)

• Willingness to grant permission
• Privacy concerns 
• Informativeness of the permissions
• App download intention (Study 2)
• Open-text answers about additional information 

required for better understanding of the app’s data 
practices (Study 1)
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Method – Permission Set
• 7 existing permissions and 9 new ones reflecting resources 

needed by MAR apps
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Existing permissions Newly introduced permissions

Storage / Photos / Media Library Accelerometer

Contacts Gyroscope

Network / Internet Access Magnetometer

Microphone LiDAR Scanner

Camera Geometry Tracking

Location Services Raw Camera Output

Notifications Object Recognition

Face Recognition

Speech Recognition
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Results: Contextualized Justifications 

Contextualized justifications about data use 
(descriptions tailored to the app’s context) 

- Improve general understanding of app’s data 
practices and the perceived permission 
informativeness

- Mitigate privacy concerns (in Study 2)
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Results: No Justifications 

In the conditions without justifications requested: 
- More clarifications about what data is collected by 

the app
- How data is used
- Whether it is possible to decline the permission and 

how it would affect the app’s performance

9USENIX Symposium on Usable Privacy and Security (SOUPS) 2021



5. Juli 2021

Results: Mediation Effects 
Contextualized Justifications do not directly affect the 
willingness to grant the permissions or download the app, 
but there is a mediating effect: 
- Privacy concerns negatively affect the willingness to 

grant permissions and
- Perceived informativeness of the permissions about app’s 

data practices (transparency) positively affect willingness 
to grant permissions 

- Improved transparency and lower perceived privacy 
danger increase the willingness to grant permissions
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Recommendations

Improve MAR app permission transparency:
- Add permissions about new sensors and data 

processings that are perceived as dangerous (e.g. 
face 
and speech recognition)

- Introduce contextualized justifications and show 
when functionalities or data are accessed

- Test linguistic complexity of justifications and 
explanations

- Use short descriptions of novel sensors and functions
- Improve visual appearance by grouping permissions 

(e.g., by use), expandable text boxes (avoiding 
fatigue)

- Indicate whether permission can be denied
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Key take-aways: 
Key take-aways:
- Justifications are useful for creating transparency, 

but they need to be meaningful, easy to understand 
and tailored to the context of the app

- New permissions that raise significant concerns 
among participants should be added

- Knowledge-concern gap for MAR apps: users need to 
be informed about technical possibilities to exploit 
the variety of sensors (clarifications and justifications 
one step towards addressing this)

Future Work:
- Cross-country comparison of users’ perceptions and 

understanding  of MAR apps
- Field experiments with other app categories to 

evaluate ecological validity 
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