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Agenda
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IcePeony



China-nexus APT group

• Active since at least 2023

• Targeting South and Southeast Asia
• India, Mauritius, and Vietnam

• Indian Ocean and South China Sea

• Mainly government agencies

• Exploiting web application vulnerability
• SQL Injection

• Using IIS module malware
• IceCache

• Maybe connected to China's maritime strategy
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IcePeony
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Victimology

India

Government

Academic

Mauritius

Government

Vietnam

Political Party
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OPSEC Fail



In early July 2024, IcePeony had set their server to OpenDir

• Tools
• CobaltStrike 4.8

• craXcel

• frp

• Impacket

• reGeorg

• Sqlmap

• suo5

• Stowaway
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OpenDir

• Malware
• IceCache Client

• Command History
• .zsh_history

• Some scripts and logs



Two weeks command history was left, revealing the details of the intrusions
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Command History
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.aliases

• Aliases for commands commonly used in intrusions

• Help for commands commonly used in intrusions
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Intrusion Timeline
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Timeline (1/2)

[6/28]
SQL Injection was attempted on 
govt websites. If successful, a 
webshell or IceCache was 
installed

[6/29]
User information from the 
domain environment was 
collected, and an account for 
exploitation was created

[7/1]
Used IceCache to add proxy rules

[7/2]
Explored other 
potentially vulnerable 
hosts and attempted to 
compromise them

[7/3]
Various tools were used to 
maintain the compromise, 
including StaX and Diamorphine

[7/4]
Further compromises 
were attempted using 
URLFinder and sqlmap
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Timeline (2/2)

[7/5]
User and group information from the 
domain environment was collected 
using IceCache

[7/6]
Checked the connections

[7/8]
Password-protected Excel files were 
cracked using craXel, and lateral 
movement was attempted using WmiExec

[7/9]
New proxy rules were 
added, and persistence 
was established by task 
schedule

[7/10]
Checked the connections and 
attempted lateral movement

[7/11]
Checked the 
connections and 
attempted lateral 
movement
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Tools



• Version 4.8 (Cracked)
• https://github.com/3yujw7njai/CobaltStrike-4.8-Cracked

• Probably using bingsearch_getonly.profile
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CobaltStrike

https://github.com/3yujw7njai/CobaltStrike-4.8-Cracked
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sqlmap (1/2)

• Well-known SQL injection tool

• Command line arguments used

https://sqlmap.org/

https://sqlmap.org/
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sqlmap (2/2)

• 1.txt
• Send data to __VIEWSTATE field

Deserialize data 1.txt



• HTTP proxy tunnel built on the Chunked-Encoding

• With transmission performance similar to FRP

• Supports usage in nginx reverse proxy and load balancing scenarios

• Supports all versions of IIS .Net Framework >= 2.0
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suo5

https://github.com/zema1/suo5

https://github.com/zema1/suo5


• Customized Stowaway
• Open Source highly functional proxy tool develop in Go language

• Added implementation of encryption for communication targets given as arguments

• Custom Base64 + AES

19

StaX



• Used to analyze js and url in the page to find sensitive information or 
unauthorized api interfaces hidden 
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URLFinder

https://github.com/pingc0y/URLFinder

https://github.com/pingc0y/URLFinder


• Removes Workbook and Worksheet 
Protection passwords on Excel files

• craXcel cannot unlock encrypted files
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craXcel



• OSS proxy tool for executing commands
• https://github.com/haad/proxychains

• Using to execute some scripts
• info.sh

• linux_back.sh

• linux_seo.sh
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ProxyChains

https://github.com/haad/proxychains
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info.sh

• Gathers system information and stores it in 
sysinfo.txt
• Environment information

• user information

• installed tool versions

• network environment

• ssh configuration files

• command history



• Installing backdoor

• Creating a user

• Checking system stats
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linux_back.sh (1/2)



• Rootkit installation
• Diamorphine

• https://github.com/m0nad/Diamorphine
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linux_back.sh (2/2)

https://github.com/m0nad/Diamorphine


• Nmap

• frp

• Impacket

• reGeorg

• fscan

• Ladon

• linux-exploit-suggester

• DirtyCow exploit
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Other Tools

frpc.ini
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IceCache / IceEvent
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IceCache / IceEvent

IceCache ModuleIceCache Client

Actor C2 Victim IIS Server

• Compromise the victim's IIS with IceCache

• IceEvent was probably used for internal network communications

[Request]

[Response]

IceEvent

Victim Server

Used for internal 

communication?



• ELF64 Binary

• Developed in Go lang

• Customized reverse proxy 
based on reGeorge
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IceCache Client



• Installed on IIS Server

• There are two types
• although some commands are not even present in the same type

• PDB
• C:¥Users¥power¥documents¥visual studio 

2017¥Projects¥cachsess¥x64¥Release¥cachsess.pdb

• C:¥Users¥power¥Documents¥Visual Studio 
2017¥Projects¥cachsess¥Release¥cachsess32.pdb
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IceCache Module (1/2)
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IceCache Module (2/2)

TYPE-A

EXEC / EXEC_PRO Command to the execution of a process

SOCKS_HELLO Command to SOCKS protocol initial handshake message

SOCKS_CONNECT Command to indicate a connection request with the SOCKS 
protocol

SOCKS_DISCONNECT Command to indicate disconnection with SOCKS protocol

SOCKS_READ Command to reading of data in SOCKS protocol

SOCKS_FORWARD Command to instruct data transfer via SOCKS protocol

PROXY_ADD Command to add a proxy

PROXY_LIST Command to list a proxy

PROXY_DEL Command to del a proxy

PROXY_CLEAR Command to clear all proxy settings

PROXY_SET_JS Set the JavaScript

PROXY_GET_JS Get set the JavaScript

PROXY_ALLOW_PC Allowed PC settings

PROXY_CACHE_CLEAR Command to clear the proxy cache

PROXY_CACHE_TIME Command to set proxy cache time

FILE_UPLOAD Upload Files

FILE_DOWNLOAD Download Files

TYPE-B

EXEC / EXEC_PRO Command that directs the execution of a process

SOCKS_HELLO SOCKS protocol initial handshake message

SOCKS_CONNECT Command to indicate a connection request with the 
SOCKS protocol

SOCKS_DISCONNECT Command to indicate disconnection with SOCKS protocol

SOCKS_READ Command that directs reading of data in SOCKS protocol

SOCKS_FORWARD Command to instruct data transfer via SOCKS protocol

PROXY_ADD Command to add a proxy

PROXY_LIST Command to list a proxy

PROXY_DEL Command to del a proxy

PROXY_CLEAR Command to clear all proxy settings

FILE_UPLOAD / 
FILE_UPLOAD_PRO

Upload Files

FILE_DOWNLOAD / 
FILE_DOWNLOAD_PRO

Download Files

IIS_VERSION Show IIS version
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IceCache Module Type

sha256[:8] Compile Time First Submission Submitter Cmd Num X-Token TYPE

5b16d153 2024-07-17 09:11:14 2024-08-03 04:58:20 c8d0b2b9 (ID) 20 tn7rM2851XVvOFbc B

484e2740 2024-06-21 03:05:15 2024-08-07 09:25:53 39d4d6d2 – email 20 tn7rM2851XVvOFbc B

11e90e24 2024-06-05 03:52:48 2024-06-18 12:21:50 d9cb313c (ID) 20 tn7rM2851XVvOFbc B

b8d030ed 2024-06-05 03:52:41 2024-06-18 10:47:18 408f1927 (ID) 20 tn7rM2851XVvOFbc B

ceb47274 2024-04-25 09:53:26 2024-08-02 21:50:50 06ac9f47 (BR) 20 tn7rM2851XVvOFbc B

d1955169 2024-04-21 11:29:25 2024-06-18 12:24:39 d9cb313c (ID) 18 tn7rM2851XVvOFbc B

de8f58f0 2024-04-21 11:29:10 2024-06-18 10:49:53 408f1927 (ID) 18 tn7rM2851XVvOFbc B

535586af 2024-03-27 05:08:50 2024-04-19 07:57:19 c2440bbf (ID) 18 tn7rM2851XVvOFbc B

0b8b10a2 2024-03-27 05:08:57 2024-04-18 13:54:16 c2440bbf (ID) 18 tn7rM2851XVvOFbc B

a66627cc 2024-02-20 09:26:58 2024-03-12 15:17:55 a6412166 (VN) 16 cbFOvVX1582Mr7nt A

e5f520d9 2024-02-01 09:32:21 2024-07-17 09:30:04 24761b38 (SG) 24 cbFOvVX1582Mr7nt A

3eb56218 2023-12-07 03:04:16 2024-03-20 13:54:02 0f09a1ae (ID) 24 cbFOvVX1582Mr7nt A

5fd5e99f 2023-09-27 08:50:46 2024-03-24 08:59:02 Ca43fb0f (ID) 24 cbFOvVX1582Mr7nt A

0eb60e4c 2023-08-23 09:11:24 2023-10-18 10:11:00 0e8f2a34 (VN) 18 cbFOvVX1582Mr7nt A
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IceCache Module Type

sha256[:8] Compile Time First Submission Submitter Cmd Num X-Token TYPE

5b16d153 2024-07-17 09:11:14 2024-08-03 04:58:20 c8d0b2b9 (ID) 20 tn7rM2851XVvOFbc B

484e2740 2024-06-21 03:05:15 2024-08-07 09:25:53 39d4d6d2 – email 20 tn7rM2851XVvOFbc B

11e90e24 2024-06-05 03:52:48 2024-06-18 12:21:50 d9cb313c (ID) 20 tn7rM2851XVvOFbc B

b8d030ed 2024-06-05 03:52:41 2024-06-18 10:47:18 408f1927 (ID) 20 tn7rM2851XVvOFbc B

ceb47274 2024-04-25 09:53:26 2024-08-02 21:50:50 06ac9f47 (BR) 20 tn7rM2851XVvOFbc B

d1955169 2024-04-21 11:29:25 2024-06-18 12:24:39 d9cb313c (ID) 18 tn7rM2851XVvOFbc B

de8f58f0 2024-04-21 11:29:10 2024-06-18 10:49:53 408f1927 (ID) 18 tn7rM2851XVvOFbc B

535586af 2024-03-27 05:08:50 2024-04-19 07:57:19 c2440bbf (ID) 18 tn7rM2851XVvOFbc B

0b8b10a2 2024-03-27 05:08:57 2024-04-18 13:54:16 c2440bbf (ID) 18 tn7rM2851XVvOFbc B

a66627cc 2024-02-20 09:26:58 2024-03-12 15:17:55 a6412166 (VN) 16 cbFOvVX1582Mr7nt A

e5f520d9 2024-02-01 09:32:21 2024-07-17 09:30:04 24761b38 (SG) 24 cbFOvVX1582Mr7nt A

3eb56218 2023-12-07 03:04:16 2024-03-20 13:54:02 0f09a1ae (ID) 24 cbFOvVX1582Mr7nt A

5fd5e99f 2023-09-27 08:50:46 2024-03-24 08:59:02 Ca43fb0f (ID) 24 cbFOvVX1582Mr7nt A

0eb60e4c 2023-08-23 09:11:24 2023-10-18 10:11:00 0e8f2a34 (VN) 18 cbFOvVX1582Mr7nt A

[+]PROXY_LIST_CONTENT
[+]PROXY_ENABLE
[+]PROXY_ADD_CONTENT
[+]PROXY_GET_CONTENT
[+]PROXY_DEL_CONTENT
[+]PROXY_CLEAR_CONTENT

[-]PROXY_LIST_CONTENT
[-]PROXY_ADD_CONTENT
[-]PROXY_GET_CONTENT
[-]PROXY_DEL_CONTENT
[-]PROXY_CLEAR_CONTENT
[-]PROXY_SET_JS
[-]PROXY_GET_JS
[-]PROXY_ALLOW_PC

[+]PROXY_COUNT
[+]IIS_VERSION

[+] FILE_UPLOAD_PRO
[+] FILE_DOWNLOAD_PRO



• Installed as a service

• Simple Passive Backdoor
• Hard-coded list of ports to listen on 49834

• Log output to TEMP folder
• C:¥¥Windows¥¥Temp¥¥servicelog.txt

• PDB
• C:¥Users¥power¥Documents¥Visual Studio 

2017¥Projects¥WinService¥x64¥Release¥WinService.pdb 
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IceEvent (1/2)
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IceEvent (2/2)

TYPE-B

UPFILE Upload Files

DOWNFILE Download Files

CMD Command to the execution of a process

TYPE-A

FILE: Command to Reading files via sockets

CMD: Command to the execution of a process

sha256[:8] Compile Time First Submission Submitter Cmd Num TYPE

80e83118 2024-04-25 09:50:58 2024-07-25 05:43:08 INDIA(99003aca) 3 B

9aba997b 2024-04-30 04:48:48 2024-06-14 05:46:49 INDIA(060734bd) 3 B

9a0b0439 2024-04-25 09:50:58 2024-06-14 05:00:08 INDIA(060734bd) 3 B

bc94da1a 2023-08-23 08:52:46 2023-09-05 03:03:57 INDIA(81f8b666) 2 A



• Same encoding method for communication data

• Same command implementation

• PDB shows that they were made in the same development environment
• C:¥Users¥power¥Documents¥Visual Studio 2017¥Projects
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Similarities between IceCache and IceEvent
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Similarities between IceCache and IceEvent

IceCache IceEvent



Similarities between IceCache and IceEvent

IceCache IceEvent
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C&C Communication

25 34 63 32 A1 CA 7B 3C 8D 2E 6F 05 09 28 37 56

XOR
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Infrastructure



• Proxy

• Ping

• cURL

• StaX
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Related Infractructure
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Related Infractructure

IP AS company country region city

165.22.211.62 DIGITALOCEAN-ASN DigitalOcean, LLC IN Doddaballapura Karnataka

64.227.133.248 DIGITALOCEAN-ASN DigitalOcean, LLC IN Doddaballapura Karnataka

103.150.186.219 Ewebguru Noida Network IN Uttar Pradesh Noida

107.148.37.63 PEG TECH INC PEG TECH INC SG Singapore Singapore

103.99.60.119 Hong Kong FireLine Network LTD Shenzhen City Kayan Technology Co., Ltd CN Shenzhen Guangdong

103.99.60.108 Hong Kong FireLine Network LTD Shenzhen City Kayan Technology Co., Ltd CN Shenzhen Guangdong

103.99.60.93 Hong Kong FireLine Network LTD Shenzhen City Kayan Technology Co., Ltd CN Shenzhen Guangdong

154.213.17.225 Hong Kong FireLine Network LTD HK Qianlong Technology Co., Limited HK Hong Kong Hong Kong

154.213.17.237 Hong Kong FireLine Network LTD HK Qianlong Technology Co., Limited HK Hong Kong Hong Kong

45.195.205.88 Hong Kong FireLine Network LTD HK Qianlong Technology Co., Limited HK Hong Kong Hong Kong

154.213.17.244 Hong Kong FireLine Network LTD HK Qianlong Technology Co., Limited HK Hong Kong Hong Kong

149.115.231.17 XNNET LLC Cogent Communications US Los Angeles California

149.115.231.39 XNNET LLC Cogent Communications US Los Angeles California

173.208.156.19 WII WholeSale Internet, Inc US Missouri Kansas City

173.208.156.144 WII WholeSale Internet, Inc US Missouri Kansas City

63.141.255.16 Nocix, LLC Nocix, LLC US Missouri Kansas City

204.12.205.10 Nocix, LLC Nocix, LLC US Missouri Kansas City
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Attribution
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Work Cycle: Hour

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23

8 a.m. ~ 10 p.m. 

The timestamps of 

command history

in UTC+8
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Work Cycle: Week

Sunday Monday Tuesday Wednesday Thursday Friday Saturday

Working six days 

a week

Holiday
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https://en.wikipedia.org/wiki/996_working_hour_system

Evil Working Conditions

https://en.wikipedia.org/wiki/996_working_hour_system


Simplified Chinese characters were used in comments of scripts
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Simplified Chinese



• Developed by Chinese security engineer

• Fairly minor tool and not used elsewhere
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reGeorgGo

https://zz1gg.github.io/https://github.com/zz1gg/secdemo/tree/main/proxy/reGeorgGo

https://zz1gg.github.io/
https://github.com/zz1gg/secdemo/tree/main/proxy/reGeorgGo
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Relationship with the Targets

India is engaging in strategic cooperation 
with Mauritius to counter China's 
expansion into the Indian Ocean

Mauritius

https://www.mea.gov.in/newsdetail1.htm?12042/

https://www.mea.gov.in/newsdetail1.htm?12042/
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Diamond Model

Adversary

Infrastructure

Victims

Capabilities

• Exploiting web application 
vulnerability
• SQL Injection

• Prefer open-source proxy tools
• reGeoge
• Suo5
• Stowaway
• ProxyChains

• IceCache and IceEvent

• Geography
• South and South east Asia
• India, Mauritius, and Vietnam
• Indian Ocean and South China Sea

• Industry
• government agencies
• Academic

• IN region VPS
• HK or CN Hosting

• use Simplified Chinese
• Working under the 996 working 

hour system
• Interested in the politics of 

Indian Ocean countries
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Wrap-Up



IcePeony is a China-nexus APT group

• Active since at least 2023

• Targeting South and Southeast Asia
• India, Mauritius, and Vietnam

• Indian Ocean and South China Sea

• Mainly government agencies
• An attack targeting over 200 different Indian government websites

• Exploiting web application vulnerability
• SQL Injection

• Using Original malware
• IceCache and IceEvent

• Maybe connected to China's maritime strategy
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Wrap-Up
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Thank you
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Appendix: IoCs

• 165[.]22.211.62

• 64[.]227.133.248

• 173[.]208.156.19

• 173[.]208.156.144

• 154[.]213.17.225

• 103[.]150.186.219

• 63[.]141.255.16

• 204[.]12.205.10

• 107[.]148.37.63

• 103[.]99.60.119

• 154[.]213.17.237

• 45[.]195.205.88

• 154[.]213.17.244

• 103[.]99.60.93

• 149[.]115.231.17

• 149[.]115.231.39

• 103[.]99.60.108

• d45qomwkl[.]online

• k9ccin[.]com

• k8ccyn[.]com

• 88k8cc[.]com

• googlesvn[.]com



• IceChache
• 484e274077ab6f9354bf71164a8edee4dc4672fcfbf05355958785824fe0468f

• 5b16d1533754c9e625340c4fc2c1f76b11f37eb801166ccfb96d2aa02875a811

• ceb47274f4b6293df8904c917f423c2f07f1f31416b79f3b42b6d64e65dcfe1b

• e5f520d95cbad6ac38eb6badbe0ad225f133e0e410af4e6df5a36b06813e451b

• d1955169cd8195ecedfb85a3234e4e6b191f596e493904ebca5f44e176f3f950

• 11e90e2458a97957064a3d3f508fa6dadae19f632b45ff9523b7def50ebacb63

• de8f58f008ddaa60b5cf1b729ca03f276d2267e0a80b584f2f0723e0fac9f76c

• b8d030ed55bfb6bc4fdc9fe34349ef502561519a79166344194052f165d69681

• 535586af127e85c5561199a9a1a3254d554a6cb97200ee139c5ce23e68a932bd

• 0b8b10a2ff68cb2aa3451eedac4a8af4bd147ef9ddc6eb84fc5b01a65fca68fd

• 5fd5e99fc503831b71f4072a335f662d1188d7bc8ca2340706344fb974c7fe46

• 3eb56218a80582a79f8f4959b8360ada1b5e471d723812423e9d68354b6e008c

• a66627cc13f827064b7fcea643ab31b34a7cea444d85acc4e146d9f2b2851cf6

• 0eb60e4c5dc7b06b719e9dbd880eb5b7514272dc0d11e4760354f8bb44841f77

• IceEvent
• 80e831180237b819e14c36e4af70304bc66744d26726310e3c0dd95f1740ee58

• 9a0b0439e6fd2403f764acf0527f2365a4b9a98e9643cd5d03ccccf3825a732e

• 9aba997bbf2f38f68ad8cc3474ef68eedd0b99e8f7ce39045f1d770e2af24fea

• bc94da1a066cbb9bdee7a03145609d0f9202b426a52aca19cc8d145b4175603b
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Appendix: IoCs
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