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Security Researcher @ NTT Security
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Security Researcher @ NTT Security
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Security Researcher @ NTT Security
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Code-Signing Certificate

Widely used for the following two main purposes:

• To indicate the software publisher

• To verify whether the software has been tampered with
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Abuse of Code-Signing Certificate

It is no longer uncommon for malware or malicious files to be code-signed.
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How to Get Valid Certification

1. Stealing from organizations that already possess certificates

→ This was traditionally the most common method.

2. Purchasing certificates issued through various means

→ This method has surged in recent times.
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e.g., Malicious MSIX File

MSIX files must be signed with a valid code-signing certificate

→ Vendors providing MSIX files collaborate with code-signing certificates sellers
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Code-Signing Certificate Sellers
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Price List Example

2024



©          NTT Security Holdings All Rights Reserved

Collecting MSIX Files

Investigated MSIX files submitted on online malware-sharing sites for over a year

A single certificate is abused for several months.
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Interesting Habit

Legitimate files (test samples) submitted before the MSIX files exist
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Interesting Habit

1. Legitimate Software files signed with a certificate
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Interesting Habit

2. Submitted before the MSIX files
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Interesting Habit

Sometimes submitted several months in advance
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Interesting Habit

3. The same uploader submits multiple test samples at the same time.
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Collecting MSIX & Test Samples

• Analyzed over 300 malicious MSIX files submitted by March 2024

• Discovered 24 certificates and 18 test samples
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Legitime Software # Test Samples

Putty 6

7-zip 3

Rufus 2

AnyDesk 1

Inno Setup 1

Others 5
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Test Samples (Until Mar 2024)
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Signature 

No. 
8 9 10 11 12 1 2

Test Sample 

submitter

11 A

12 B

14 A

17 C

18 D

20 E

22 E
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Test Samples (Until Mar 2024)
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Hypothesis: Future Sight

Certificates that may be abused in the future can be identified from test samples.
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submitter E

(No. 20)(No. 22)
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Hypothesis: Future Sight

Certificates that may be abused in the future can be predicted from test samples
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submitter E

Expected to be exploited in future attacks
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Find Test Sample

Attackers are likely to use similar test samples
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Time of submission

File name

File similarity (ssdeep, TLSH)
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Test Samples (Apr 2024)
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Signature 

No. 
9 10 11 12 1 2 3 4 submitter

25 F

26 E

27 E

29 G

32 E

33 D

Discovered 10 new certificates in April 2024
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Test Samples (Apr 2024)
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Signature 

No. 
9 10 11 12 1 2 3 4 submitter

25 F

26 E

27 E

29 G

32 E

33 D

Discovered 10 new certificates in April 2024
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Hypothesis: Future Sight

Predicted certificates were abused as expected
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submitter E

(No. 20)(No. 22)(No. 32) (No. 27) (No. 26)
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Insight

• Certificate vendors submit test samples for detection testing

• Test samples with different certificates are submitted in quick succession

• Certificates have similar start times and are submitted soon after creation

• Proves to buyers that AV detection is avoided, and certificates aren't reused
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Insight

• Certificate vendors submit test samples for detection testing

• Test samples with different certificates are submitted in quick succession

• Certificates have similar start times and are submitted soon after creation

• Proves to buyers that AV detection is avoided, and certificates aren't reused

• The average time gap between test samples and malicious files is 75.3 days

• Vendors pre-create and pool certificates

• Multiple certificates are created together, but used at different times

• Longer gaps between test sample submits and abuse increase the chance of 

predicting and revoking certificates
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Revocation of Malicious Certificates

Revoked certificates are listed in the CRL, causing MSIX installation to fail
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Characteristics on Abused Certification

• Certificate validity: 1 year

• Signer: legitimate company

• Company has been registered for over 3 years

• Country code: GB

• Registered with Companies House
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SSL.com GlobalSign Sectigo

Certum DigiCert
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How to Get Certification

• Certificate theft

• Unlikely due to common characteristics between certificates

• Few files signed other than MSIX and test files
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How to Get Certification

• Certificate theft

• Unlikely due to common characteristics between certificates

• Few files signed other than MSIX and test files

• Establishing a shell company

• Unlikely due to over 3 years since registration

• The website is real, and the SSL certificate is issued by a different CA

• Creating a shell company from scratch is too costly

• Impersonating a legitimate company

• OV certificate requirements can be bypassed with a link proving the company’s existence

• Identity verification can be circumvented via SMS, suggesting weak authentication processes
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Migration

• Certificates already abused: Report to the CA and revoke them

• Certificates predicted to be abused: Restrict execution of signed files

(Group Policy > AppLocker)
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Responsible Disclosure

We report each abused certificate to the CA as soon as it is identified.
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Wrap-Up

• Uncovered attacks using MSIX and their ecosystem

• Proposed a method to predict certificates likely to be abused months in 

advance by analyzing vendors' testing activities

• Vendors are likely impersonating legitimate companies to obtain certificates
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Thank you!
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